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ABSTRACT 

 

A phishing email is a crime where a scammer sends an email to get sensitive 

data.  Everyday phishing email attacks impact billions of people worldwide.  Preparing users 

to better identify phishing and avoid risky engagement with it is essential to combat this threat.  

We consider that as phishing emails and email marketing aim to target email clicks, scammers 

can use marketing practices in phishing emails to achieve their goals. However, the security 

research community doesn't explore deeply the similarities between phishing and email 

marketing.  This study presents a distinctive framework known as the Phishing Engagement 

Marketing Optimization (PEMO).  The primary objective of PEMO is to provide practices 

commonly used in email marketing to be applied to phishing simulations.  This work presents 

the methodology to apply PEMO to phishing simulations and a hypothetical scenario to help 

understanding. We also determined which PEMO practices have a significant effect on 

phishing email engagement.  To address the research problem, we ran an experiment with 

400 participants to evaluate how they engage with 100 emails, where 92 were original emails 

and 8 were phishing emails.   We also collected information about the motive of the decision-

making behavior.  Results showed that lower-risk participants, classified here as non-

offenders, were not able to recognize phishing which applied Usability and Influence or 

Persuasion and Usability practices.  In addition, higher-risk participants, classified here as 

offenders, increased replied and forwarded engagements with phishing which applied 

Persuasion practices. This work can help information security specialists better prepare users 

to avoid risky engagements with phishing attacks that apply marketing practices by designing 

phishing simulations that leverage those same practices.  

Index Terms — phishing email,  phishing decision-making, user behavior. 
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CHAPTER 1: INTRODUCTION 

Phishing attacks, a crime where a scammer contacts a person and tries to get 

sensitive data, are a top cyber security threat to organizations and individuals (Sjouwerman, 

2020). Indeed, organizations constantly suffer security attacks caused by individuals within 

the company who repeatedly fall victim to phishing emails (Canham et al., 2019), a type of 

phishing attack executed by email.  Even though successful attacks have been reduced over 

the years, the amount of capital lost by companies to prevent or deal with this issue has 

increased after COVID-19 (Morgan, 2020). Recently, the Interpol agency has reported that 

criminals are taking advantage of increased security vulnerabilities caused by the working-

from-home model to steal data, generate profit, and cause disorder in people’s lives. For 

example, from January to April 2020, phishing emails corresponded to 59% of cyber threats 

related to COVID-19 (Stock, 2020).  Consequently, companies need to control the risk of 

losing data and capital caused by phishing emails to succeed.  

Phishing emails are arguably similar to another form of commercial goal-driven 

communication, email marketing since both of them target to convince users to engage 

positively with emails. As an example, in a broad context, marketing specialists constantly 

have to create and test ways to capture leads and transform them into buyers, and so do 

hackers and scammers who send phishing emails in search of their victims. Indeed, 

persuasion (Cialdini, 1993; Ibrahim et al., 2014; Walker, 2014), usability (Barnes & Vidgen, 

2002; Gunelius, 2018; Ibrahim et al., 2014), and influence (Kahneman & Tversky, 1979; Brown 

& Fiorella, 2013; Farook & Abeysekara, 2016) are practices very commonly used by marketing 

specialists and identified to be used in the phishing context (Akbar, 2014; Jayatilaka et al., 

2021; Parsons et al., 2019; P. Lawson et al., 2019; P. Lawson et al., 2020; Steves et al., 2020; 

Tanvir, 2020; Tolsdorf & Lo Iacono, 2020; Wright et al., 2014; Zielinska et al., 2016; Williams 

https://www.zotero.org/google-docs/?DUQmqd
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et al., 2018; Williams & Polage, 2019).  However, could marketing practices such as those 

cited before be used by hackers and scammers to be successful in their endeavors?  

Although phishers regularly use marketing practices (Stojnic et al., 2021), the 

application of these practices in the phishing context needs further investigation by 

researchers, for example, the investigation of the use of Influence loss-based emails (Valecha 

et al., 2022).  Indeed, researchers have not yet amply studied the application of the 

combination of several different marketing practices at the same time in one phishing email.  

As an example, researchers previously investigated the individual application of persuasion, 

usability, and influence in the phishing context, but not in combination.  Research on this 

specific topic is necessary to learn more about the factors that impact phishing email 

engagement levels, and the type of actions that users do when dealing with phishing emails.  

Our proposed research aims to answer the gap in understanding the application of marketing 

practices in phishing emails to help identify the factors that increase the level of risk when in 

contact with phishing emails.  Understanding these factors is essential for the improvement of 

phishing simulation campaigns executed in organizations by Information Security (InfoSec) 

departments.   

To address our goal of understanding the application of marketing practices in 

phishing emails, we created the Phishing Engagement Marketing Optimization (PEMO) 

Framework.  PEMO was designed with the three practices commonly used in marketing and 

phishing, known as persuasion, usability, and influence. PEMO contributes with a guide with 

rules of marketing practices to be applied in the process of creation of emails during phishing 

simulations.  This work presents the methodology to apply PEMO to phishing simulations and 

a hypothetical scenario to help understanding. We also evaluated which marketing-derived 

practices from PEMO impacted the engagement level when applied to phishing emails.  

Specifically, we determined which PEMO practices had a significant effect on phishing email 

engagement levels.  To address the research problem, we ran an experiment with 400 

https://www.zotero.org/google-docs/?auHMuL
https://www.zotero.org/google-docs/?auHMuL
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participants.  We used an online survey to investigate how the participants engaged with a 

hundred emails, where eight were phishing emails. We also collected information about the 

motive of the decision-making behavior.   

Consistent with some authors (Downs et al., 2007; Pattinson et al., 2012), we 

believe that understanding why people fall for phishing attacks is relevant for professionals to 

face cybersecurity challenges.  Therefore, this paper helps information security specialists 

better prepare users to avoid risky engagements with phishing attacks using marketing 

practices by designing phishing simulations that leverage those same practices. 

The remaining sections are organized as follows. ‘Chapter 2: Background’ 

summarizes and discusses the literature about the three practices commonly used in 

marketing and phishing. Then, ‘Chapter 3: The Phishing Engagement Marketing Optimization 

(PEMO) Framework’ introduces the new framework and presents a guide with PEMO’s best 

practices to impact phishing email engagement level.   Following, ‘Chapter 4: Methodology’ 

presents the methodology and criteria used for selecting subjects and data synthesis.  Then, 

‘Chapter 5: Results and Discussion’ summarizes the results we found and provides analysis 

and discussion.  Finally, ‘Chapter 6: Conclusions’ introduces the final closure of this work.  



 

4 

 

CHAPTER 2: BACKGROUND 

This chapter summarizes and discusses the literature about the three practices 

commonly used in marketing and phishing which are persuasion (10.1), usability (10.2), and 

influence (10.3).  Each section explains the concept of the practice and discusses previous 

research on its application in marketing and the phishing email contexts.  Finally, the section 

‘Key points’ summarizes this chapter's most important findings (10.4).  

Persuasion (P) 

Persuasion (P) is a practice commonly used by marketing specialists to 

manipulate people’s emotions to make a favorable decision, and which details can be found 

in Dr. Robert Cialdini's work (Cialdini, 1993).  Some authors affirm that it is possible to induce 

someone to decide according to others’ desires through persuasion: by manipulating their 

thoughts and feelings and, through it, their actions (Cooper, 2021).  Even though persuasion 

might seem to be a manipulative and unethical behavior, professionals in marketing use it to 

convince others to decide to buy products and services.  For example, a research (Ibrahim et 

al., 2014) introduced the persuasive visual design applied to websites, which helps marketers 

increase sales.   

Persuasion uses words and technical arguments to change someone’s 

behavior by first obtaining approval and trust, and then using a gradual work of conviction 

(Cooper, 2021).    A seminal article on persuasion principles (Cialdini, 1993) summarizes the 

rules of persuasion: authority, consistency, liking, reciprocation, scarcity, and social proof.   

 

Table 1 introduces an explanation of these rules.  Each rule provides principles 

and techniques that can help manipulate people’s decisions and be applied in different 

moments of contact between the interlocutor and the receiver.  

 

https://www.zotero.org/google-docs/?MiP5ps
https://www.zotero.org/google-docs/?QvHcAA
https://www.zotero.org/google-docs/?FWyERo


 

5 

 

 
 

Table 1: Summary of the six rules of persuasion based on (Cialdini, 1993). 

Rule name Summary 

Authority People trust others in positions of authority in some occupation or expertise.   

Consistency People try to justify their decisions as consistent with previous commitments.  

Liking People respond to requests made by those they like, even if they don’t know this 
person.  But they identify politeness and a “likable” personality. 

Reciprocation People feel obligated to repay favors to others, even if the favor was not previously 
asked by the individual.  

Scarcity People see value in rare things and feel motivated to obtain them quickly. 

Social proof People want to feel integrated into the community and trust in things that others are 
doing. 

 
Scammers also use persuasion to succeed in phishing email attacks (Akbar, 

2014). The use of persuasion is so disseminated in phishing emails that some tools analyze 

the use of rules of persuasion to decide about email blocking (Li et al., 2020; Nishikawa et al., 

2020).  In addition, some studies investigated the principles most used in phishing emails.  A 

study (Akbar, 2014) that reported the use of rules of persuasion in phishing emails revealed 

that the authority principle was used for 96.1% of phishing emails analyzed, while the scarcity 

principle was used for 41.1%.  These numbers are supported by other research (P. A. Lawson 

et al., 2019; Tanvir, 2020) that stated that the four principles most used in phishing emails are 

commitment/ consistency, liking, authority, and scarcity, while the authority principle is the 

most explored in volume.  Furthermore, one study (Zielinska et al., 2016) that examined a 

dataset of 887 emails sent between 2010 and 2015 found that the persuasion principles of 

commitment and consistency, as well as scarcity, increased during that time, while the 

principles of reciprocation and social proof decreased over the same period.   

Overall, researchers investigated the principles that create more susceptibility 

to phishing emails. Indeed, one research (Wright et al., 2014) demonstrated the effectiveness 

of using rules of persuasion in phishing emails compared to emails that don't apply the 

principles.   Users have a high level of trust in emails utilizing the liking principle (P. Lawson 

https://www.zotero.org/google-docs/?mK7mOo
https://www.zotero.org/google-docs/?mK7mOo
https://www.zotero.org/google-docs/?MD1B1c
https://www.zotero.org/google-docs/?WZwqy2
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et al., 2020; P. A. Lawson et al., 2019), social proof, and reciprocity (Tanvir, 2020).  On the 

other hand, emails utilizing principles of authority and scarcity usually cause more suspicion 

and distrust, resulting in a high tendency to be designated as phishing attacks (P. Lawson et 

al., 2020; Tanvir, 2020).  Not all agree, and some work finds that phishing emails utilizing only 

the liking persuasion principle are least likely to be detected by the recipient (P. Lawson et al., 

2020). Others show that authority and urgency lead to high click rates (Williams et al., 2018).   

While some studies have shown that scarcity and social proof are not considered as effective 

as the authority principle, others have shown that users are not susceptible to the authority 

principle and are, in fact, most susceptible in emails containing social proof and scarcity 

principles (Parsons et al., 2019). Perhaps users are not broadly susceptible to scarcity but are 

commonly susceptible to consistency and reciprocity principles. Perhaps reciprocity is the 

most persuasive principle, while the social proof and scarcity principles were not considered 

to be persuasive (as in Parsons et al., 2019). Possibly, the topic of the persuasion principles 

that impact phishing email engagement can benefit from more investigation. 

Eventually, some research was developed to verify the correct identification of 

phishing emails regarding the use of persuasion principles.  One study (Tanvir, 2020) 

surveyed 136 participants and showed a relationship between the common persuasion 

strategies, the number of phishing cues, and email exposure time.   Individuals can better 

detect phishing emails that use authority and scarcity principles (P. Lawson et al., 2020; 

Tanvir, 2020).  

For the purpose of this research, we will work just with the liking principle, to be 

consistent with previous studies that stated that the use of the liking principle alone is more 

persuasive in emails (Lawson et al., 2020). The liking principle of persuasion states that people 

prefer to say yes to requests of someone that they know and like.  Thus, the objective of this 

principle is to establish a “liking” feeling from the receptor of the message to the provider of 

the message (Cialdini, 1993).   Cialdini described six techniques that can be applied to achieve 

https://www.zotero.org/google-docs/?WZwqy2
https://www.zotero.org/google-docs/?yJ5FmU
https://www.zotero.org/google-docs/?jpq9eI
https://www.zotero.org/google-docs/?jpq9eI
https://www.zotero.org/google-docs/?7KtN8g
https://www.zotero.org/google-docs/?7KtN8g
https://www.zotero.org/google-docs/?xPNGgK
https://www.zotero.org/google-docs/?KpyAju
https://www.zotero.org/google-docs/?G3echp
https://www.zotero.org/google-docs/?BSEcMp
https://www.zotero.org/google-docs/?BSEcMp
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the Liking principle.  These techniques, described in Table 2, are known as physical 

attractiveness, similarity, compliments, familiarity, contact and cooperation, and condition and 

association.   

Table 2: Summary of the techniques used in the Liking principle, based on Cialdini's book (Cialdini, 1993) 

Technique Description 

Physical attractiveness Good-looking people have an advantage in social interaction. 

Similarity We like people like us in opinions, personality traits, background, 
dress, interests, lifestyle, etc. 

Compliments Use of positive estimations from people who want something from 
us. 

Familiarity  We like things that are familiar to us, like names that seem familiar or 
ethnic groups.   

Contact and cooperation  Keep people working for the same goals, with the idea of “pull 
together” for mutual benefits. It is summed to competitiveness with 
another group. 

Condition and association People are conditioned to associate the message with the 
messenger.  So, people like others who deliver good news or show 
success in a similar endeavor they are trying to conquer. 

 
 

Despite which technique of the Liking principle is applied, persuasion continues 

to impact trust and cause phishing susceptibility.  Along with those lines, usability can be used 

for the same purpose. 

Usability (U) 

According to ISO FDIS 9241-210 (ISO, 2009), usability (U) is connected to the 

proportion of effectiveness, efficiency, and satisfaction that a product, system, or service 

delivers to a user (Bevan, 2009; Hornbæk, 2006).  Some believe that usability cannot be 

directly measured due to the lack of validity measures, but instead, one can measure aspects 

of it (Hornbæk, 2006).  Human-Computer Interaction (HCI) researchers have been adopting 

the usability concept stated by ISO to categorize the approaches related to the aspects of 

usability research as effectiveness, efficiency, and satisfaction (Hornbæk, 2006).  According 

to previous research (Bevan, 1995), there is an interaction between these three aspects, with 

https://www.zotero.org/google-docs/?tFsLt3
https://www.zotero.org/google-docs/?DMkrFR
https://www.zotero.org/google-docs/?tDLWpy
https://www.zotero.org/google-docs/?6EsU7u
https://www.zotero.org/google-docs/?GDKQsa
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satisfaction being based solely on the user and effectiveness and efficiency related to the user 

and its interaction with the product. 

Many researchers have associated usability with ‘ease of use’ (Flavián et al., 

2006; Hornbæk, 2006).   However, some authors connect usability and design (Barnes & 

Vidgen, 2002; Norman, 2004).  WebQual4.0 (Barnes & Vidgen, 2002), a method to evaluate 

the quality of websites, describes usability with the following aspects: ease to learn, clear and 

understandable, ease to navigate, ease to use, attractive appearance, appropriate design, 

sense of competence, and positive user experience.  Another author who connects usability 

and design is Donald Norman in his book ‘Emotional Design’ (Norman, 2004). Norman cited 

some studies placed in the early 1990s that proved that attractive things work better by 

connecting usability and aesthetics.  Consistent with these authors, we will also consider 

usability related to ease of use and design in this research. 

In their daily routine, email marketing specialists need to include usability in 

their work to achieve their goals.  Hence, email marketing platforms like Mailchimp, for 

example, provide many email templates with a professional design that highlights the next 

steps and engagement goals by providing easy-to-use buttons and links.  Indeed, these 

templates are differentiated according to segments like the targeted customer type and email 

topic. Therefore, the need for web design knowledge is much appreciated for email marketing 

professionals to include usability in their email marketing templates. 

Marketing professionals constantly appeal to usability to impact their 

consumers in emails, but phishers are starting to get attention to it.  Indeed, usability is of high 

importance in written communication.  For example, some authors argue that design is the 

first thing noticed when opening messages (Gunelius, 2018; Williams & Polage, 2019).   Above 

all, users look for a professional layout, logo, button appearance, and the number of links and 

banners to help in decisions about email marketing, but also in phishing emails  (Gunelius, 

2018; Jayatilaka et al., 2021b; Kumar, 2021; Li et al., 2020; Steves et al., 2020; Tolsdorf & Lo 

https://www.zotero.org/google-docs/?ajrXe8
https://www.zotero.org/google-docs/?ajrXe8
https://www.zotero.org/google-docs/?90SaXT
https://www.zotero.org/google-docs/?90SaXT
https://www.zotero.org/google-docs/?90SaXT
https://www.zotero.org/google-docs/?v3EGWB
https://www.zotero.org/google-docs/?qbeINE
https://www.zotero.org/google-docs/?SnPqol
https://www.zotero.org/google-docs/?SnPqol
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Iacono, 2020; Williams & Polage, 2019).  Specifically, in phishing email messages, a study 

(Williams & Polage, 2019) found that emails with professional design, such as those containing 

a logo and a copyright statement, are more persuasive, trustworthy, and likely to be responded 

to than emails without professional designs. Hence, the need to prepare professionals to 

recognize when phishers use these features commonly used by marketing professionals to 

influence users. 

In this specific research, similar to (Barnes & Vidgen, 2002), we connected 

usability to the following aspects: ease to learn, clear and understandable, ease to navigate, 

ease to use, attractive appearance, appropriate design, sense of competence, and positive 

experience.  Our adaptation of these factors to the email context is as follows.   

1. Ease to learn: it is easy to understand how to interact with the email. 

2. Clear and understandable: the interaction with the email is clear. The user knows what to 

do next. 

3. Ease to navigate:  navigation is the process or activity of accurately ascertaining one's 

position and planning and following a route.  When the users click on emails, they are 

destined to another environment, like landing pages, websites, eCommerce, etc.  So, we 

considered that one couldn’t navigate emails.  Thus, we removed this aspect of our 

framework. 

4. Ease to use: the user quickly finds and clicks on links, buttons, or attachments related to 

the email template.  We are not considering the interaction with the email service (webmail, 

software, etc.). 

5. Attractive appearance:  the appearance of the email design is beautiful with appropriate 

decoration, colors, enough space between features, proper fonts, precise, symmetric, etc. 

6. Appropriate design:  the web design is appropriate to the sender, the message being 

delivered, and the demographic information of the reader. 

https://www.zotero.org/google-docs/?SnPqol
https://www.zotero.org/google-docs/?RWFCvY


 

10 

 

7. Sense of competence: the email design transmits professionalism, efficiency, and 

success.  

8. Positive experience:  as stated by ISO FDIS 9241-210, user experience is related to the 

perceptions and responses of a person regarding the use of a product, system, or service 

(Bevan, 2009).  Thus, the user must have an overall positive experience using the email. 

Influence (I) 

We define influence (I) as the capacity to affect the decisions of others, for 

example, the decision to engage with emails.   The awarded work about prospect theory 

(Kahneman & Tversky, 1979) divided the influence effect into losses and gains. It cited that, 

apparently, people are more affected when losing a sum of money than when gaining the 

same amount.   A recent work (Greve et al., 2021) provided a theory that for decision-making 

under risk, individuals tend to opt for risky alternatives when there is the possibility of loss.  As 

an example, loss aversion leads to risk-taking in gambling.  Indeed, the results of this research 

showed that loss aversion for organizational or individual performance reduces decision-

making quality and increases risk-taking.  The same theory can be applied in the email context. 

Email messages using the influence technique usually either reward individuals 

for more engagement or suggest a loss if there is no engagement.  For example, email 

marketing offers coupons for a discount as a reward after an order.  On the other hand, they 

can also describe that you will lose some unique opportunity if you don’t click to buy an item 

in promotion for some hours.    

Some research (Biswas & Mukhopadhyay, 2019; Goel et al., 2017; Williams & 

Polage, 2019) previously analyzed the influence techniques that affect phishing email clicks 

and considered loss-based emails a more effective approach.   

 

 

https://www.zotero.org/google-docs/?O2hom8
https://www.zotero.org/google-docs/?fcUyvV
https://www.zotero.org/google-docs/?vnntVr
https://www.zotero.org/google-docs/?3K4HqL
https://www.zotero.org/google-docs/?3K4HqL
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Key points 

● Usability is connected to the proportion of effectiveness, efficiency, and satisfaction that 

a product, system, or service delivers to a user (Bevan, 2009; Hornbæk, 2006; ISO, 

2009).  In addition, usability is also connected to design (Barnes & Vidgen, 2002; Norman, 

2004). 

● Persuasion uses words and technical arguments to change someone’s behavior by first 

obtaining approval and trust, then using a gradual work of conviction (Cooper, 2021).  

Evidence suggests that the liking principle is very impactful in email engagement (P. 

Lawson et al., 2020; P. A. Lawson et al., 2019).  The Liking principle states that people 

respond to requests made by those they like, even if they don’t know this person.  But 

they identify politeness and a “likable” personality (Cialdini, 1993). 

● We define ‘influence’ as the capacity to affect the decisions of others.  For example, the 

decision to engage with emails.  Evidence suggests that the possibility of loss is very 

effective at impacting decisions (Kahneman & Tversky, 1979; Greve et al., 2021; Biswas 

& Mukhopadhyay, 2019; Williams & Polage, 2019).  



 

12 

 

CHAPTER 3: THE PHISHING ENGAGEMENT MARKETING 

OPTIMIZATION (PEMO) FRAMEWORK 

 

This chapter describes an original conceptual framework called the Phishing 

Engagement Marketing Optimization (PEMO) Framework.  The remaining sections are 

organized as follows.  Section ‘Introduction to PEMO’ presents the framework, its best 

practices, and how to use it (11.1).  Then, the section ‘Application and expectations’ brings a 

methodology explaining how InfoSec can use PEMO, introduces a hypothetical example, and 

describes our hypothesis (11.2).    Finally, the section ‘Key points’ summarizes this chapter's 

most important findings (11.3).  

PEMO description 

In this study, we have introduced a distinctive framework known as the Phishing 

Engagement Marketing Optimization (PEMO) Framework. The primary objective of the PEMO 

framework is to exert an influence on the engagement level of phishing email campaigns, 

thereby contributing to the enhancement of cybersecurity awareness and response. 

Specifically applied within the context of this research, as introduced in Figure 1, the PEMO 

framework leverages three essential marketing practices: Persuasion, Usability, and 

Influence. These practices have been strategically selected to maximize the effectiveness of 

the framework in influencing user behavior toward phishing emails since they are commonly 

used in marketing and phishing (Akbar, 2014; Jayatilaka et al., 2021; Parsons et al., 2019; P. 

Lawson et al., 2019; P. Lawson et al., 2020; Steves et al., 2020; Tanvir, 2020; Tolsdorf & Lo 

Iacono, 2020; Wright et al., 2014; Zielinska et al., 2016; Williams et al., 2018; Williams & 

Polage, 2019).  Specifically, the persuasion practice leverages the liking principle, the usability 

practice leverages effectiveness, efficiency, satisfaction, and design, and the influence 

practice leverages loss.   
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In addition, the PEMO framework introduces a hierarchical structure consisting 

of four distinct levels of engagement: [Marked as phishing], [Deleted, ignored, or marked as 

spam], [Replied or forwarded], and [Clicked].  These engagement levels were carefully chosen 

and grouped to better identify the level of risk of decisions. The [Marked as phishing] 

engagement refers to the action of recognizing an email as phishing.  The [Deleted, ignored, 

or marked as spam] engagement refers to the action of deleting an email, leaving it in the 

inbox, or recognizing that as spam, a marketing email sent without authorization.  The [Replied 

or forwarded] is linked to the actions of answering an email to the sender or forwarding it to 

someone else.  Finally, the [Clicked] engagement refers to the action of clicking on a phishing 

email link.  We didn’t include download as an engagement level on this framework since in 

this specific study we just studied phishing emails providing links.  This stratified approach 

enables a comprehensive understanding of user responses to phishing emails, ranging from 

lower-risk decisions to higher-risk decisions.  

 

Figure 1: PEMO introduces the use of practices (Persuasion, Usability, and Influence) commonly used by marketing specialists 
and identified to be used in the phishing context to impact the level of engagement with emails.  The engagement is classified 

according to the risk of decisions. 

 

The PEMO Framework also introduces a list of rules for each of its practices.  

These rules were adapted from previous research or book publications to direct the 

professionals about the to-dos and not-to-dos to be applied in the phishing email creation 
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process to impact the level of engagement.  Following this, we introduce the rules for each 

practice, as outlined in Table 3, Table 4 and Table 5. 

 

Table 3: PEMO’s Rules for the Persuasion Practice 

Persuasion Practices: Liking 

Code Rules for Persuasion Practices Adapted from source 

BP01 Use softness of expression or courtesy (Nishikawa et al., 2020) 

BP02 Conduct contextual aspects of email interaction, such as 
things done in the past, or the statements/conduct of other 
people 

(Nishikawa et al., 2020) 

BP03 Provide personalization in the interaction, like using the 
user’s name and sending content that is relevant to users 
(also known as high premise alignment) 

(Goldman, 2020; Gunelius, 
2018) 

BP04 Use of compliments (Cialdini, 1993; Parsons et 
al., 2019)  

BP05 Be informal when possible (Parsons et al., 2019) 

BP06 Don’t send survey requests (Parsons et al., 2019) 

BP07 Establish similarity by sharing some background, interest, 
lifestyle, place where you were born or live, or opinion that 
you possibly have in common 

(Cialdini, 1993) 

BP08 Provide some positive compliments (Cialdini, 1993) 

BP09 Use a familiar name for the sender.  Use names that users 
can recognize 

(Cialdini, 1993; Gunelius, 
2018) 

BP10 Provide a picture of a good-looking sender (Cialdini, 1993) 

BP11 Create cooperation to achieve the goals for mutual benefits (Cialdini, 1993) 

BP12 Don’t force the use of scarcity, for example, including 
features like the shortage of items, things, or privileges, or 
pushing urgent actions in an unpolite way.   

Based on the findings of 
Chapter 2 

BP13 Don’t force the use of authority by using figures of power and 
demanding actions. 

Based on the findings of 
Chapter 2 

BP14 Talk about your success in a similar endeavor as the email 
receiver. 

(Cialdini, 1993) 

BP15 Deliver good news. Try not to associate your email with bad 
news 

(Cialdini, 1993) 

 

https://www.zotero.org/google-docs/?bxpIbD
https://www.zotero.org/google-docs/?89sEi8
https://www.zotero.org/google-docs/?Zxdwku
https://www.zotero.org/google-docs/?ApQ1cn
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Table 4: PEMO’s Rules for the Usability Practice 

 Usability Practices: effectiveness, efficiency, satisfaction, and design 

C
Code 

Rules for Usability Practices Adapted from source 

B
P16 

The call to action must be understandable (all links 
must be easy to see). 

- 

P17 Use well-formatted HTML with no broken coding. (Gunelius, 2018) 

P18 Don’t use embedded forms (include a link to the form). (Gunelius, 2018) 

P19 Don’t use excessive uppercase words. (Ferreira & Teles, 2019; Gunelius, 
2018) 

P20 Don’t use capitalization of the first letter of every word. (Ferreira & Teles, 2019) 

P21 Don’t use excessive punctuation expressing strong 
feelings, emphasis, or interrogation (‘!’; ‘?’). 

(Ferreira & Teles, 2019; Gunelius, 
2018; Steves et al., 2020) 

P22 Don’t use excessive symbols/non-alphanumeric 
characters (e.g., *; √). 

(Ferreira & Teles, 2019) 

P23 Review and correct spelling errors. (Steves et al., 2020; Tanvir, n.d.) 

P24 Use of real people's pictures. (Furgison McEwen, 2016) 

P25 Use images that can load quickly. (Gunelius, 2018) 

P26 Don’t use Flash JavaScript or videos. (Gunelius, 2018) 

P27 Include more text than images. (Gunelius, 2018) 

P28 Include an easy-to-see unsubscribe link. (Gunelius, 2018) 

P29 Don’t send messages with attachments. (Gunelius, 2018) 

P30 Avoid spam trigger words. (Gunelius, 2018) 

P31 Don’t use a URL shortener. (Gunelius, 2018) 

P32 Use responsive messages that will adapt to mobile 
devices. 

(Gunelius, 2018) 

P33 If sending a business email, use your logo. (Gunelius, 2018; Jayatilaka et al., 
2021; Li et al., 2020; Steves et al., 
2020; Williams & Polage, 2019) 
(Gunelius, 2018; Jayatilaka et al., 
2021; Li et al., 2020; Steves et al., 
2020; Tolsdorf & Lo Iacono, 2020; 
Williams & Polage, 2019) 

P34 Include a footer. (Jayatilaka et al., 2021) 

https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?U03ybz
https://www.zotero.org/google-docs/?NrNE70
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?lHTuEK
https://www.zotero.org/google-docs/?Q787yT
https://www.zotero.org/google-docs/?Q787yT
https://www.zotero.org/google-docs/?Q787yT
https://www.zotero.org/google-docs/?fXrqxt
https://www.zotero.org/google-docs/?fXrqxt
https://www.zotero.org/google-docs/?fXrqxt
https://www.zotero.org/google-docs/?fXrqxt
https://www.zotero.org/google-docs/?338ly9
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C
Code 

Rules for Usability Practices Adapted from source 

P35 Use minimal branding with the colors of your brand. (Steves et al., 2020) 

P36 Use a copyright statement. (Tolsdorf & Lo Iacono, 2020; 
Williams & Polage, 2019) 

P37 Use an email signature. (Parsons et al., 2019) 

P38 Include privacy info in the footer. (Jayatilaka et al., 2021) 

P39 Use URLs that are easy to identify and read. (Tanvir, 2020.) 

P40 Be sure to use an email that matches the brand and 
the URL. 

(Tanvir, 2020) 

P41 Provide a professional look in the overall email. (Gunelius, 2018; Jayatilaka et al., 
2021; Steves et al., 2020; Tolsdorf 
& Lo Iacono, 2020) 

 

Table 5: PEMO’s Rules for the Influence Practice 

Influence Practices:  loss 

C
Code 

Rules for Influence Practices Adapted from source 

P42 Include a loss-based but soft tone, like, for example, 
suggesting that the user will lose access to something or lose 
a specific and unique opportunity 

(Williams & Polage, 2019) 

P43 Try to create competitiveness against another group(s)  (Cialdini, 1993) 

 

Application and Expectations  

We expect that the PEMO practices will impact the level of engagement with 

phishing emails and increase the level of decision risks.  Information Security (InfoSec) 

departments can use this research to understand the factors that impact a user's decision 

regarding engagement with phishing emails, and the level of risk they are exposed to.  

Consistent with some authors (Downs et al., 2007; Pattinson et al., 2012), we believe that 

understanding why people fall for phishing attacks is relevant for professionals to face 

cybersecurity challenges.  Consequently, we suggest that the PEMO framework contributes 

with the knowledge to reduce the risk of data loss and profitability of organizations.    

https://www.zotero.org/google-docs/?1cA8FP
https://www.zotero.org/google-docs/?TQRqCG
https://www.zotero.org/google-docs/?TQRqCG
https://www.zotero.org/google-docs/?Bo6ioR
https://www.zotero.org/google-docs/?UNBp2C
https://www.zotero.org/google-docs/?MU0UfT
https://www.zotero.org/google-docs/?0KEfvx
https://www.zotero.org/google-docs/?wUPb5x
https://www.zotero.org/google-docs/?wUPb5x
https://www.zotero.org/google-docs/?wUPb5x
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Some previous research evidence that training can be effective in reducing the 

likelihood of people providing information in phishing attempts (Kumaraguru et al., 2009).  So, 

we also planned the use of PEMO for training.  The PEMO framework can possibly be applied 

to guide InfoSec on phishing simulations and help discover opportunities for improvements in 

training according to segments.  For that, one must follow the six following steps, as presented 

in Figure 2.   

 

Figure 2: Six steps to apply PEMO in phishing email simulations. 

First, InfoSec needs to segment the users that will receive the campaigns.  For 

example, create a segment for each department of the company; Following, InfoSec needs to 

decide how the campaigns will be managed according to the PEMO practices.  InfoSec needs 

to answer these questions:  will all the segments receive the same type of simulation?  Do 

some segments can be more vulnerable to certain practices? After answering the questions, 

the professional can plan the campaigns.  For example, segments A, and B will receive a 

phishing email simulation using rules of persuasion (P), segments D, and E will receive a 

phishing email simulation using rules of Usability + Influence (UI) and segment F will receive 

a phishing simulation with for all PEMO practices – Persuasion + Usability  + Influence (PUI).  

Next, InfoSec needs to get some templates to use in the phishing simulation.  Moving on, the 

templates need to be edited following the PEMO’s rules according to the campaign plan.  

Later, InfoSec will schedule the simulation using some software.  After running the simulation, 

the results will be analyzed and the target for improvement will be defined.  For example, 

InfoSec can determine that the phishing simulations that received a certain percentage of 

clicks or replies will be the focus of training.  Finally, the users who clicked or replied to the 

simulations selected as targets for improvement will be selected for specific training to be able 

to recognize phishing using the PEMO practices included in the simulation. 
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To help with the understanding of the PEMO application, we provide here a 

hypothetical example.  John is an InfoSec professional in the company ABC who decided to 

incorporate PEMO in his phishing simulations.  John segmented his users according to the 

department where they work.  He planned to run seven different campaigns.  In the first 

campaign, users would receive three phishing emails, each one using PEMO’s rules for 

persuasion (P), usability (U), and influence(I).  In the following week, in the second campaign, 

users would receive more than three emails, each one using PEMO’s rules for PU, PI, or UI.  

In the third week, users would receive one email applying all the PEMO’s rules (PUI).  John 

planned the campaign this way, so he could better understand the practices that would have 

more impact in each department, in addition to individually understanding the vulnerability of 

his users.  John selected 7 different phishing templates, each one with a different sender and 

topic.  He updated all the templates according to the campaign plan and the PEMO’s rules.  

He scheduled the simulation as the campaign plan.  Once the campaigns finished, he 

analyzed the results. He determined that the phishing simulations that received 20% of clicks 

or 30% of responses would be the target for improvements.  John noticed an increase in the 

phishing clicks when applying PUI practices for the sales department, and an increase in the 

phishing responses when applying P practices in the administrative department.  John trained 

those two departments in the PEMO practices they were more vulnerable and how to identify 

red flags on them.  He started with the sales department, since according to PEMO, clicks 

correspond to a higher-risk decision. Some months after it, one employee of the administrative 

department received a phishing using marketing practices and he reported it to InfoSec.  John 

was able to inform all employees about the attempt and blocked the phishing email.  ABC 

saved hundreds of thousands of dollars. 

In this specific research, we want to analyze the effect of marketing practices 

on the phishing email context.  So, we decided to create PEMO as our innovative framework 

to show how three specific practices commonly used in marketing and phishing could impact 
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the phishing engagement level and the rules that need to be used in email creation to simulate 

phishing emails applying marketing practices.  Specifically, we wanted to understand if the 

marketing-derived practices from the PEMO framework would impact the phishing email 

engagement level when compared to some original phishing emails.    If so, more specifically, 

we wanted to understand what practices of the PEMO framework have a higher effect on the 

phishing email engagement level.  Therefore, we measured the impact of each of the PEMO 

framework conditions, consistent with each of the practices alone or in combination, over the 

phishing email engagement level.  As an example, we used as PEMO conditions the Original 

Phishing Email (OPE), Persuasion (P), Usability (U), Influence (I), Persuasion + Usability (PU), 

Persuasion + Influence (PI), Usability + Influence (UI) and Persuasion + Usability + Influence 

(PUI) as introduced in Figure 3. 

 

Figure 3: This research aims to measure how each of the PEMO conditions on the left impacts the level of engagement with 
phishing emails on the right. 

 

 To verify if the PEMO framework works as expected, these are our hypotheses 

(H): 

H0 - PEMO will not impact phishing engagement when compared to the original phishing 

emails. 
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H1 – PEMO will impact phishing engagement when compared to the original phishing emails. 

H2 - [PUI] will have the most significant negative impact over [marked as phishing] 

engagement when compared to the original phishing emails. 

H3 - [I] will have the most significant negative impact over [deleted, ignored, or marked as 

spam] engagements when compared to the original phishing emails. 

H4 - [PI] will have the most significant positive impact over the [replied or forwarded] 

engagements when compared to the original phishing emails. 

H5 - [PU] will have the most significant positive impact over [clicked] engagement when 

compared to the original phishing emails. 

H6 - PEMO practices will increase the level of decision risks. 

 

Key points 

● The PEMO framework leverages three essential marketing practices: Persuasion, 

Usability, and Influence.  

● The persuasion practice leverages the liking principle, the usability practice leverages 

effectiveness, efficiency, satisfaction, and design, and the influence practice leverages 

loss.   

● The PEMO framework introduces a hierarchical structure consisting of four distinct levels 

of engagement: [Marked as phishing], [Deleted, ignored, or marked as spam], [Replied or 

forwarded], and [Clicked].  The engagement is classified according to the risk of decisions. 

● Information security professionals can use PEMO’s rules to construct phishing 

simulations, identify areas of training needed, and prepare their users to face phishing 

emails using marketing practices.  
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CHAPTER 4: METHODOLOGY 

 

This chapter intends to explain the methodology planned to test the stated 

hypothesis.  The remaining sections are organized as follows.  Section ‘Participants’ 

introduces the source of all participants (12.1).  Section ‘Methods and tools’ provides a general 

overview of the approaches executed for this research (12.2).  Section ‘Procedure’ introduces 

the phases of the study (12.3).  Section ‘Analysis technique’ explains the methods used to 

analyze the data (12.4).  Finally, the section ‘Key points’ summarizes this chapter's most 

important findings (12.5).  

Participants 

 We recruited 400 participants for our study to target high statistical power to 

detect the effect of all 8 PEMO conditions over the engagement levels introduced in Chapter 

3.  We used Prolific, a research participant-finding website that was chosen for its reliability, 

and diverse user base and to facilitate an ease and fast data collection. Our inclusion criteria 

involved selecting individuals between the ages of 20 and 60 who currently reside in the United 

States. This age range was specifically chosen to ensure that our sample consisted of 

individuals with prior work experience, spanning across various fields. There was no minimum 

requirement for work experience, as we aimed to capture a broad range of perspectives. The 

average age of our participants was 34 years old, a significant parameter in the context of our 

research objective.  We wanted participants to have previous experience with a work 

environment, to help companies understand professionals’ behavior when dealing with 

phishing applying marketing practices.  Fluency in the English language was a prerequisite for 

participation, allowing for effective communication during the study. As a token of appreciation 

for their time and effort, participants were provided with a compensation of $5. 
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One participant didn’t finish the research, so we ended with 399 participants.  

Our study had no restrictions based on gender, resulting in a gender distribution of 53% male 

participants, 46% female participants, and 1% who chose not to disclose their gender. By 

embracing gender diversity, we aimed to enhance the generalizability of our findings and 

mitigate potential biases that may arise from skewed gender representation.  In terms of 

ethnicity, the breakdown of our participants was as follows: 72% identified as white, 9.5% as 

black, 6% as Asian, and 12.5% as belonging to other ethnicities. Self-identification was utilized 

for determining ethnic categorization. The inclusion of participants from diverse ethnic 

backgrounds allowed us to consider a range of perspectives and experiences.  By adhering 

to a diverse participant selection criteria, we aimed to create a robust and representative 

sample for our study, ensuring that our findings apply to a broader population. 

Methods and tools 

Following the approach of previous studies (Downs et al., 2007; Lawson et al., 

2020; Pattinson et al., 2012), we employed an online survey as our primary research method 

to investigate participants' engagement with various types of emails.  An online survey was 

chosen due to its scalability, quicker delivery, and ease of data collection. The investigation of 

participants' engagement with emails can help to better understand what impacts the decision-

making process to engage with phishing emails, thus supporting the capacitation of people to 

avoid it.  The online survey was conducted using Qualtrics, a reputable online software 

platform known for its survey delivery capabilities. Through this survey, we aimed to assess 

the practical application of PEMO's (Persuasion Usability Framework) best practices within 

the context of phishing emails. 

For the study, we collected a set of eight original phishing email templates from 

Knowbe4, a market leader platform specializing in security awareness training and simulated 

phishing attacks. Subsequently, we modified these phishing emails to manipulate each 
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dimension of PEMO, namely persuasion, usability, and influence. The label "yes" was used to 

indicate the application of PEMO's best practices, while "no" indicated the absence of such 

practices. Thus, our study employed a 2 (Persuasion: yes, no) x 2 (Usability: yes, no) x 2 

(Influence: yes, no) factorial design, leading to the 8 PEMO conditions (OPE, P, U, I,  PU, PI, 

UI, PUI) introduced in Chapter 3.  We chose to work with a factorial design to understand the 

effect of each factor analyzed, but also the interaction between them. With this design, all the 

possible combinations of factor levels can be investigated in each replication. As an example, 

we could have as an outcome that Persuasion didn't have an effect on phishing email [clicked] 

engagement while the combination of Persuasion and Usability had a positive effect on it. 

Procedure 

In a previous study (Carella et al., 2017), it was noted that participants who 

were aware of their involvement in a phishing study tended to interact differently compared to 

the general population. Building upon this insight, as we wanted to guarantee that participants 

would interact as the general population, our research adopted a similar approach.  To ensure 

transparency, no specific training was provided to participants, and they were informed that 

they would be engaging with various types of emails without explicitly mentioning the focus on 

phishing emails. As we had ethical concerns about the use of phishing emails on this study, 

the participants were explicitly notified about the use of deception. In addition, at the end of 

the study the participants received a message explaining the actual purpose of the research 

about the impact of marketing practices on phishing emails.   Moreover, the participants 

learned which of the emails were phishing emails. Participants received a thorough 

explanation of the research objectives.  We obtained informed consent and authorization for 

the publication of the research findings from all participants. 

Participants were assigned a specific role-playing position in the experiment, 

taking inspiration from previous studies (Downs et al., 2007; Pattinson et al., 2012; Sawyer et 



 

24 

 

al., 2015). They assumed an administrative role within the fictitious organization "Cog 

Industries" and were responsible for processing forms containing sensitive information. In 

addition to their primary tasks, participants were required to interact with emails. Each 

participant was provided with a designated employee name, "Jordan Williams," and an 

associated email address, "administrative@cogindustries.com." The deliberate choice of an 

androgynous first name and a popular last name aimed to ensure that participants could easily 

identify with their assigned role-playing. 

Participants were permitted to use their personal devices of any screen 

resolution during the study. No data regarding browser, resolution, or equipment specifications 

were gathered since the variability of those factors was not the focus of this specific study.  

Future research can analyze the impact of screen resolution on the phishing engagement level 

to check for example if participants using mobile devices would increase the level of risk 

decisions when dealing with phishing emails applying the PEMO practices.  The research 

team had no access to personally identifiable information. Participants were informed in 

advance about the average time required to complete the tasks, but no specific time limit was 

imposed. On average, the participation duration was 29 minutes, with an average of 17 

seconds spent per question. 

Participants went through three phases: a pre-survey, an experiment, and a 

post-survey.  An example with some questions of each phase can be found in Figure 4. 
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Figure 4: Example of questions for each phase of the research, starting on pre-survey, going to experiment, and finishing on 
post-survey. 

 

In the pre-survey phase, we gathered basic demographic information, including 

age groups (20-30 years, 31-40 years, 41-50 years, 51-60 years) and gender (female, male, 

other). 

During the experiment, participants were asked to assess their intended 

actions when engaging with emails. The response options included 'reply' or 'reply/upload file', 

'delete', 'click on the link/button', 'download file', 'forward', 'mark as spam', 'mark as phishing', 

and 'ignore'. To determine the number of regular and phishing emails, we considered the 

Signal Detection Theory (SDT) (Wickens, 2002) and aimed to provide a naturalistic 

experience. Industry reports indicate that the average person receives and sends 121 

business emails per day, with 1.2% being malicious (Chang, 2021). Therefore, each 

participant was presented with 100 email images to review, consisting of 92 regular email 

images, those that don’t represent harm, and 8 phishing emails. 

To ensure a comprehensive analysis, each phishing email represented a 

distinct email context.  An email context is a circumstance, background, or environment of the 

email composed by the topic of the email, and the sender that matches the topic and the 
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content. In this research, each email incorporated variations in the sender, email topic, and 

format. We acknowledged that the email context plays a crucial role in shaping individuals' 

responses and their perception of message importance (Dabbish et al., 2005). Therefore, we 

specifically designed email contexts that were relevant to work-related scenarios. 

Each email context was related to 8 email variations.  One for the original 

phishing email and one for each PEMO condition (P, U, I, PU, PI, UI, PUI) totaling 7 more 

variations.  The email variations were designed to explore the effects of PEMO techniques in 

a 2 (Persuasion: yes, no) x 2 (Usability: yes, no) x 2 (Influence: yes, no) factorial design.   It is 

worth noting that while the original templates may have initially incorporated some PEMO 

practices, no further editing or modifications were made to them. 

Participants were randomly assigned to one of eight groups (A, B, C, D, E, F, 

G, H), with an average of 50 participants per group. Each group (A to H) received a distinct 

phishing email variation for each email context, resulting in a total of 64 unique phishing email 

variations.  Each person received all PEMO conditions.  The email context was 

counterbalanced around each participant group. Table 6 provides an overview of the specific 

phishing email variations assigned to each group. The variations were designed to manipulate 

the factors of Persuasion (P), Usability (U), Influence (I), Persuasion + Usability (PU), 

Persuasion + Influence (PI), Usability + Influence (UI), and Persuasion + Usability + Influence 

(PUI). The original phishing email is denoted as 'OPE' in the table. 

To create a realistic stimulus, we designed four types of emails: download 

requests, upload requests, emails with links, and emails with no response needed, as 

presented in  

Table 7. As the role-play scenario revolved around administrative tasks, 50% 

of the stimuli were related to downloading and uploading documents, sourced from a previous 

research database (Sawyer et al., 2015). Additionally, 45% of the emails in the survey 

contained links, including the eight phishing emails, company communications, meeting 
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requests, email marketing, and spam. While the original templates were obtained from 

knowbe4, other emails were sourced from the author's personal email.  Emails that did not 

require a response constituted 5% of the total, sourced from personal emails or customized. 

Each email was associated with specific email addresses and optionally included salutations 

and signatures, closely resembling real-world emails. 

Table 6: List of phishing emails sent to 8 groups (A-H) with a total of 64 variations.  It includes the 7 PEMO conditions (P, U, I, 
PU, PI, UI, PUI) and the Original Phishing Email (OPE).  Each group received a different variation of each email context.  Each 

person received all PEMO conditions.  Email context was counterbalanced around each participant group. 
 

# Email context A B C D E F G H 

1 Microsoft - email not 
delivered 

P U I PU PI UI PUI OPE 

2 Employee bonus list 
U I PU PI UI PUI OPE P 

3 Dropbox - Document 
shared 

I PU PI UI PUI OPE P U 

4 PTO Policy Changes PU PI UI PUI OPE P U I 

5 UPS: A Delivery Attempt 
Was Made  

PI UI PUI OPE P U I PU 

6 LinkedIn: Join my network  
UI PUI OPE P U I PU PI 

7 IT: Software Update 
PUI OPE P U I PU PI UI 

8 Docusign: Your Docusign 
account is suspended  OPE P U I PU PI UI PUI 

 
Table 7: Plan of emails to provide a stimulus similar to the real world.  The table presents the email type, the number of emails, 

and the source of the emails. 

Email type # of emails Source 

Download request 2
25 

Previous research (Sawyer et al., 2015) 

Upload request 25 Previous research (Sawyer et al., 2015) 

Emails with link 45 Knowbe4 for phishing email. Personal 
emails for spam, email marketing, etc. 

Emails with no response needed 5 Personal emails or makeup emails 
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In the final phase, participants completed a post-survey consisting of eight 

open-text questions aimed at capturing their motivations for engaging with phishing emails. 

For each phishing email template previously evaluated, participants were presented with the 

corresponding image and asked the question: "This is an image of a phishing email. During 

the survey, you [action executed]. Why?" The post-survey provided an opportunity to gather 

participants' perspectives and insights in their own words regarding their reasons for engaging 

with phishing emails. 

Analysis technique 

Our goal was to identify how the PEMO practices would impact the phishing 

engagement level when compared to the original phishing emails, using age, total duration, 

and gender as a controller.  The engagement with regular emails was not the object of this 

research.    

We collected the age group of participants (20 to 30 years, 31 to 40 years, 41 

to 50 years, and 51 to 60 years), the gender (female, male, and others), and the total duration 

in seconds that each participant spent on the survey.  In addition, we collected the 

engagement level ([marked as phishing], [deleted, marked as spam or ignored],  [replied or 

forwarded], [clicked]) with each of the eight phishing emails the participants were exposed to 

(one for each PEMO Conditions (OPE, P, U, I, PU, PI, UI, PUI)),  and the motive why they 

decided to engage in that way with each of the eight phishing emails.  

First, we analyzed which PEMO Conditions had statistically significant effects 

on engagements ([marked as phishing], [deleted, marked as spam, or ignored], [replied or 

forwarded], [clicked]). We used a repeated measures analysis of covariance (MANCOVA) to 

examine if the application of the PEMO conditions (independent variables) were significant for 

each phishing engagement level (dependent variables) while controlling per age group, 

gender, and duration (covariate).   We chose to work with MANCOVA because age, gender, 
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and duration were not the main focus of our analysis, however, those factors could have an 

effect on the relationship between the independent and dependent variables.  The use of 

covariate allowed the reduction of the error variance, thus increasing the change to better 

calculate the F value and reject the null hypothesis.  In addition, we eliminated duration as a 

confounding variable that was not manipulated.   

Figure 5 presents the relationship between independent variables, covariates, 

and dependent variables.  The use of covariate allowed the reduction of the error variance, 

thus increasing the change to better calculate the F value and reject the null hypothesis.  In 

addition, we eliminated total duration as a confounding variable that was not manipulated.   

 

Figure 5: Relationship between variables included in the MANCOVA analysis. 

 

Then, for each engagement level with significant effects, we compared the 

relevant conditions to the Original Phishing Emails (OPE) to discover the level of impact.  For 

the significant results of the MANCOVA, we plotted a whisker plot for further analysis of the 

impact compared to the OPE.  We analyzed first the higher order interaction (PUI) to predict 

the effect of the PEMO conditions acting together.  The lower-order interactions were just 
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analyzed for the engagement levels when the higher-order interactions didn’t reach a 

significant effect. 

Following, for the most relevant significant impact, we proceeded with further 

analysis to understand the motives for the behavior. The categorization of participants was 

performed based on the level of risk of engagement, following the methodology outlined by 

(Gordon et al. 2019). In their study, (Gordon et al. 2019) adopted a participant grouping 

approach, classifying them into two categories: offenders and non-offenders, with a threshold 

engagement rate of 25% (click) as the distinguishing factor. However, it's important to note 

that (Gordon et al. 2019) did not consider the categories of replied and forwarded 

engagements in their analysis. Notably, both clicked, replied or forwarded engagements are 

potential pathways to successful phishing attacks. In our study, we expanded upon this 

classification approach by incorporating [clicked], [replied, or forwarded] engagements to 

delineate the offender category. Specifically, participants were labeled as offenders if they 

engaged with 2 or more phishing emails through [clicked], [replied or forwarded] actions. 

Conversely, participants were categorized as non-offenders if their engagement 

encompassed no more than 1 instance of [clicked], [replied or forwarded] actions.    Figure 6 

presents a summary of the classification of participants. 

 

Figure 6:  Classification of participants in offenders and non-offenders according to the number of clicked, replied or forwarded 
engagement levels. 
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Moving on, we identified questions that needed further analysis about the 

participants' behavior.  For example, as we discovered that UI had the most significant impact 

on reducing the [marked as phishing] engagement, we proceeded with a question to 

understand “Why the UI condition significantly reduced the [Marked as Phishing] engagement 

level?”.    

Then, we compared the OPE with the PEMO condition being analyzed and 

identified the engagement levels affected by offenders and non-offenders.  For example, we 

compared the rates for each engagement level between OPE and UI, creating two bar charts, 

one for the offenders and another one for the non-offenders.  This helped to understand the 

movement of engagement, as participants [deleted, ignored, or marked as spam] instead of 

recognizing phishing emails. 

Following, a two-step thematic analysis was conducted, where we grouped 

responses that shared the same or similar words or phrases, providing evidence for the 

assumptions inferred.  It is important to note that we excluded 3 participants from our thematic 

analysis because the answers didn’t provide any relevant information.  In the first step of our 

thematic analysis, the data was manually analyzed by carefully reading each response to 

identify common themes, patterns, and recurring ideas.  Furthermore, we utilized ChatGPT, 

an Artificial Intelligence (AI) language model developed by OpenAI, which has been trained 

on a vast amount of text data. We engaged with ChatGPT by providing instructions and 

queries related to the post-survey data, and it generated responses based on its training and 

understanding of the text prompts. We engaged with the ChatGPT explaining what the 

research was about.  For each piece of data that we asked it to analyze, we explained what 

the participant classification (offenders or non-offenders) was, the PEMO condition applied, 

and the engagement that participants answered.  We asked it to provide a thematic analysis 

to identify common themes, patterns, and recurring ideas.  We also asked for some citations 

as evidence of the analysis.  Finally, we compared our manual analysis with the AI analysis. 
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These generated responses served as supplementary information in our analysis, enhancing 

our insights and perspectives. However, it is important to note that they were not considered 

the sole basis for drawing conclusions.  We understand that the use of an AI model, such as 

ChatGPT, to provide qualitative analysis has some limits. While ChatGPT can provide 

valuable insights and support, it is important to exercise caution due to the model's training 

data and potential biases. To mitigate those limitations, we used various techniques to analyze 

the responses and gain insights, including both manual analysis and support from ChatGPT. 

Finally, based on the evidence provided for the analysis process, we suggested 

areas of training that each group of participants needed to focus on.  We analyzed the 

experiment to understand the PEMO conditions that most negatively impacted the group.  

Then, we identified the cause of the behavior by looking at the post-survey.  Following, we 

provided suggestions for the PEMO practices that the group should be trained to be able to 

reduce the risk when in contact with the PEMO conditions previously identified. 

Keypoints 

● We recruited 400 participants for our study using Prolific, a research participant-finding 

website known for its reliability and diverse user base. Our inclusion criteria involved 

selecting individuals between the ages of 20 and 60 who currently reside in the United 

States. 399 participants were included in the analysis. 

● Participants went through three phases: a pre-survey, an experiment, and a post-survey. 

In the pre-survey phase, we gathered basic demographic information.  In the experiment, 

each participant was presented with 100 email images to review, consisting of 92 regular 

email images, those that don’t represent harm, and 8 phishing emails.  We collected 

information about how they engaged with each phishing email.  In the final phase, 

participants completed a post-survey consisting of eight open-text questions aimed at 

capturing their motivations for engaging with phishing emails.  
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● Our goal was to identify how the PEMO framework practices would impact the phishing 

engagement level when compared to the original phishing emails, using age, total 

duration, and gender as a controller.  
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CHAPTER 5: RESULTS AND DISCUSSION 

In this chapter, we intend to explain the research results.  The remaining 

sections are organized as follows.  Section ‘Participants information’ (13.1) introduces 

demographic information about the participants.  Then, section ‘Results’ (13.2) presents the 

data analysis including the pre-survey, experiment, and post-survey.  Following, section 

‘Discussion’ (13.3) explains what we learned from the results.  Finally, the Section ‘Keypoints’ 

introduces a summary of the chapter (13.4). 

Participants information 

This research includes 399 participants who finished our survey.  Among them, 

54% identified as male, 45% identified as female, and 1% preferred not to disclose their 

gender.  Figure 7 presents information related to gender. In terms of ethnicity, introduced in 

Figure 8, the participant distribution was as follows: 72% identified as white, 9.5% as black, 

6% as Asian, and 12.5% as other.  Regarding the age, presented in Figure 9, 36% of 

participants fell within the 20-30 age range, 40% were between 31 and 40 years old, 17% 

were between 41 and 50 years old, and 7% were between 51 and 60 years old.  This age 

range was important for our goal to survey participants who had previous experience in a work 

environment.   

 

Figure 7: Participants per gender 
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Figure 8: Participants per race identification 

 

 

Figure 9: Participants per age group 

 

67 % of participants were classified as offenders, those who clicked, replied, or 

forwarded 2 or more phishing emails (>=25%), and 33% were classified as non-offenders, 

those who clicked, replied, or forwarded no more than 1 phishing email (<25%), as introduced 

in Figure 10.   
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Figure 10: Participants per level of risk 

 

We had 114 participants (28.6%) who didn’t click on any phishing email 

received, whereas 4 participants (1%) were able to identify all the phishing emails received 

and engaged with them as [marked as phishing].  On the other hand, we had 13 participants 

(3.2%) who clicked on all the phishing emails they received. 

The average time to complete the survey was 29.01 minutes, with the average 

email engagement time of 17.41 sec.   

Results 

A repeated measures MANCOVA was performed to examine whether the 

engagement level ([replied or forwarded], [clicked]) differed between the application of PEMO 

conditions (OPE, P, U, I, PU, PI, UI, PUI) while controlling for age group, gender, and total 

duration spent on the survey, and using the original phishing emails (OPE) as a control group.  

A Univariate within-subject test score using Greenhouse-Geisser correction 

determined that Persuasion + Usability + Influence (PUI) proved to be statistically significant 

for [deleted, ignored or marked as spam] (F(1)=5.378, p=0.021, partial η² = 0.013), in addition 

to [marked as phishing] (F(1)=7.008, p=0.008, partial η² = 0.017), as presented in Table 8.  
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Hence, we refuted our null hypothesis and confirmed our H1 - PEMO will impact phishing 

engagement when compared to the original phishing emails. 

 

Table 8: Univariate Tests for Persuasion + Usability + Influence (PUI). The significant effects are highlighted in gray. 

  
Univariate Tests 

Source 
Type III Sum 
of Squares df 

Mean 
Square F Sig. 

Partial Eta 
Squared 

Noncent. 
Parameter 

Observed 
Powera 

P * 
U * 
I 

Clicked Greenhouse-
Geisser 

0.050 1.000 0.050 0.328 0.567 0.001 0.328 0.088 

Replied or 
forwarded 

Greenhouse-
Geisser 

0.011 1.000 0.011 0.203 0.653 0.001 0.203 0.073 

Deleted, ignored, 
or marked as 
spam 

Greenhouse-
Geisser 

0.927 1.000 0.927 5.378 0.021 0.013 5.378 0.638 

Marked as 
phishing 

Greenhouse-
Geisser 

0.715 1.000 0.715 7.008 0.008 0.017 7.008 0.752 

 

The higher-order interactions (PUI, PU, PI, UI) weren’t significant for [clicked], 

[replied or forwarded] engagements. Therefore, we proceeded to analyze the lower interaction 

for those specific types of engagements. A Univariate within-subject test score using 

Greenhouse-Geisser correction determined that Persuasion (P) proved to be significant for 

[clicked] (F(1.00)=19.946, p=0.000, Partial ETA Squared = 0.048) and for [replied or 

forwarded] (F(1.00)=5.156, p=0.024, Partial ETA Squared = 0.013), as presented in Table 9. 

 

Table 9: Univariate Tests for Persuasion (P). The significant effects are highlighted in gray. 

  
Univariate Tests 

Source Type III Sum 
of Squares 

df Mean 
Square 

F Sig. Partial Eta 
Squared 

Noncent. 
Parameter 

Observed 
Powera 

P Clicked Greenhouse-
Geisser 

3.204 1.000 3.204 19.946 0.000 0.048 19.946 0.994 

Replied or 
Forwarded 

Greenhouse-
Geisser 

0.406 1.000 0.406 5.156 0.024 0.013 5.156 0.620 

Deleted, ignored, or 
marked as spam 

Greenhouse-
Geisser 

1.721 1.000 1.721 7.824 0.005 0.019 7.824 0.797 

Marked as phishing Greenhouse-
Geisser 

0.025 1.000 0.025 0.177 0.674 0.000 0.177 0.070 

 

A Univariate within-subject test score using Greenhouse-Geisser correction 

determined that Usability (U) proved to have a significant effect on [deleted, ignored or marked 

as spam] (F(1.00)=9.938, p=0.002, Partial ETA Squared = 0.025), in addition to [marked as 
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phishing] engagements (F(1.00)=7.959, p=0.005, Partial ETA Squared = 0.020), as presented 

in Table 10.  All those effects were further analyzed with the higher-order interactions. 

Table 10: Univariate Tests for Usability (U). The significant effects are highlighted in gray. 

  
Univariate Tests 

Source Type III Sum 
of Squares 

df Mean 
Square 

F Sig. Partial Eta 
Squared 

Noncent. 
Parameter 

Observed 
Powera 

U Clicked Greenhouse-
Geisser 

0.002 1.000 0.002 0.012 0.912 0.000 0.012 0.051 

Replied or 
Forwarded 

Greenhouse-
Geisser 

0.276 1.000 0.276 3.593 0.059 0.009 3.593 0.472 

Deleted, ignored, or 
marked as spam 

Greenhouse-
Geisser 

2.163 1.000 2.163 9.938 0.002 0.025 9.938 0.882 

Marked as phishing Greenhouse-
Geisser 

0.974 1.000 0.974 7.959 0.005 0.020 7.959 0.804 

 

 

Our results present a small Partial Eta Squared, that could imply that the 

statistically significant effects might not have substantial practical significance in terms of 

explaining the variability in your dependent variables.  However, our results are still significant 

since a slight improvement in detecting phishing emails could still lead to substantial security 

enhancements in an organizational setting.  In addition, a small effect size can still be reliable 

and valid if using robust methods. Our study design minimizes potential biases and enhances 

the internal validity of your results.  Moreover, even a small effect size can provide valuable 

insights that refine or extend existing theories. 

Table 11 presents the results of the engagement rate for each PEMO condition.  

P yielded a significant effect on [Clicked], [Replied or Forwarded], and [Deleted, Ignored or 

Marked as Spam] while U and PUI yielded significant effect on [Deleted, Ignored or Marked 

as Spam] and [Marked as Phishing].  PU, PI, UI, and I did not yield significant effects at any 

engagement level.    We had an average of 30% for clicked, 9% for replied or forwarded, 40% 

for deleted, ignored, or marked as spam, and 23% for marked as phishing.  Even though the 

effects of U (34%), I (33%), and UI (32%) were not statistically significant, it is important to 

notice that there is a slight difference related to OPE (35%).   
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Table 11: Engagement rate for each PEMO condition.  Highlighted are the statistically significant effects for each engagement 

level. 

PEMO 
Condition 

Clicked Replied or 
Forwarded 

Deleted, Ignored, or 
Marked as spam 

Marked as 
phishing 

AVERAGE 30% 9% 40% 23% 

OPE 35% 10% 33% 22% 

 P  26%* 14%* 36%* 25% 

U 34% 6% 41%* 20%* 

I 33% 7% 36% 25% 

PU 25% 6% 51% 19% 

PI 21% 18% 35% 27% 

UI 32% 7% 44% 18% 

PUI 27% 9% 46%* 18%* 

 

P, U, and PUI conditions were the focus of further analysis since they had 

significant effects on engagement levels.  We analyzed first the higher order interaction (PUI) 

to predict the effect of the PEMO conditions acting together.  The lower order interactions (P, 

U) were just analyzed for the engagement levels when the higher order interactions didn’t 

reach a significant effect. 

Analysis of the [Marked as Phishing] engagement level 

We started analyzing the higher-order interaction (PUI) for the [Marked as 

Phishing] engagement level. Figure 11 and Figure 12 present the whisker plots for [Marked 

as Phishing], adjusted for the interaction of the covariates age group, gender, and survey 

duration. In comparison to the original phishing email, P, I, and PI had a slight increase in 

[Marked as Phishing] engagement level.  On the other hand, U showed a slight decrease in 

[Marked as Phishing] engagement. While Influence I increased the [Marked as Phishing] 

engagement, UI reduced it, slightly surpassing the effectiveness of PUI, as well as PU.  Hence, 
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our second hypothesis was negative.  H2 - [PUI] will have the most significant negative impact 

over [marked as phishing] engagement when compared to the original phishing emails.  

However, our sixth hypothesis was positive since PEMO reduced the ability of participants to 

detect and report phishing emails.  H6 - PEMO practices will increase the level of decision 

risks. 

 

Figure 11: Whisker Plot for Marked as phishing engagement level including P, U, PU, and OPE conditions.  Covariates 
appearing in the model are evaluated at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 1741.06.  

Error bars: +/- 2 SE 

 

 

 

Figure 12: Whisker Plot for Marked as phishing engagement level including I, PI, UI, and PUI conditions.  The UI condition is 
highlighted because it had the most negative impact in marked as phishing.  Covariates appearing in the model are evaluated 

at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 1741.06.  Error bars: +/- 2 SE 
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To understand why the UI condition significantly reduced the [Marked as 

Phishing] engagement level for each group of participants (offenders, who clicked, replied, or 

forwarded 2 or more phishing emails and non-offenders, who clicked, replied, or forwarded no 

more than 1 phishing email), we compared the rates of UI for each engagement level with the 

rates of OPE for each engagement level.  Figure 13 presents the rates for each engagement 

level achieved in the OPE (in red) and UI (in blue) conditions, according to non-offenders.  The 

marked as phishing engagement is highlighted because it showed statistical significance in 

the previous analysis.   

 

Figure 13: Rates for each engagement level achieved in the OPE and UI conditions, according to non-offenders.  The marked 
as phishing engagement is highlighted because it showed statistical significance in the previous analysis. 

 
 

Results showed that non-offenders in contact with UI condition presented an 

observed moderate reduction in the [marked as phishing] and [clicked] engagements.  On the 

other hand, they presented an observed moderate increase in the [Deleted, Ignored, or 

Marked as Spam] engagements.  We identified that the non-offenders reduced the [Marked 

as Phishing] engagement because they increased the [Deleted, Ignored, or Marked as Spam] 

engagement levels.  In the post-survey phase where we collected the motives for the 

engagement with phishing, non-offenders reported they were unsure if the email was phishing.  

For example, participant 20 described “I didn't recognize the company and figured it was fake 
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when I saw it was regarding a 'bonus list' but I wasn't sure and just in case I needed the service 

in the future I didn't mark it as spam so I would still be able to see future emails from the 

company”.  In addition, some participants confused the phishing with spam.  For example, 

participant 400 mentioned “I recognized it as a promotion from an outside organization that 

was not relevant to my job; therefore, I marked it as spam. This allows me to remove the 

message”.  Even though the non-offenders were unsure if the email was a phishing attempt, 

they lacked interest in clicking on it.  For example, Participant 111 mentioned that “I didn’t trust 

it but didn’t know it was phishing. Just didn’t seem important”. 

In a different approach, offenders in contact with UI condition presented an 

observed moderate reduction in the [replied or forwarded] and [clicked] engagements.  In 

addition, they presented an observed moderate increase in the [Deleted, Ignored, or Marked 

as Spam] engagements.  However, the [marked as phishing] engagement had no observed 

changes.  Figure 14 presents the rates for each engagement level achieved in the OPE (in 

blue) and UI (in red) conditions, according to offenders.  The marked as phishing engagement 

is highlighted because it showed statistical significance in the previous analysis.   

 

Figure 14: Rates for each engagement level achieved in the Original Phishing Email (OPE) and Usability + Influence(UI) 
conditions, according to offenders.  The marked as phishing engagement is highlighted because it showed statistical 

significance in the previous analysis. 
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Even though offenders didn’t suffer impact from UI in the [marked as phishing] 

engagement level, they still presented a high clicked rate.  Hence, we decided to analyze the 

post-survey to better understand the risky behavior.  46% of offenders were still deceived by 

the UI condition.  Offenders thought the phishing email was a regular email due to perceived 

legitimacy and trust in the sender.  For example, participant 27 reported that “The email looked 

like a typical email that you would receive from UPS”.  Offenders specifically mentioned 

practices that enhanced the visual design, including elements such as professionalism, 

copyright, footer, and logo/branding.  For example, participant 84 mentioned “I thought this 

was an email from our own department. It has our logo and email tag at the top”.    Offenders 

thought the phishing email was urgent and important because of the context and the possibility 

of loss.  As an example, participant 68 reported “It baited me with 'protect your account' line.”  

Analysis of the [Deleted, Ignored, or Marked as Spam] engagement levels. 

Following the analysis, we proceeded to look at the higher-order interaction 

(PUI) for the [Deleted, Ignored, or Marked as Spam] engagement levels.  Figure 15 and Figure 

16 present the Whisker Plot for [Deleted, Ignored, or Marked as Spam] engagement levels, 

adjusted for the interaction of the covariates (age group, gender, and survey duration). 

Compared to the Original phishing emails, P, I, and PI demonstrated a marginal growth in 

[Deleted, Ignored, or Marked as Spam] engagements.  In addition, U, UI, or PUI exhibited a 

moderate enhancement in terms of increasing the frequency of [Deleted, Ignored, or Marked 

as Spam] engagements. Finally, PU exhibited a statistically significant positive effect in 

[Deleted, Ignored, or Marked as Spam] engagements.  Hence, our third hypothesis was 

negative.  H3 - [I] will have the most significant negative impact over [deleted, ignored or 

marked as spam] engagements when compared to the original phishing emails. 
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Figure 15: Whisker Plot for [Deleted, Ignored or Marked as Spam] engagement levels including P, U, PU and OPE conditions.  
Covariates appearing in the model are evaluated at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 

1741.06.  Error bars: +/- 2 SE 

 

Figure 16: Whisker Plot for [Deleted, Ignored, or Marked as Spam] engagement levels including I, PI, UI, and PUI conditions.  
The UI condition is highlighted because it had the most negative impact in marked as phishing.  Covariates appearing in the 

model are evaluated at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 1741.06.  Error bars: +/- 2 SE 

 

To understand why the PU condition significantly increased [Deleted, Ignored, 

or Marked as Spam] engagement level for each group of participants (offenders and non-

offenders), we compared the rates of PU for each engagement level with the rates of OPE for 

each engagement level.  Figure 17 presents the rates for each engagement level achieved in 

the OPE and PU conditions, according to non-offenders, and Figure 18 presents results for 
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offenders.  The [deleted, ignored, or marked as spam] engagement level is highlighted 

because it showed statistical significance in the previous analysis.   

 

Figure 17: Rates for each engagement level achieved in the OPE and PU conditions, for non-offenders.  The deleted, ignored, 
or marked as spam engagement is highlighted because it showed statistical significance in the previous analysis. 

 

 

 

Figure 18: Rates for each engagement level achieved in the OPE and PU conditions, for offenders.  The deleted, ignored, or 
marked as spam engagement is highlighted because it showed statistical significance in the previous analysis. 

 

 

Results showed that non-offenders in contact with the PU condition had an 

observed significant increase in the [deleted, ignored, or marked as spam] engagement level.  
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On the other hand, they had an observed significant reduction in the [marked as phishing], 

and a slight reduction in the [replied or forwarded], and [clicked] engagements levels.  Just as 

important, offenders in contact with PU condition had an observed significant increase in 

[deleted, ignored, or marked as spam] and a slight increase in the [marked as phishing] 

engagement levels.  In contrast, offenders had an observed moderate reduction in the [replied 

or forwarded] and [clicked] engagement levels. 

The post-survey analysis showed that offenders and non-offenders were 

unsure if the email was phishing.  For example, Participant 27 described “I wasn't sure if this 

was a phishing email or not.  It looks somewhat professional, but I didn't want to click on any 

links because I wasn't sure”.  In addition, some participants confused the phishing email with 

spam.  Specifically, Participant 35 described “It seemed like it was spam to me, and the link 

seemed like it may lead to a spam area”.  Evidence also pointed out that suspicion or lack of 

interest in advertisements impacted participants’ decisions.  As an example, Participant 231 

explained “It is irrelevant to me”. 

Analysis of the [Clicked] vs. [Replied or Forwarded] engagement levels. 

Following the analysis, we proceeded to look at the lower order interaction P 

for the [Clicked] and [Replied or Forwarded] engagement levels, since the higher order 

interaction PUI didn’t present a statistically significant effect on those engagement levels.  

Figure 19 presents the Whisker Plot for [Clicked] engagement level and Figure 20 presents 

the Whisker Plot for [Replied or Forwarded] engagement levels, both adjusted for the 

interaction of the covariates age group, gender, and survey duration. P revealed a significant 

reduction in [clicked], suggesting its effectiveness in mitigating user susceptibility to deceptive 

attempts. However, it is important to note that P demonstrated success in increasing [replied 

or forwarded] engagement which also poses a high level of risk. The phisher can exploit this 

continued interaction, potentially leading to a successful phishing attack on the email recipient.  

Hence, our fourth and fifth hypothesis were negative.  H4 - [PI] will have the most significant 
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positive impact over the [replied or forwarded] engagements when compared to the original 

phishing emails and H5 - [PU] will have the most significant positive impact over [clicked] 

engagement when compared to the original phishing emails. However, we confirmed that our 

sixth hypothesis was positive since P demonstrated success in increasing [replied or 

forwarded] engagement. 

 

 

Figure 19: Whisker Plot for [Clicked] engagement level including P condition.  Highlighted is the P condition.  Covariates 
appearing in the model are evaluated at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 1741.06.  

Error bars: +/- 2 SE 

 

 

 

Figure 20: Whisker Plot for [Replied or Fowarded] engagement level including P condition.  Highlighted is the P condition.    
Covariates appearing in the model are evaluated at the following values:  AGE_GROUP = .94, GENDER = .55, DURATION = 

1741.06.  Error bars: +/- 2 SE 
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To understand why the P condition significantly increased the [Replied or 

Forwarded] engagement levels and significantly reduced the [Clicked] engagement level for 

each group of participants (offenders and non-offenders), we compared the rates of P for each 

engagement level with the rates of OPE for each engagement level.  Figure 21 presents the 

rates for each engagement level achieved in the OPE and P conditions, according to non-

offenders, and Figure 22 presents results for offenders.  The [replied or forwarded] 

engagement level is highlighted because it showed statistical significance in the previous 

analysis.   

 

Figure 21: Rates for engagement level achieved in the Original Phishing Email (OPE) and Persuasion (P), according to non-
offenders. 

 

 

Figure 22: Rates for engagement level achieved in the Original Phishing Email (OPE) and Persuasion (P), according to 
offenders. 
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Results showed that non-offenders in contact with P had an observed moderate 

increase in the [replied or forwarded] engagement levels.  On the other hand, they had an 

observed moderate reduction in the [clicked] engagement level.  Just as important, offenders 

in contact with P had an observed moderate increase in the [marked as phishing], observed a 

slight increase in the [deleted, ignored, or marked as spam], and observed moderate increase 

[replied or forwarded] engagements levels. In contrast, offenders had an observed moderate 

reduction in the [clicked] engagement level. 

The post-survey analysis showed that both offenders and non-offenders were 

interested in the context and wanted more information.  For example, Participant 89 stated “I 

was interested in what was offered and wanted more information” and Participant 111 said “I 

thought she wanted to meet for coffee so I was gonna ask a time”.  In addition, offenders and 

non-offenders thought the phishing email was a regular email due to perceived legitimacy.  

The Participant 75 stated that “Couldn't really tell if these are phishing or not. Sometimes they 

are so good in detail” while the Participant 327 mentioned “I thought it was an actual UPS 

driver sending a message. I have had UPS drivers send a message through the UPS app and 

it looked legit”. 

Discussion 

In this section, we delve into the results pertaining to non-offenders, individuals 

who engaged as clicked, replied, or forwarded with only one of the eight phishing emails they 

received during the study.  We also discuss the results for offenders, individuals who exhibited 

a higher level of risk decisions, by clicking, replying to, or forwarding two or more of the eight 

phishing emails they received during the study. It is important to notice that non-offenders and 

offenders are categorized in this study according to their actions in the experiment.  No 

broader characterization is implied here. 
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It's evident that non-offenders exhibit a heightened awareness of common 

phishing red flags, such as unusual email addresses and spelling errors. However, these 

participants would greatly benefit from targeted training to enhance their ability to detect 

phishing attempts applying UI and PU practices.  The study also unveils the noteworthy 

influence of Usability practices like visual design elements, including brand logos and footers, 

on the perceived legitimacy and trustworthiness of phishing email communications. 

Simultaneously, the application of the Influence practice serves to amplify the perceived 

importance of these messages among non-offenders. 

Interestingly, non-offenders often maintained a sense of suspicion or 

uncertainty regarding whether an email constituted phishing or spam, an unsolicited message 

sent to recipients for the purpose of commercial advertising. Consequently, they erred on the 

side of caution by engaging with these emails in ways that minimize risk - typically by opting 

to engage as deleted, ignored, or marked as spam. The lack of personal interest in the content 

of these emails played a pivotal role in shaping their decision-making process.  It is important 

to note though that confusing a phishing email with spam can lead to a high-level of risk 

decision.  As the lack of interest in the content was the motive to minimize risk, it is an open 

question if the non-offenders would engage differently with a phishing email that he confuses 

with spam and provides content that attracts his interest. 

Based on these findings, we recommend implementing targeted training 

programs, with a particular emphasis on enhancing the detection of phishing emails that apply 

usability practices.  The rules for usability and common phishing red flags must be reviewed. 

This approach holds promise in empowering non-offenders to bolster their resilience against 

phishing attempts, ultimately contributing to improved cybersecurity awareness and practices 

among this demographic.   

We found different findings related to offenders' behavior when dealing with 

phishing emails applying marketing practices. Notably, offenders displayed a heightened 
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sense of curiosity coupled with a somewhat lowered sense of caution. This intriguing trait 

might render them more susceptible to falling victim to phishing attacks, given their propensity 

to interact with content that could potentially prove harmful.  One prominent observation is that 

offenders appear more inclined to place trust in emails that convincingly mimic legitimate 

sources. This inclination exposes them to a heightened risk of falling victim to sophisticated 

phishing tactics that expertly emulate trusted entities. 

However, it is clear from the study that offenders would greatly benefit from 

targeted training aimed at honing their ability to recognize phishing attempts, particularly those 

employing Persuasion practices. It is important to highlight that Persuasion practices revealed 

a significant reduction in [clicked], suggesting its effectiveness in mitigating user susceptibility 

to deceptive attempts. However, demonstrated success in increasing [replied or forwarded] 

engagement that also poses a high level of risk.  These findings underscore the importance 

of equipping this group with the knowledge and skills necessary to identify and prevent 

phishing attacks effectively.  Participants within this category reported a notably higher level 

of interest in the phishing emails applying Persuasion practices, resulting in an increased 

propensity to engage further by replying to or forwarding these messages. Such heightened 

engagement levels can significantly elevate the risk of successful phishing attacks. 

This study discerns notable disparities between offenders and non-offenders.  

Offenders exhibited heightened curiosity and reduced caution, potentially rendering them 

more vulnerable to phishing attacks due to their inclination to interact with potentially malicious 

content and trust seemingly legitimate sources. They necessitated further training, particularly 

in identifying phishing attempts employing persuasion practices. Conversely, non-offenders 

demonstrated greater familiarity with typical phishing indicators such as unusual email 

addresses and misspellings. Nevertheless, they too required training to improve their ability to 

discern phishing emails using usability practices. Notably, visual design elements, such as 

branding and footers, appeared to influence their perceptions of legitimacy and trust. Although 
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non-offenders often approached suspicious emails with skepticism or uncertainty, their 

engagement typically involved low-risk actions, such as deleted or marked as spam, primarily 

driven by a lack of interest in the content. These findings emphasize the importance of tailored 

training and awareness initiatives to mitigate phishing risks among both groups, with offenders 

benefiting from education on persuasion practices recognition and non-offenders 

necessitating guidance on identifying phishing attempts via usability practices. Understanding 

these distinctions is vital for the development of effective cybersecurity strategies. 

It is important to highlight that the efficiency of the training proposed on this 

study was not measured on this research.  However, previous research (Castilho Grao, 2023) 

showed that having previous experience with phishing, like in trainings for example, can 

impact the decision-making with phishing emails and reduce vulnerability.  In addition, users 

without phishing awareness training are 6 times more likely to click on phishing emails (Carella 

et al., 2017). 

Cybersecurity researchers can gain valuable insights by acknowledging the 

study's limitations. Specifically, we employed a survey-based approach, which offered cost-

effectiveness and accelerated timelines. However, it's worth noting that this study involved 

participants evaluating 100 emails in a controlled setting, which differs from the typical work 

environment where professionals manage emails continuously while juggling various tasks. 

This inability to replicate a naturalistic setting could impact the generalizability of our findings. 

Future research incorporating phishing simulations within real-world, multitasking email 

scenarios may yield diverse outcomes and a deeper understanding of phishing behaviors in 

professional contexts. 

Another limitation of our study lies in the inability to achieve a balanced 

representation of participants in terms of ethnicity. While we successfully ensured 

demographic symmetry concerning age and gender, a substantial majority of our participants 

self-identified as white. This potential demographic bias poses challenges when examining 
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the impact of sender images within the PEMO framework. As illustrated by one participant's 

comment, "I thought it might be a phishing email, then I thought maybe I was just being racist 

because the picture looks like a guy from Nigeria. White guilt." The lack of ethnic diversity 

within our sample raises concerns about the generalizability of our findings. Thus, addressing 

this ethnicity imbalance would enhance the comprehensiveness and impartiality of our 

analysis.   

Even with the limitations, our findings can help Information Security 

departments to classify professionals and to provide targeted training for them.  As an 

example, non-offenders can learn about the PEMO usability rules and refresh their knowledge 

about phishing red flags, common indicators of phishing attempts.  This will help them to be 

able to recognize and report phishing emails applying usability practices.  On the other hand, 

offenders can learn about the PEMO persuasion rules and learn about the phishing red flags.  

This can help them to recognize and avoid replying to phishing emails applying persuasion 

practices. 

Keypoints 

● Gender and duration spent on the survey had no effect when analyzing the impact of 

PEMO conditions on phishing engagement. 

● Non-offenders need training to be able to better identify phishing using UI and PU 

practices.  They kept a low level of risk by engaging as deleted, ignored, or marked as 

spam.  The lack of interest impacted their decision. We suggest focused training on 

Usability for non-offenders, as this practice is on both conditions that affected this group. 

● Offenders need more training to identify phishing using Persuasion practices.  Participants 

reported more interest and increased the replied and forwarded engagement, which can 

lead to a successful phishing attack. 
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● P revealed a significant reduction in [clicked], suggesting its effectiveness in mitigating 

user susceptibility to deceptive attempts. However, it is important to note that P 

demonstrated success in increasing [replied or forwarded] engagement which also poses 

a high level of risk. 

  



 

55 

 

CHAPTER 6: CONCLUSIONS 

Phishing emails are a common cybercrime that companies need to deal with, 

and its impact recently became even more expensive.  Cybersecurity grew into a $1 trillion 

problem over five years, with companies of all sizes investing more in security tools (Keller, 

2021; Morgan, 2020; Stock, 2020).  Consistent with some authors (Downs et al., 2007; 

Pattinson et al., 2012), we believe that understanding why people fall for phishing attacks is 

relevant for professionals to face cybersecurity challenges.  Consequently, reducing the 

amount of capital spent on phishing emails’ consequences. 

This research rests on the assumption that scammers use email marketing 

practices to enhance their phishing email attacks.  Indeed, we analyzed and introduced a 

literature review on previous research with practices commonly used in email marketing and 

phishing email.  Although these studies were able to identify the most efficient approach of 

each marketing practice analyzed (persuasion, usability and influence) to impact vulnerability 

to phishing emails, they were not able to answer if phishers could use marketing practices to 

be successful in their endeavor.  Specifically, they were not able to identify how the application 

of more than one marketing practice in the same phishing email would impact the phishing 

email engagement.  Moreover, they were not able to provide evidence about what marketing 

practices have the most significant effect on phishing engagement levels.  We decided to 

change that.  We created the Phishing Engagement Marketing Optimization (PEMO) 

framework, a unique tool based on marketing practices that can be applied in phishing email 

simulations to help prepare users to better identify phishing using marketing practices.  PEMO, 

as applied in this work, incorporates 3 practices:  Persuasion (P), Usability (U), and Influence 

(I), and includes a guideline with rules to be applied in the process of email creation to simulate 

the technique of applying marketing practices into phishing emails. 

In this work, we also analyzed which PEMO conditions (P, U, I, PU, PI, UI, PUI) 

have a significant effect on phishing email engagement levels (marked as phishing or deleted, 
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ignored and marked as spam or replied and forwarded or clicked) in comparison with some 

original phishing emails.  Specifically, we hypothesized which PEMO conditions would have 

the most effect on each engagement level.  The experiment design was a 2 Persuasion (yes, 

no) x 2 Usability (yes, no), x 2 Influence (yes, no) factorial design, that allowed us to analyze 

each of the PEMO conditions individually or in combination.  399 participants finished a three-

phase study, pre-survey, experiment and post-survey. First, they joined a pre-survey to 

answer demographic information.  Then, they joined an experiment where they engaged with 

100 pictures of emails (92 regular emails and 8 phishing emails) and answered how they would 

engage with the email (marked as phishing or deleted, ignored, and marked as spam or replied 

and forwarded or clicked). Each of the phishing emails that an individual participant received 

incorporated practices of one different PEMO condition.   Finally, they received a post-survey 

to answer the motive for the engagement with each of the 8 phishing emails evaluated. 

Our results evidenced that non-offenders, individuals who avoided higher-risk 

decisions and engaged as replied, forwarded, or clicked on just one email, were not able to 

identify phishing emails applying Usability + Influence (UI) and Persuasion + Usability (PU) 

practices during the experiment.  Indeed, they reported that some usability features like logo, 

footer and copyright led them to think that the email was legit.  Non-offenders kept a low level 

of risk with UI and PU phishing emails by engaging as deleted, ignored, or marked as spam.  

The lack of interest impacted their low level of risk decision.  However, it is an open question 

if they would engage in a higher level of risk if they had interest on the content.  Based on the 

findings, we identified that non-offenders need focused training on Usability to be able to better 

identify phishing applying UI and PU practices.   

We also analyzed the offenders, individuals who exhibited a higher level of risk 

decisions, by clicking, replying to, or forwarding two or more of the eight phishing emails.  The 

results showed that offenders reduced the clicked engagement, suggesting its effectiveness 

in mitigating user susceptibility to deceptive attempts.  However, they increased the replied 



 

57 

 

and forwarded engagement with phishing applying Persuasion (P) practices, that also poses 

a high level of risk.  They reported more interest and curiosity in P phishing emails.  Offenders 

need more training to identify phishing using Persuasion practices to avoid a successful 

phishing attack.   

This paper provides important contributions, as anti-phishing techniques have 

little academic advancement (Carella et al., 2017).  Through our research, we contributed to 

the improvement of cybersecurity practices by helping to understand how marketing practices 

impact phishing email engagements.  We provided valuable guidance for organizations, 

particularly their Information Security departments, with a unique framework (PEMO) and a 

methodology to incorporate marketing practices in phishing simulations and better train 

professionals to identify phishing applying marketing practices. In addition, we provided a 

unique method of analysis that can be replicated to evaluate the effect of practices on phishing 

engagement that leads to the suggestion of training per group of participants according to the 

level of risk.  Finally, we offered actionable insights to empower individuals to make informed 

decisions when confronted with phishing attempts. 

We here provided a first step towards exploring and preventing the impact of 

marketing practices in phishing emails.  However, this research presents several opportunities 

for future work. First, our experiment was conducted in the form of a survey, which allowed for 

cost reduction and expedited timelines. However, it would be valuable to replicate the 

experiment in a naturalistic environment, such as by sending emails within a work context in 

a phishing simulation, to explore potential variations in the results.  Second, we compared the 

application of PEMO with real phishing emails, some of which already incorporated elements 

of PEMO. To further understand the impact of PEMO, future studies could explore the 

comparison between the application of PEMO practices and the absence of such practices.  

Third, one intriguing avenue for future research is the exploration of whether a phisher, armed 

with a deeper understanding of one specific non-offenders interest, could tailor phishing 
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attempts with content that impacts that non-offenders decisions to engage in a higher level of 

risk, including replied, forwarded, or clicked engagements.  Lastly, future research would 

benefit from achieving a more balanced representation of participants in terms of ethnicity to 

provide a more broadly finding.  
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APPENDIX A:  

PHISHING EMAIL IMAGES 
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Microsoft 

 

 

Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (yes), usability (no), 
influence (no) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (no), usability (yes), 
influence (no) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (no), usability (no), 
influence (yes) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (yes), usability (yes), 
influence (no) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (yes), usability (no), 
influence (yes) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (no), usability (yes), 
influence (yes) 

 



 

66 

 

 

Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (yes), usability (yes), 
influence (yes) 
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Figure:  phishing email for Microsoft - email not delivered, manipulating best practices of persuasion (no), usability (no), 
influence (no) 
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Employee bonus list 

 

Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (no), usability (no), influence (no) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (no), usability (yes), influence (no)  
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (yes), usability (no), influence (no) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (no), usability (no), influence (yes) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (yes), usability (yes), influence (no) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (yes), usability (no), influence (yes) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (no), usability (yes), influence (yes) 
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Figure:  phishing email for Employee bonus list, manipulating best practices of persuasion (yes), usability (yes), influence (yes) 
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APPENDIX B:   

IRB DOCUMENTS 
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Figure:  Letter with the IRB Exemption Determination 
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APPENDIX C:   

CITI TRAINING COMPLETION CERTIFICATE 
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APPENDIX D:   

AUTHORIZATION FOR USE OF WEBQUAL 4.0   
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APPENDIX E:   

SPSS CONFIGURATION FOR MANCOVA 
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Figure: Page 1 for configuration of Repeated Measures MANCOVA 
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Figure: Page 2 for configuration of Repeated Measures MANCOVA 
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Figure: Page 3 for configuration of Repeated Measures MANCOVA 
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Figure: Model screen, after clicking the model button 
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Figure: EM Means screen 
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Figure: Profile Plots 
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Figure: Options screen, after clicking the options button 
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Figure:  SPSS results for descriptive statistics 
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SPSS results for multivariate Tests.  Gender had effects on the phishing engagement.  

Age and duration didn’t present statistically significant effects on the phishing engagement. 

 

 

Figure:  MANCOVA tests of between-subjects effects.  GENDER was the only covariate 

that had statistically significant impact over clicked and deleted, ignored or marked as 

spam engagement levels.  The other covariates didn’t present significant results. 
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APPENDIX F:   

SPSS  MANOVA RESULTS 
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In this session we present the analysis in a different approach, by using MANOVA instead 

of MANCOVA.  We opted to use MANCOVA to deliver our results.  But we compared the 

results with MANOVA to check differences. 

 

 

Figure:  Results of multivariate Tests for a MANOVA showed statistically significant results 

for P, U and PU. This differs from the MANCOVA, which presented statistically significant 

results for P, U and PUI. 
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Univariate Tests 
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0.847 1.0

00 

0.8

47 

14.

883 

0.0

00 

0.0

36 

14.

883 

0.971 

DELETED_IGN

ORED_SPAM 

Greenhouse-

Geisser 

0.607 1.0

00 

0.6

07 

3.2

67 

0.0

71 

0.0

08 

3.2

67 

0.438 

MARKED_PHIS

HING 

Greenhouse-

Geisser 

0.113 1.0

00 

0.1

13 

1.1

39 

0.2

86 

0.0

03 

1.1

39 

0.187 

a. Computed using alpha = .05 

Table: Univariate tests for P, U, PU for the MANOVA analysis.  Significant results are 

highlighted in grey. 
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APPENDIX G:   

PUBLICATIONS 
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The following publications were based on this work: 

1. Castilho Grão, Erica & Canham, Matthew &  Sawyer, Ben D. (2023)  Invasion of the Killer 

Phish From Planet UX:  Applying Practices of Marketing to Phishing Attacks.  CHI, 2024.  

(Under review) 

2. Castilho Grão, Erica (2023).   Navigating with Sharks: A Guide to Apply Marketing 

Practices on Phishing Email Simulations. CHI, 2024.  (Under review) 
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