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FORWARD

1. This draft military standard has been prepared by the
Institute for Simulation and Training for PM TRADE and DARPA
based on currently available technical information but it has not
been approved for promulgation. It is subject to modification.
However, pending its promulgation as a coordinated military
standard, it may be used.

2. Beneficial comments (recommendations, additions, deletions)
and any pertinent data which may be of use in improving this
document should be addressed to: Dr. Bruce McDonald, Institute
for Simulation and Training, 12424 Research Parkway, Suite 300,
Orlando, FL 32826 by using the self-addressed Standardization
Document Improvement Proposal Form appearing at the end of this
document or by letter.

3. This standard contains requirements for the communication
architecture to be used to support distributive interactive
simulation applications. This document contains the standards
that specify the communication architecture, the recommended
practices for implementing the communication architecture, and
the rational to support these standards and practices. This
document is not intended to be either a communications or a DIS
tutorial. This document is not intended to be a guide to good
system design. Information in these areas will only be presented
to illustrate a point being made.

iii



iv



TABLE OF CONTENTS

PORWARD. &« ¢ & 5 o 296 % & % & i s & % & o & o & 6 o & & »
L1e SCOPE < ¢ v« % 5's & & % 5 % % ® #"® 8. s 5 4 o & & %5 i
1o SCOPE 5 'y & = o o o o0 & of o for s » “m o & @ » e
1.2 2PPLICAELION + o s o o o w & o o 5 m 5 & o s ‘s
2. APPLICABLE DOCUMENTS . ¢ ¢ ¢ « o o o o o o o o o o s o o
2.1 Government Documents . . . ¢ ¢« ¢« ¢ o ¢ « o

2.1.1 Specifications, standards, and

RANADOOKS: « o o o 1o, 5 wile & ® » » = o '8
2.1.2 oOther Government documents, drawings,
and publications . . . . . . « < .« . .
2.2 Non-Government Publications . . . . . . . .
2.3 Order of precedence. Sl S SR e d e s

3. DEFINITIONS
3.1

Acronyms used in this standard . . . . . .

4. GENERAL REQUIREMENTS . . . ¢ ¢ ¢ ¢ o o o o o o o o o o

4.1

Communication Architecture Overview . . .

4.1.1 Introduction . . . . . . .« . < . .

4.1.2 Approach to Communication
Architecture . . . . R N T

4.1.2.1
4922
Complianc

Approach to 0OSI Compliance .
Rationale: Benefits of DIS
e to the OSI/GOSIP

Architect

ure o e e

4.1.3 Key Ass

umptions For This Standard .

4:1.3.1
4.).3.2
Tools . .
4ele3:3

Long Haul Connection . . . .
Video Conferencing & Other

Multiple Exercises . . . . .

13
13
13

13
14

14
15
15

16
16
16

4.2 Service Requirements . . . . . .

4.2.1 Communication Service Requirements

4.2.1.1

Service Requirements of PDUs

4.2.1.1.1

Communication Classes

4.3.

4.4

Based on Requirements . . . . .
.2 Communication Classes . . .
formance Requirements . . . . .

4.

.

21
4.2.2 Per
4.2.2
4202 s Latency Requirements . . . .
4.2.2.2.1 Rationale . . . . . .
4.2.2.2.2 Allocation of Latency
Valies = « o« 5 o o o o o o o = s
4.2.2.3 Error Detection/Correction .

The Communication Architecture Protocol
Sultes for DISE - *of o c s & =« o -5 ¢ o = o

Interoperability Requirements . . . . . .

o
.1 Network Bandwidth Requirements
2

17
17

17
22
23
23
24
24

26
27

28
31



4.4.1

Examples Employving the

Interoperability Architecture . . . . .

4.5 Communication Management Requirements . . .

4.5.1 Network Management

. . . . . . . . .

4.5.1.1 Basic Functions . . . . .« « . .

4.5.1.2 Potential Implementation

Mechanisms . .

4.6 Network Security Requirements e e 6 T R

5. DETAILED REQUIREMENTS . . . . o ®

. . . . . . . . .

5.1 DIS Communication Archltecture T

5.1.1

Phase Zero - Initial Internet

Architecture o laNTs

9.1.2

Phase One - Hybrid Internet/OSI

Architecture
5.1.2.1 Migration

Path to Phase One .

5.1.2.2 Migration

Process to Phase One

5.1.3 Phase Two - Full

OSI/GOSTIP

Architecture .
5.1.3.1 Migration

. . - . . . .

Path to Phase Two .

5.1.3.2 Migration

Process to Phase Two

6. NOTES . o o 's o o o o o o &

Role of the Communication Architecture . . .

Generalized Functional Architecture . . . .

(o)W le)]
wWN

OSI Compatibility . . .
6.3.1

Desired Extensions & Addltlons to

QBT .5 SR .
APPENDICES
A Representative Profiles . . .

B Bandwidth Estimation Procedures
C Network Security For DIS. « . . .

vi

32
34
34
34

35
35

37
37

317

38
40
40

40
41
42

43
43
43
45

45

49
61



Table

II
III
IV

VI
VII
VIII
IX

LIST OF TABLES

DIS Communication Service Requirements

Required DIS PDU Communication Services .
Recommended DIS PDU Communication Services.

DIS Functional Requirements Communication Services
DIS Application Service Model
Transition From Phase 0 to Phase 1
Transition From Phase 1 to Phase 2
Seven Layer OSI model applied to Simulation

PDU Sizing Estimates . .

vii

.

17
19
19
20
23
40
42
44
65



Figures

WONOTO D WN R

LIST OF FIGURES

Standard Latency Values. . . . . .

DIS Three Phase Communication Archltecture
Variety of Interconnection Modes . . . . .
Phase 0: Internet Architecture. . . . . .
Phase 1: Hybrid Architecture. . . . . .
Phase 2: OSI/GOSIP Architecture . . . . .
Protocol Structure in the Simulators . . .

(H.2): Net-Security at Level-2, System- ngh
(H.2): Net- Security at Level 2, System-High

with Reno in-series. . . S aaieeel B e
Sample Network Traffic Analys1s < & e e
Sample Exercise Bandwidth. . . . . . . . .
Analysis with Bits, PDUs, and Packets/Sec.

viii

27
29
33
38
39
41
52
58

60
66
67
70



1. SCOPE

1.1 Scope. This standard establishes the requirements for
the communication architecture to be use in a distributed
interactive simulation application. This document contains both
the standards and the recommended practices for implementing the
communication architecture and the rationale behind them.

1.2 Application. This document has three main purposes.
The first is to provide government agencies that are procuring
DIS applications with the information necessary to write
specifications. As such the document establishes a series of
standards for network services, protocols, network performance,
security, and network management. When invoked in a
specification or statement of work, these requirements will apply
to the communication architecture supporting simulation devices
intended for participation in a Distributed Interactive
Simulation (DIS). The contractor is responsible for invoking all
the applicable requirements of this Military Standard on any and
all subcontractors he may employ. The document also contains a
set of recommended practices to provide guidance in those areas
where standards have not been set or are not appropriate.

The second purpose of this document is to provide system
designers with the information necessary to develop key areas of
the system. In addition to the standards and recommended
practices, the document contains extensive rationale supporting
the choice of key items that have become part of the standard.
This rational is intended to give the system designer a better
understanding of why some choices were made and what impact
deviation from them might have on the system being designed.

A third purpose is to provide the characteristics of the
Wide Area Network (WAN) communications service that will be
required when interconnecting DIS applications at different
locations. This information, together with the development plans
and rollout schedules for the various DoD systems that will use
DIS, will be used by the Defense Information Systems Agency
(DISA) to plan evolving DoD common-user wide area networks (the
Defense Information Systems Network or DISN) with the functional,
performance and security characteristics to support these
systems. (Rationale: DMSO needs to provide this information to
DISA for the whole spectrum of modeling and simulation, and this
document provides an excellent source of the communications
services characteristics for the DIS community.)






2. APPLICABLE DOCUMENTS

2.1 Government Documents.

2.1.1 Specifications, standards, and handbooks. The
following specifications, standards, and handbooks form a part of
this document to the extent specified herein. Unless otherwise
specified, the issues of these documents are those listed in the
issue of the Department of Defense Index of Specifications and
Standards (DODISS) and supplement thereto, cited in the
solicitation.

SPECIFICATIONS
MILITARY

MIL-STD-1777 Military Standard, Internet
12 August 1983 Protocol
MIL-STD-1778 Military Standard, Transmission
12 August 1983 Control Protocol
MIL-STD-1780 Military Standard, File Transfer
10 May 1984 Protocol
MIL-STD-1781 Military Standard, Simple Mail
10 May 1984 Transfer Protocol

(Unless otherwise indicated, copies of federal and military
specifications, standards, and handbooks are available from the
Standardization Documents Order Desk, Bldg. 4D, 700 Robbins Ave.,
Philadelphia, PA 19111.)

2.1.2 Other Government documents, drawings, and

publications. The following other Government documents,
drawings, and publications form a part of this document to the
extent specified herein. Unless otherwise specified, the issues

are those cited in the solicitation.

FIPS PUB 146-1 U.S. Government Open Systems
April 1991 Interconnection Profile
(GOSIP)Version 2.0 draft.

(Applications for copies should be addressed to the U.S.
Department of Commerce, National Technical Information Service
(NTIS), 5285 Port Royal Road, Springfield, VA 22161.)

2.2 Non-Government Publications. The following documents
form part of this document to the extent specified herein.
Unless otherwise specified, the issues of the documents which are

3



DoD adopted are those listed in the issue of the DODISS cited in
the solicitation. Unless otherwise specified, the issues of
documents not listed in the DODISS are the issues of the
documents cited in the solicitation.

INSTITUTE OF ELECTRICAL AND ELECTRONICS ENGINEERS (IEEE)

IEEE P1278' IEEE Standard for Information
Technology, Distributed Simulation
Applications, and Data Entity
Interchange Formats

IEEE 802-1990 IEEE Standards for Local and
Metropolitan Area Networks -
Overview and Architecture

(Applications for copies should be addressed to the
Institute of Electrical and Electronics Engineers, 445 Hoes Lane,
Piscataway, NJ 08854-4150.)

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (ISO)

ISO 7498-1984 Information Processing Systems -
(CCITT X.200) Open Systems
Interconnection - Basic Reference
Model.

ISO 7498 AD 1-1987 Information Processing Systems -
Open Systems Interconnection -
Basic Reference Model - Addendum 1:
Connectionless Mode Transmission.

IS0 7498-2-1989 Information Processing Systems -
Open Systems Interconnection -
Basic Reference Model - Part 2:
Security Architecture.

ISO 7498-3-1989 Information Processing System -
Open Systems Interconnection -
Basic Reference Model - Part 3:
Naming and Addressing.

ISO DIS 7498-4 Information Processing Systems -
Open Systems Interconnection -
Basic Reference Model - Part 4:
Management Framework, 1989.

' This document was previously the draft military standard

Protocol Data Units for Entity Information and Entity Interaction

in a Distributed Interactive Simulation.
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ISO 7776

ISO 8072-1986
(CCITT X214)

ISO 8073-1986
(CCITT X.224)

ISO 8208

ISO 8348

ISO 8473-1988

ISO 8878

DIS 8880

ISO 9542-1988

ISO DIS 9545
(CCITT X.207)

ISO D1S 9595

ISO DIS 9596

X.25 LAPB Compatible DTE Data Link
Procedures

Information Processing Systems -
Open Systems Interconnection -
Transport Service Definition.

Information Processing Systems -
Open Systems Interconnection,
Connection Oriented Transport
Protocol Specification.

X.25 Packet Level Protocol for Data
Terminal Equipment

Network Service Definition

Information Processing Systems -
Open Systems Interconnection - Data
Communications Protocol for
Providing the Connectionless Mode
Network Service.

X.25 to Provide OSI Connection-Mode
Network Service

Protocol Combinations to Provide
and Support the 0OSI Network Service

Information Processing Systems -
Open Systems Interconnection -
Telecommunications and Information
Exchange Between Systems - End
System to Intermediate System
Routing Exchange Protocol for Use
in Conjunction with the Protocol
for the Provision of the
Connectionless-Mode

Network Service.

Information Processing Systems -
Open Systems Interconnection -
Extended Application Layer
Structure (ALS) (1988).

Common Management Information
Service Definition

Information Processing Systems -
Open Systems Interconnection -
Management Information Protocol



Specification - Common Management
Information Protocol (CMIP) (1988).

DIS 10030 End System to Intermediate System
Routing Exchange Protocol

DP 10040 Systems Management Overview

DP 10164 OSI System Management

DP 10165 Structure of Management Information

DP 10589 Intermediate System to Intermediate

System Intra-Domain Routing
Exchange Protocol

(Applications for copies of ISO documents should be
addressed to the American National Standards Institute, 1430
Broadway, New York, NY 10018.)

(Non-Government standards and other publications are
normally available from the organizations that prepare or
distribute the documents. These documents also may be available
in or through libraries or other informational services.)

2.3 Order of precedence. In the event of a conflict
between the text of this document and the reference cited herein,
the text of this document takes precedence. Nothing in this
document, however, supersedes applicable laws and regulations
unless a specific exemption has been obtained.




3. DEFINITIONS

3.1 Acronyms used in this standard. The acronyms used in

this standard

ANST
BER =
CCIETY , =

CLNP =
CMIP =
CMIS =
COTs =
DIS =

ES =
ES=1S8 -

FDDI =
FTAM =
GOSIP -
HW =
IEEE =
IDRP =
IP =
IS =

IS=1I8 =

ISDN =
ISO =
LAN =
LEM =
MAN -
MHS =
NIST =
OSI =
PC =
PDU =
PM TRADE
SIMNET -

STRICOM

SW -
TCP -
TP -
UCF/IST

are defined as follows:

American National Standards Institute

Bit Error Rate

Consultative Committee for International
Telegraphy and Telephone

Connectionless Network Protocol

Common Management Information Protocol

Common Management Information Services

Commercial Off The Shelf

Distributed Interactive Simulation: The present
name of the standard for interactive simulations.
End System: an OSI DTE which is the source and/or
sink of communicated process information.

End System to Intermediate System: Usually
associated with routing.

Fiber Data Distribution Interface

File Transfer Access and Management

Government Open Systems Interconnection Profile
Hardware

Institute of Electrical and Electronics Engineers
Inter Domain Routing Protocol

Internet Protocol

Intermediate System: an OSI DTE which interfaces,
routes, maintains MTA information, and dynamically
stores naming and addressing files for the ESs.
Intermediate System to Intermediate System:
Usually associated with routing.

Integrated Services Digital Network
International Organization for Standardization
Local Area Network

Local Exercise Manager

Metropolitan Area Network

Message Handling System

National Institute for Standards and Technology
Open Systems Interconnection

Personal Computer

Protocol Data Unit

U.S. Army Project Manager Training Devices
Simulation Network: An R&D effort which
demonstrated the ability of simulators to interact
dynamically over a LAN.

U.S. Army Simulation, Training, and
Instrumentation Command (formally PMTRADE)
Software

Transmission Control Protocol

Transport Protocol

University of Central Florida, Institute for
Simulation and Training
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UDP - User Datagram Protocol

WAN - Wide Area Network

XTP - eXpress Transfer Protocol

X.25 - A link and network layer set of protocols

internationally accepted for DTE DCE interchange.

3.2 Application interface. The programming access
mechanism to the communication resources of a network.

3.3 _Application layer (layer 1). The layer of the ISO
reference model which provides the means for user application
processes to access and use the network's communications
resources.

3.4 Broadcast mode (BC). A transmission mode in which a
single message is sent to all network destinations, i.e. one-to-
all. Broadcast is a special case of multicast.

3.5 Connectionless (CL). A mode of information transfer

between peer entities in which each data transfer is independent
of and not coordinated with previous or subsequent transfers and
in which no state information is maintained.

3.6 Connection-oriented (CO). A mode of information
transfer between peer entities in which a logical association is
established prior to the exchange of data and which is maintained
for the lifetime of the exchange process.

3.7 Datagram. A unit of data that is transferred as a
single, no-sequenced, unacknowledged unit.

3.8 Data link layer (layer 2). The layer of the ISO
reference model which provides the functional and procedural
means to transfer data between stations, and to detect and
correct errors that may occur in the physical layer.

3.9 Distributed Interactive Simulation (DIS). An exercise
involving the interconnection of a number of simulation and/or
real devices in which the simulated entities are able to interact
within a computer generated environment. The simulation or real
devices may be present in one location or be distributed
geographically.

3.10 Emitter. A device that is able to discharge
detectable electromagnetic or acoustic energy.

3.11 Entity. An element of a simulated world (such as a
vehicle) that is generated and controlled by one or more host
computers. An entity may also be an element of the simulated

world, such as cultural features including building and bridges,
that may be subject to changes in appearance as a result of the
simulation exercise.



3.12 Exercise. See Simulation Exercise.

3.13 Host or Host computer. A computer attached to a
network.

3.14 Interoperability. The capability, promoted but not
guaranteed by joint conformance with a given set of standards,
that enables heterogeneous equipment, generally built by various
vendors, to work together in a network environment.

3.15 Local Area Network (LAN). A communications network
designed for a moderate size geographic area and characterized by
moderate to high data transmission rates, low delay, and low bit
error rates.

3.16 Long-Haul network. See Wide Area Network.

3.17 Multicast mode (MC). A transmission mode in which a
single message is sent to multiple network destinations, i.e.
one-to-many.

3.18 Network layer (layer 3). The layer of the ISO
reference model which performs those routing and relaying
services necessary to support data transmission over
interconnected LAN segments.

3.19 Network management. The collection of administrative |
structures, policies and procedures which collectively provide
for the management of the organization and operation of the
network as a whole.

3.20 Node. A general term denoting either a switching
element in a network or a host computer attached to a network.

3.21 Non-Real time service. Any protocol function which
does not require real time service. (see Real Time Service.)

3.22 1ISO Reference Model (ISORM). A model that organizes
the data communication concept into seven layers and defines the
services that each layer provides.

3.23 Physical layer (layer 1). The layer of the ISO
reference model which provides the mechanical, electrical,
functional, and procedural characteristics access to the
transmission medium.

3.24 Presentation layer (layer 6). The layer of the ISO
reference model which frees the application processes from
concern with differences in data representation.




3.25 Protocol. A set of rules and formats (semantic and
syntactic) which determines the communication behavior of (N)-
entities in the performance of (N)-functions.

3.26 Protocol Data Unit (PDU). A unit of data specified in
an (N)-protocol and consisting of (N)-protocol-information and
(N) -user-data. The term is used in this standard to refer to
data that is passed on a network between application processes.

3.27 Protocol suite. A defined set of protocols within the|
communication architecture profile which constitutes a permitted
implementation.

3.28 Real time service. A service which satisfies timing |
constraints imposed by the service user. The timing constraints
are user specific and should be such that the user will not be
adversely affected by delays within the constraints.? (DIS
requires 5% of all data be processed within 100ms and 95% be
completed within 300ms®, therefore the DIS real time threshold
is 100ms.)*

3.29 Reliable service. A communication service in which
the number and type of errors that the user finds in the data is |
acceptable for the application. Reliable communication may
require specific mechanisms in order to achieve the user's ‘
requirements: error detection and notification, such as bit
errors based on a too high BER as defined by the user or error
detection and correction from PDU errors, such as bit errors,
duplicated PDUs, missing PDUs, or out-of-sequence PDUs. ‘

3.30 Session layer (layer 5). The layer of the ISO |
reference model which provides the mechanisms for organizing and
structuring the interaction between two entities.

3.31 Transport layer (layer 4). The layer of the ISO
reference model which accomplishes the transparent transfer of
data over the established link, providing an end-to-end service
with high data integrity.

3.32 Wide Area Network (WAN). A communications network
designed for large geographic areas. Sometimes call Long-Haul ‘
Network.

2 Some data communications, e.g. voice, may require compensation to meet |
the timing constraint.

3  These numbers are based on limited experience and are provided only as
an experimental baseline.

4 The amount of delay acceptable in a given application depends on the
nature and intended use of the application. For some applications the
acceptable delay may be less than 100ms or greater than 300ms.

10 \



3.33 Unicast mode (UC). A transmission mode in which a
single message is sent to a single network destination, i.e. one-
to-one.

3.34 Unreliable service. A communication service in which
transmitted data is not acknowledged. Such data typically
arrives in order, complete, and without errors. However, if an
error occurs, nothing is done to correct it (e.g., there is no
retransmission).

11
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4. GENERAL REQUIREMENTS

4.1 Communication Architecture Overview

4.1.1 Introduction. The purpose of the communication
subsystem for DIS is to provide an appropriate interconnected i
environment for effective integration of locally and globally
distributed simulation entities. There are many diverse aspects |
of this integration, ranging from the nature of the entities
represented within the common simulated environment, to the }
common communication interface used for receiving packets of
information from other simulators. This standard is concerned \
only with the necessary communication system standards which must |
be accepted and adopted for supporting the integrated framework. |

The Protocol Data Units (PDUs) defined in the DIS Standard \
are the "lingua franca" by which any two simulators or simulation
sites can communicate. This includes simulators of different and
unrelated design and architecture. No restriction is placed on
what the participating simulator or site is, only on the way it
communicates with the outside world.

Where the DIS PDUs define the information passed between |
simulators and simulation sites, this standard will define how
those simulators, simulation sites, and other DIS entities can be
connected in a modular fashion to facilitate the communication at
the local and global levels. This will be done through the
required use of communications standards which promote
interoperability, such as the International Organization for
Standardization (ISO) Open Systems Interconnection (OSI)
reference model and the Government OSI Profile (GOSIP).

4.1.2 Approach to Communication Architecture. This
standard specifies an evolutionary approach to be taken for
implementation of a communication architecture for DIS. This
approach, defined in terms of phases, is needed due to the fact
that certain requirements for DIS cannot be met with the current
0OSI/GOSIP standardized communication network protocols. As
protocols are developed which meet these requirements and are
adopted by standards committees, they will be incorporated into
this standard.

The communications architecture for DIS employs a layered
model which is based on the seven layer OSI Reference Model
(OSIRM) (see ISO 7498). The standards define the communication

functions of the network by dividing them into a hierarchical set

of layers. Each layer performs an integral subset of special
functions required to communicate with another layer of similar
type. There are seven layers in the OSIRM: Application,
Presentation, Session, Transport, Network, Data Link, and
Physical (Layers 7-1, respectively).

13



The functions provided by each layer, as presented by
Tannenbaums, are summarized below:

LAYER FUNCTION \
1-Physical Concerns the transmission of an unstructured bit
stream over the physical medium; deals with the
mechanical, electrical, functional, and procedural
characteristics to access the physical medium.
\
2-Data Link Provides for the reliable transfer of information
across the physical 1link; sends blocks of data
(frames) with the necessary synchronization, error|
contrecl, and flow control. ‘

|

3-Network Provides upper layers with independence from the
data transmission and switching technologies used |

to connect systems; responsible for establishing,
maintaining, and terminating connections. |

: . \
4-Transport Provides reliable, transparent transfer of data ‘
endpoints; provides end-to-end error recovery and |
flow control. |
5-Session Provides the control structure for communication
between applications; establishes, manages, and
terminates connections (sessions) between
cooperating applications.
\
6-Presentation Provides independence to the application processes
from differences in data representation (syntax).

7-Application Provides access to the 0SI environment for users
and also provides distributed information
services.

4.1.2.1 Approach to OSI Compliance. The strategy for OSI
compliance is based on a phased, evolutionary approach. The
first step to this evolution is the recommendation of an interim
architecture, based on available network products and services,
which is capable of supporting current exercises and
communications experiments. The interim architecture will then
transition to 0SI/GOSIP standards over a period of years, as
multicast communications protocol standards are adopted to
support DIS.

4.1.2.2 Rationale: Benefits of DIS Compliance to the
OSI/GOSIP Architecture. DIS compliance with the OSI/GOSIP
architecture provides the following benefits: reduced cost,

5 Tannenbaum, Computer Networks. Prentice Hall: 1988.

14



increased interoperability, and increased application-level
functionality. Efforts to ensure conformance to OSI/GOSIP
standards and ensure interoperability between products of
different vendors means that computer networking can be done as
an integration of multi-vendor, commercial-off-the-shelf (COTS)
components. Easy access to vendor interoperable COTS OSI/GOSIP

products gives wider availability to networking capabilities at a|

reduced cost.

Not only will OSI/GOSIP standards provide interoperability

between products, but international interoperability will also be

increased. The OSI standards are international in scope and will

be used by North Atlantic Treaty Organization (NATO) allies,
among others. Using 0OSI standards opens the possibility that
interoperation with our NATO allies will be accomplished within
the framework of international standards.

4.1.3 Key Assumptions For This Standard. This document
makes a number of assumptions about underlying requirements of
the DIS application and how they will be applied. These issues
and assumptions must be understood if the application of this
document is to be successful.

4.1.3.1 Long Haul Connection. Simulators at different
sites will have to be connected via a Wide Area Network (WAN).
This document defines the functional and performance
characteristics which must be satisfied by the communications
service, including the WAN. It is the goal of this
communications architecture that the WAN be based on standards
such as frame relay, Switched Multimegabit Data Service (SMDS),
Broadband ISDN, and SONET. The provision of the WAN will depend
on the evolution of these high speed communications services in
the marketplace and the particular organization using the DIS
applications.

Wide area networks today do not in general support

multicasting. If two or three sites using DIS are to participate

in a demonstration or exercise, they could be interconnected by
point-to-point circuits or a network with sufficient capacity to

support repeated transmission to each site. This, however, would

become uneconomic for a larger number of sites.

For DoD systems that will be using DIS, the Defense Modeling

and Simulation Office (DMSO), in collaboration with the Defense
Advanced Research Projects Agency (DARPA) and the Defense
Information Systems Agency (DISA), is establishing a testbed
Defense Simulation Internet (DSI) to provide an interim WAN that
supports multicasting and satisfies the latency requirements of
DIS (see section 4.2.2.2). The testbed DSI is an extension of
DARPA's Terrestrial Wideband Network (TWBNet) and will be
available as a pilot operational system to support DIS and other
applications until replaced by a permanent fully operational
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system. This target system will be part of the Defense
Information System Network (DISN) and will employ commercial
standards-based services such as those listed in the following
section.

The nature and development of WANs for DIS application is taking
two distinct paths. The first is the establishment of a
permanent infrastructure that will connect all DIS simulator
sites. Although physically one large network, it will support ‘
multiple exercises via the creation of an individual logical 1
network for each exercise. This approach is called the Defense
Simulation Internet. The second approach is the establishment of |
Ad Hoc WANs as necessary to support exercises and tests. The
primary mechanism for this is the bandwidth-on-demands services |
starting to be offered by the major communications suppliers
(e.g. AT&T, MCI, Sprint). The concept is that a network ‘
connecting any set of simulator sites can be created quickly and |
efficiently from commercial services without the cost of
maintaining a permanent infrastructure. The Advanced Distributed |
Simulator Technology (ADST) program is exploring this approach. ‘
This document does not assume either of these approaches and will

support both of them. ‘

4.1.3.2 Video Conferencing & Other Tools. A number of DIS
documents, including the concept of operations, have identified a‘
video conferencing requirement. This is to support exercise
planning, briefing, and debriefing, but specific requirements |
(e.g. number of sites, functionality) have not been identified.
The communications industry is creating new ways to achieve such
video conferencing, but mature products are not yet available.
Video conferencing is very demanding of network capabilities and
will have a major impact on any DIS network design. Because the
requirements for video conferencing are not clearly identified \
and because industry offerings are not stable, video conferencing |
is not addressed in this document. This requirement will however |
be addressed in future versions as the requirements and available
services become better understood.

4.1.3.3 Multiple Exercises. DIS has the ability to ‘
accommodate multiple exercises over the network by assigning each
exercise a different exercise ID. Those entities participating in
the exercise will contain the assigned exercise ID in their PDUS.‘
When the exercises involved require any level of security, then |
security mechanisms must be in place for the level of security
needed. This standard will not address or support multiple ‘
exercises that have different levels of security. ‘

4.2 Service Requirements. This section describes the
services required to be provided by the communication
architecture for DIS applications. These services are divided
into two categories: communication service requirements and
performance requirements. The service requirements for the
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communication subsystem of the DIS standard are based on
experience with state-of-the-art distributed simulation

activities as well as projections based on anticipated use and

evolution of the technology base.

4.2.1 Communication Service Requirements.

simulation environment support requires various types of

communication.

The communication requirements encompass control
and data. Data communications, including voice, may be with or
without real time requirements and will likely be augmented to

include such things as video and other forms of pictorial

information.

Upon the

having disjoint facilities for each.

Distributed

introduction of each of these forms of
traffic, they shall share communications facilities instead of

A summary of the communication service requirements is shown

in Table I.

TABLE I. DIS Communication Service Requirements
Unicast
Multicast

4.2.1.1

4.2.1.1.1

recommended interim DIS PDUs.
service characteristics to make its communication practical.

Broadcast

Real Time Operating Speeds

Non-Real Time

Small Packets

Bulk Transfer

Reliable

Unreliable

Low Interpacket Dispersion for Voice/Video
Multicast Implementation

Multicast Management
Authentication/Access Control
Non-Blocking Interface

Flow Control

Low Latency Packet Delivery
Security

Flexible Entity Naming & Addressing
High Throughput

Service Requirements of PDUs. Each DIS PDU

requires certain services to make its communication practical.
These services are grouped into broad classes of operation for
DIS.

Communiication Classes Based on Reguirements.

This section establishes DIS communication classes based on the
application service characteristics for both the required and
Each DIS PDU requires certain
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These characteristics are grouped into broad classes of operation
for DIS.

4.2.1.1.1.1 Application Requirements. The DIS application
(PDUs) has been characterized using the following subset of

communication service requirements: unicast, multicast,
broadcast, reliable, unreliable, real time, non-real time, packet
size, and bulk transfer. The application service characteristics

are used to define a service model necessary to support DIS
communication. The service model developed from the PDU
characterization shall be used to develop the interface to the
application and lower layers.

4.2.1.1.1.2 DIS PDU Service Characterization. DIS
functional requirements are to provide: Entity Information,
Entity Interaction, DIS Management, and Environment Information.
Within each functional category, PDUs have been defined or
recommended to satisfy specific requirements. The October 1991 |
version of the DIS standard defines ten required PDUs and six ‘
recommended interim PDUs.® The application services for
required and recommended DIS PDUs are defined in Tables II and ‘
III, respectively.

Although packet size and bulk transfer are included as
application requirements in 4.2.1.1.1.1, it is not presented in !
the summary tables for the following reason. Inter-entity \
communication in a distributed interactive simulation environment
consists largely of packets sent between two or more of the \
simulation participants. These packets are usually small, <250
bytes, and constitute the majority of PDU traffic. All PDUs !
listed in Table II and III fall into the "small packet"
characterization. There are situations which mandate non-real |
time, point-to-point, reliable bulk transfer, however. Such ‘
situations arise when moving large items such as database files
or video images. The bulk transfers fall into the Network and/or |
Simulation Management functions, but there are currently no PDUs
which reflect this type of interaction. Consequently, bulk
transfer is considered a special case.

6 The October version of the DIS standard specifies three recommended ‘
PDUs for Update Threshold Control. As of this writing, those PDUs have been
removed from the standard and, therefore, will not be included in this
characterization.
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TABLE II. Required DIS PDU Communication Services
Reliable | Best BC MC ucC Real
Effort Time
Entity 2 3 %
State
Fire desired 3 % 3
Detonation desired e 3 3
Service 3 3 (few
Request seconds)
Resupply 3 1 (few
Offer seconds)
Resupply % 3 (few
Received seconds)
Resupply S 3 (few
Cancel seconds)
Repair * 3 (few
Complete seconds)
Repair 2% 2 (few
Response seconds)
Collision < 3 5
TABLE III. Recommended DIS PDU Communication Services
Reliable | Best BC MC ucC Real
Effort Time
Emitter desired 3 3t
Radar desired 2 3
Activate 2 3
Request
Activate 3 3
Response
Deactivate 2 3
Request
Deactivate S 3
Response
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DIS Management will require additional capability beyond the]
Activate and Deactivate PDUs. Although these capabilities have
not yet specified, Table IV projects additional application
requirements for these areas.

TABLE IV. DIS Functional Requirements Communication Services
Reliable | Best BC MC ucC Real ||
Effort Time ||
Network 3 3t
Management
Simulation S desired 3%
Management

4.2.1.1.1.2.1 Entity Information. The Entity State PDU
(ESPDU) constitutes the bulk of network traffic for a simulation |
exercise. Currently, the appearance updates represented by the
ESPDU are of most interest to exercise participants within a
limited radius of the initiating entity. Any exercise
participant which is not in the area of interest, but receives
the ESPDU, will have to filter out this unwanted information.
Therefore, Entity State has a strong requirement for multiple
multicast interactions. Multicast interactions deliver identical
packets to multiple recipients as part of a single sender
operation. A multicast data transfer provides co-located entity
groups the capability of communicating state information based on
locale in the simulated exercise.

In addition to their multicast requirements, ESPDUs must be
delivered in real time but do not need to be transmitted ‘
reliably. Dead Reckoning (DR) algorithms are used to predict the‘
entity's position over time in order to preserve network :
bandwidth by reducing the frequency at which state information is
required. Reliability need only be a best effort. If an ESPDU
is lost, the DR models used to reduce network traffic may also be
able to account for the lost packet.

4.2.1.1.1.2.2 Entity Interaction. Entity Interaction PDUs
have varied characteristics. Within the Weapons Fire category,
the Fire PDU (FPDU) and the Detonation PDU (DPDU) have the same
service characterization. Similar to the ESPDU, both the FPDU
and the DPDU have a strong multicast requirement. This
requirement allows only those entities within the area of
interest to receive information about weapons firing and
detonation.
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These PDUs also have a real time requirement, and should be
more reliable than ESPDUs. Whereas ESPDUs can rely on DR to
extrapolate position after packet loss, FPDUs and DPDUs are not
as robust. When a weapon impacts, it is crucial that everyone in|
the multicast group receive that information so "killed" targets
do not continue to play in the exercise. A high degree of
reliability is desired for the FPDUs and DPDUs, however current
multicast protocols do not provide this service. Therefore,
FPDUs and DPDUs must use a best effort real time multicast
service.

The Logistics Support PDUs (i.e., Service Request, Resupply
Offer, Resupply Received, Resupply Cancel, Repair Complete, and
Repair Response) represent activities which, although long in
duration, do not require real time service. The resupply and
repair interactions require a simple reliable transaction
(request/reply) paradigm. This reliability is built into the
application by pairing the acknowledgement (or reply) PDU with

the request (e.g., Service Request and Resupply Offer PDUs). The
Logistics Support PDUs do not require multicast, because only the
entities involved in the service are interested. Therefore, the

Logistics Support PDUs are characterized as requiring an
unreliable unicast service.

The last required category of PDUs in Entity Interaction is
Collisions. Collision PDUs require a real time, unicast service.
Again, only the entities involved in the collision will be
interested in this information. Changes in entity appearance
resulting from the collision will be communicated using ESPDUs.

The only category of PDUs not required for Entity
Interaction is Electronic Interaction. Electronic Interaction
currently consists of two recommended PDUs, Emitter and Radar.
Both PDUs desire a reliable real time multicast transmission but,
as stated before, this is not available. Therefore, these PDUs
are characterized as requiring best effort real time multicast.

4.2.1.1.1.2.3 DIS Management. There are no PDUs specified
for Network Management. Network management will be handled by a
standard network management protocol (e.g., Simple Network
Management Protocol or Common Management Information Protocol)
and will not require DIS PDUs to accomplish the management of the
physical network. Network management is accomplished with an
unreliable unicast service.

The Simulation Management category of PDUs is responsible

for the activation and deactivation of simulation players. The
request to activate or deactivate entities in a simulation
exercise (i.e., Activate and Deactivate Request and Response

PDUs) requires a simple reliable transaction (request/reply)
paradigm. The reliability is built into the application by
pairing the acknowledgement (or reply) PDU with the request

21



(e.g., Activate Request and Activate Response PDUs). This
service 1is characterized as non-real time unicast. Other \
possible functions of Simulation Management include management
and control messages spanning multiple exercises. This type of

service desires a reliable multicast transmission, however
reliable multicast is not currently available. Therefore, this
type of service is characterized as reliable unicast. 1In
addition to the packet form of interaction, there are situations
which mandate non-real time, point-to-point, reliable bulk
transfer. Such situations arise when moving large items such as
databases or video images. Standard file transfer protocols such
as File Transfer Protocol (FTP) or File Transfer Access and
Management (FTAM) will be used.

There are no PDUs required or recommended for Performance
Measures. If PDUs are developed for this functional area, the
required services will fall into one of the established service
classes.

4.2.1.1.1.2.4 Environment Information. There are no PDUs
required or recommended for Environment Information. If PDUs are
developed for this functional area, the required services will
fall into one of the established service classes.

4.2.1.2 Communication Classes. From the previously stated
rationale, three service models emerge as characterizing the DIS
application.

CLASS 1 Unreliable Multicast
A mode of operation where the multicast service
provider uses no added mechanisms for re<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>