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ABSTRACT 

 

Trust is an essential component of social relationships and is connected to how we make 

informed decisions. Humans tend to use mental shortcuts to arrive to decisions, a strategy which 

may be exploited by scammers. As online scams have become more common, it is critical to 

understand factors that can influence appraisal of potentially untrustworthy sources. The present 

study focused on language, in the form of self-reported bilingualism, and its relation to scam 

susceptibility. Language is a factor that contributes to alterations in brain structure, cognitive 

performance, and cognitive control systems. Bilinguals show advantages in the form of increased 

synaptic density and coupling which can leave highly efficient neural circuitry following early 

language acquisition. There is also potential for disadvantages, especially in the form of 

deficiencies in semantic fluency and lexical task accuracy.  The present study investigated 

bilingualism in the realm of defense and protection from a form of cyber-attack known as 

phishing. The ability to detect trustworthiness or suspiciousness is the ultimate defense against 

scam victimization. Results supported the hypothesis that bilinguals have greater phishing 

classification accuracy and confidence shown by a higher end-game score during The Phishing 

Email Suspicion Test (PEST). Post-hoc analyses indicated marginally lower rates of false alarms 

and marginally higher correct rejections in bilinguals compared with monolinguals. In contrast, 

results did not support the hypothesis that self-reported general trust is associated with overall 

performance on the PEST, but some indication that lower general trust predicted more false 

alarms (classifying safe emails as phishing) and higher general trust predicted more misses 

(classifying phishing emails as safe). As the population of bilinguals is expected to increase 

along with sophisticated scams, this study highlights the importance of understanding the 
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neurocognitive mechanisms associated with additional language learning and its potential 

impacts on decision making and trust-related behavior. 
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INTRODUCTION 

Trust is an essential facet of social relationships and is associated with the risk of harm or 

damage if the decision to trust is not formed correctly (Hancock et al., 2023). When one makes 

the decision on who or what to trust, they must process a myriad of information and cues. Past 

literature references decision making heuristics as a way that people form decisions with limited 

information (McAlaney & Hills, 2020). The cognitive miser approach (Fiske and Taylor, 2013, 

as cited in McAlaney & Hills, 2020), refers to when humans attempt to conserve cognitive 

processes that are inherently time consuming which may lead to them making less logical 

decisions. On the other hand, the main theory prior to the cognitive miser approach was called 

the naïve scientist approach, which proposes that humans make rational and intricate decisions 

by thoroughly evaluating all the cues and information provided to them (McAlaney & Hills, 

2020). The ability of a human to judge trustworthiness is of utmost importance, especially as our 

society is now existing in a technological age. Cues of trustworthiness are essential to decision 

making and can be used for protection from scams and fraud (Burnes et al., 2017). The current 

rise of cyber-attacks occurs alongside advancements in socio-technology, in which phishing 

emails can play on human decision making shortcuts (heuristics). Understanding how trust can 

affect decision making, especially in scenarios of high-stake credentials on the line, is important 

for protecting consumers.  

The present study will utilize the Trust Inventory to examine general trust. The Trust 

Inventory is a 40-item survey with two sub-scales of 20 items each (Couch et al., 1996). General 

trust, also called global trust, refers to one’s orientation toward others and human nature in 

general (Rotter, 1967 and Wrightsman, 1974, as cited in Couch & Jones, 1997).  General trust is 

frequently connected to early childhood and the formation of attachments to primary caregivers 
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(Erikson, 1964, as cited in Couch & Jones, 1997). This then influences the development of 

interpersonal trust, an essential facet of relationship development (Rotter, 1967; Wrightsman, 

1974; Erikson, 1964, as cited in Couch & Jones, 1997). Trust can also be examined within the 

realm of close personal relationships in the Trust Inventory under the subscale of partner trust. 

Partner trust entails a person’s confidence and positive emotions within a close interpersonal 

relationship (Rempel et al., 1985, as cited in Couch & Jones, 1997). We will not be examining 

this component of the Trust Inventory as it is less relevant to the study’s focus on online phishing 

by strangers.  

The present study will also examine the relationship between language and scam 

susceptibility using self-reported bilingualism. Although proficiency of more than one language 

is not specific to any demographic, many bilinguals tend to belong to marginalized groups. 

Literature references second-generation offspring, who tend to be raised in households where a 

non-English language may be spoken at home, although many are still proficient in English 

(Alba., 2004). This creates a bilingual world for the offspring. Additionally, studies have found 

trust behaviors to vary amongst cultures (Chuah et al., 2007; Chuah et al., 2009; Cochard et al., 

2021; Hui et al., 1991; Jiao, 2023). Differences in cultures may play a role in interpersonal 

relationships and variations of trust among societies. Furthermore, racial, and ethnic 

demographics can contribute to discrepancies in trust. Marginalized groups often face substantial 

amounts of discriminatory treatment and are disadvantaged in terms of socioeconomic status 

(Smith, 2010). Smith also suggests that minority groups that are often targeted tend to perceive 

that they are being discriminated against, which can ultimately lead them to be less trusting than 

the majority (2010).  
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Language is considered central to the human experience and is a factor that contributes to 

alterations in brain structure, nonverbal cognitive performance, and greater cognitive control 

systems (Bialystok, 2007). Many studies utilize the criterion introduced by Bialystok et al. 

(2007) to define bilingualism (Chertkow et al., 2010; Craik et al., 2010; Gold, 2015). This 

criterion characterizes bilinguals as individuals who “had spent a majority of their lives, at least 

from early adulthood, regularly using at least two languages.” Other studies have utilized 

objective measures of language proficiency, such as the Multilingual Naming Test (MINT) 

(Gollan et al., 2017) and semantic and phonemic fluency tests (Salvatierra et al., 2007). 

Furthermore, the population of bilinguals is expected to increase in the United States, especially 

with the rise in immigration (Houseman, 2023). With this increase, the role of language should 

be examined as a mechanism for behavioral differences.  

Previous literature has shown evidence to suggest a phenomenon known as the bilingual 

advantage (Bialystok et al., 2014; Van den Noort et al., 2019). Studies have found a protective 

advantage possessed by those who speak multiple languages (Chertkow et al., 2010). This 

protective advantage relates to enhanced executive control systems and neurological mechanisms 

affected by language processes (Gold, 2015). This advantage can be linked to inhibition, 

memory, attention, decision making, and more. Enhanced cognitive reserve is a prominent 

component of this phenomenon, which refers to the theory that bilinguals can mitigate 

neurodegenerative brain damage related with aging processes (Anderson et al., 2020; Craik et al., 

2010; Costumero et al., 2020). Several studies have found that the effects of neurological 

decline, specifically in the form of the manifestation of dementia symptoms, occur at a 

significantly delayed rate in comparison to monolingual older adults (Gold, 2015; Craik et al., 

2010; Chertkow et al., 2010; Anderson et al., 2020; Costumero et al., 2020). Craik et al. (2010) 
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found that bilingual older adult individuals reported the onset of their symptoms of Alzheimer’s 

Disease (AD) 5.1 years later and were diagnosed 4.3 years after their monolingual counterparts 

which remained consistent when controlling for gender, years of education, and socioeconomic 

status. It is suggested that the delay in the onset of AD symptoms is not necessarily due to the 

protection of memory circuits but because of the aforementioned enhanced cognitive reserve and 

executive control processes (Gold, 2015). This advantage does not mean that bilinguals will 

never get the disease, but that they may experience symptoms at a later age than monolinguals. 

Delayed onset can also be seen as a disadvantage as individuals may not seek assistance with 

symptoms causing missed early detection. These differences are also linked to neuropathology. 

A PET scan study showed greater cerebral hypometabolism in bilingual individuals, which is 

related to the ability to compensate for symptoms of cognitive decline and ultimately allow 

bilinguals the advantage of delayed manifestation of neurodegenerative disease (Anderson et al., 

2020). Throughout the literature, the bilingual advantage, in terms of variables for executive 

functioning, is oftentimes linked with the older adult age group (Ware et al., 2020). For young 

adults, early language acquisition is also linked to increased synaptic density and coupling 

(Pliatsikas, 2019; Anderson et al., 2020) and increased subcortical gray matter volume 

(Anderson et al., 2020). Although these neurological changes subside with time, Anderson et al. 

(2020) suggest that these changes leave highly efficient circuitry.  

The bilingual differences are linked to the changes in executive control systems used 

during linguistic processing in which individuals have two competing language systems (Stilwell 

et al., 2015). In contrast to the research presented above, some studies suggest that bilinguals are 

disadvantaged in cognitive tasks because of competition for cognitive resources, specifically in 

semantic fluency (Salvatierra et al., 2007), reaction time, and lexical task accuracy (Stilwell et 
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al., 2015). Semantic fluency and lexical task accuracy can be pertinent in scam detection 

regarding context, spelling, and grammar errors. Previous research has shown that performance 

on lexical decision tasks for bilinguals and monolinguals is similar. A study by Soares and 

Grosjean (1984) found that English monolinguals and English-Portuguese bilinguals had 

equivalent scores. This study was conducted in the United States where fluency, proficiency, and 

immersion were controlled for. Another study by Ransdell and Fischler (1987) utilized American 

bilinguals whose dominant language was English compared to monolingual English speakers. 

The results revealed that bilinguals had a slower response time in recognizing abstract, concrete, 

and nonwords. As previously stated, scammers use misspelled words to bypass filters. Deficits in 

lexical recognition could pose a detriment to identifying scams. The present study aims to 

examine if this bilingual advantage can be expanded into protective behaviors concerning scam 

susceptibility or if its deficits can contribute to a decreased ability to discern the trustworthiness 

of emails.  

In regard to scams, there are several forms of cyber-attacks including malware, 

cyberbullying, hacking, and more. The current study focuses on phishing emails, which can be 

defined as a “common type of cyber attack…aims to trick recipient to fall for attacker’s desired 

actions” (Proofpoint, 2021). The attacker is usually interested in being given the consumer’s 

sensitive information such as login and financial credentials. The messages utilized in a phishing 

attack oftentimes attempt to resemble trustworthy organizations and businesses. Phishing attacks 

have become widespread and common, to the point where sub-categories of the scam type were 

created. Smishing refers to attacks via text messages, whereas vishing entails voice-relying 

attacks (Al-Qahtani & Cresci, 2022). Al-Qahtani and Cresci even reference a subcategory called 

pharming, in which cyber-attackers utilize devices to reroute consumers towards dangerous 
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websites (2022). These emerging subcategories of phishing reveal the increasing complexity and 

sophistication of digital scams.  

During the COVID-19 pandemic, the world shifted further into the digital age, with many 

consumers relying on technology for communication, entertainment, employment, and more. 

Throughout the pandemic, phishing was considered the most frequent form of digital attacks (Al-

Qahtani & Cresci, 2022). It is reported that an average of 3.4 billion emails sent daily are scam, 

making phishing the most common type of digital crime (AAG IT, 2024), and this frequency is 

expected to continue to increase. Although technological advancements have added additional 

boundaries to protect consumers from fraud, such as filters and email flagging, scam emails have 

also become more sophisticated, making the human ability to discern trustworthiness an essential 

facet of protection (Hakim et al., 2021). As scam emails learn how to bypass filters and avoid 

detection, they begin to resemble safe emails, which can make it harder to discern their 

trustworthiness (Jáñes-Martino et al., 2023). Scammers attempt to mislead scam detection 

software by poisoning text, obfuscated words, hidden text salting, and images (Jáñes-Martino et 

al., 2023).  

To address susceptibility to digital scams, the present study utilized The Phishing Email 

Suspicion Test (PEST). The PEST is designed to be an ecologically valid lab-based scam 

susceptibility and detection measurement. This test allows trust-related behavior to be 

quantifiable and can examine a participant’s ability to detect and distinguish fraud. Additionally, 

phishing attacks are often initiated through emails (Parno et al., 2006) making research in this 

realm of greater necessity. As the world has begun to shift increasingly more technological, 

consumers must be wary of the trustworthiness of the digital communication that makes its way 

into their inbox.  
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As scams continue to rise, and human detection accuracy becomes crucial, trust-behavior 

is highlighted. Previous literature has found people who are high in trust are better at detecting 

lies, more accurate in discerning intentions, and better at detecting deceit than people who 

exhibit low trust (Carter & Weber, 2010). Carter and Weber’s finding contradict logical game 

theory. They explain that their study results show that high generalized trust scores signify an 

individual who has participated in social risk taking and therefore has learned the cues of 

trustworthiness and deceit. This study also found that general trust and the ability to classify a 

trustworthy candidate was not significant. Additionally, a study examining phishing 

suspiciousness in older and younger adults found that young adults were too trusting and fell 

victim to the experimental phishing (Gavett et al., 2017). Older adults on the other hand, had 

personal experience related to being victims of phishing which may have been useful in 

protecting them (Gavett et al., 2017). Contrastingly, some research has found that there is no 

significant relation between trust and scam victimization (Judges et al., 2017). The current study 

examined if trust, specifically general trust as measured from the Trust Inventory, can predict 

outcomes on The Phishing Email Suspicion Test.  

Based on the existing literature, the following hypotheses were formed: 

Hypothesis 1: Compared with monolinguals, bilingual participants will have more 

accurate classification and high confidence (discernment) on The Phishing Email 

Suspicion Test. 

Hypothesis 2: General trust scores will be positively associated with discernment on The 

Phishing Email Suspicion Test.  
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METHODS 

Demographics Questionnaire  

 A demographic questionnaire was administered to collect information regarding gender, 

sexual orientation, marital status, race, ethnicity, language, educational level, annual household 

income, occupational and living situation, political orientation, and miscellaneous questions 

regarding their participation. The study focused on their self-reported language. This 

questionnaire is included in Appendix A.  

Trust Inventory 

 The Trust Inventory included 40 items on 2 sub-scales to assess general trust and partner 

trust in specific individuals. The 2 sub-scales included are generalized trust (G) and partner trust 

(P). The present study did not utilize partner trust as we were not examining trust amongst close 

social relationships. These forms of trust are important aspects of interpersonal relationships and 

effective social functioning (Couch, Adams, & Jones, 1996). Participants were instructed to rate 

how much a statement applies to them on a five-point scale from “Strongly Disagree” to 

“Strongly Agree.” This survey is included in Appendix B. 

Phishing Email Suspicion Test (PEST) 

The present study utilized the Phishing Email Suspicion Test (PEST), where participants 

were presented with various emails selected from four distinct categories: real-phish, simulated-

phish, real-safe, and simulated-safe. The PEST measures one’s ability to detect phishing emails 

and utilizes an ecologically valid inbox environment. Participants evaluated each email on a 

four-point scale from “definitely safe” to “definitely suspicious.” The participant was presented 

with a total of 40 emails, 10 from each email category. Participants were told that they could 

maximize their score thorough classification accuracy with high confidence ratings (i.e., 
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responses of “definitely safe” versus “possibly suspicious”) and were not told their score until 

the end (Hakim et al., 2021). A visual example of the task and example of three of the four 

classification types is included in Appendix C.  

Procedure 

 Young adults were recruited via SONA which is UCF’s Psychology Research 

Participation System. The experiment occurred in a laboratory setting on the UCF Main Campus. 

At the beginning of the session, participants were tasked with completing the Demographic 

Survey. Following this, participants completed a series of cognitive tasks, including the PEST. A 

survey battery was also administered at the end of the experiment. Participants were 

compensated for their time with 3.5 SONA credits.  
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RESULTS 

Participants 

Undergraduate students at The University of Central Florida were recruited via SONA. 

The present study primarily focuses on the young adult population. A majority of the sample 

were female non-Hispanic Asians. The average age of the participants was 22.22 years old, and a 

range of 21-23 years old. Out of the young adult population of nine undergraduate students, 

seven were bilingual and two were monolingual.  
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Table 1: Demographics of Sample 

 

 Full Sample General Trust Score     PEST Score 

 n % M Range M SD M  SD 

Age 

Gender 

- - 22.22 21-23     

         Female 7 77.8 -  - -  - - - 

         Male 2 22.2 -  - - - -  -  

Race         

         Asian 5 55.6 - - - - - - 

         Black or African 

American 

2 22.2 - - - - - - 

        White 1 11.1 - - - - - - 

         More Than One 

Race 

1 11.1 - - - - - - 

Ethnicity         

         Hispanic or 

Latino 

3 33.3 - - - - - - 

         Not Hispanic or 

Latino 

6 66.7 - - - - - - 

First Language         

         Non-English 6 66.7 - - 70.50 13.55 14.17 10.96 

         English 3 33.3 - - 75.00 7.21 11.67 9.82 

Language         

         Monolingual 2 22.2 - - 78.00 7.07 6.00 0.00 

         Bilingual 7 77.8 - - 70.29 12.38 15.43 10.55 
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Bilingual Advantage and Ability to Discern Email Scams  

There was a marginal effect of bilingualism on the PEST end-game score (t(7) = 1.204, p 

= 0.77). Bilinguals has a higher end-game score on the PEST (M = 15.43, SEM = 3.99) than 

monolinguals (M = 6.00, SEM = 0.00). The evidence from the independent samples t-test 

provides support for our hypothesis that the bilingual advantage may be extended to benefits in 

scam detection.  

 

Figure 1: Language and the PEST End-Game Score 

Note. Bilinguals had better discernment abilities in terms of higher accuracy in classifications and higher confidence 

in their decisions leading to a higher average PEST end-game score than monolinguals (t(7) = 1.204, p = 0.77) 

Trust as a Predictor for PEST Scores 

 The present study’s results do not support the hypothesis that general trust is a predictor 

variable for PEST end-game scores. The regression analysis was conducted (R = .206, p = .594) 

between young adult’s general trust score (M = 72.00, SD = 11.52) and PEST score (M = 13.33, 

SD = 10.04). These results reject the hypothesis that general trust can be used as a predictor on 

the PEST end-game score.  
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Post-Hoc Analysis 

 Correct Email Classification 

Participant Response Scam Safe 

Scam Hit False Alarm 

Safe Miss Correct Rejection 

 

Figure 2: PEST Response Types 

Note. There are four response types depending on participant response and correct classification on the PEST.   

 Post-hoc analyses were conducted on trust scores and PEST classification accuracy to 

examine possible language differences in classification frequencies based on the signal detection 

theory (SDT) as well as general trust scores in association to frequencies of incorrect 

classifications. Individual participant PEST decisions were organized into “safe” or “scam” from 

their four-point experimental classifications of “definitely suspicious” to “definitely safe”. The 

emails were also converted into “safe” or “scam” classifications from their “simulated-phish” to 

“simulated-real” experimental classifications. This organization allowed to analyze the data in 

terms of different types of correct and incorrect responses on the PEST. Correctly identified 

scams (targets) were coded as a hit. Emails marked as a scam when they were safe (non-targets), 

were coded as a false alarm. Scams identified as safe were coded as a miss. Finally, safe emails 

marked as safe were coded as a correct rejection. 

 The post hoc analyses examined differences in these measures between monolinguals and 

bilinguals using independent samples t-tests for all four response types.  

In reviewing hit rates, which refer to when participants correctly identify a scam as a 

scam, we found no significance between language groups (t(7) = 1.089, p = 0.312). 
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Monolinguals had a higher average frequency of hits (M = 14.50, SEM = 3.50) than bilinguals 

(M = 11.00, SEM = 1.45) although not statistically significant. Both language groups had 

statistically similar frequencies of correct classification of scams.  

For false alarms, which is when participants input an email as a scam when it is safe, we 

found marginal significance based on language group differences (t(7) = 2.083, p = .076). 

Monolinguals had a higher average frequency of false alarms, (M = 12.50, SEM = 3.50) than 

bilinguals (M = 6.57, SEM = 1.23). Monolinguals tended to incorrectly label safe emails as 

scams more than bilinguals did, making their language group potentially overly suspicious to 

emails. 

When reviewing misses, we found no statistical significance between scores across 

language groups (t(7) = -1.040, p = .333). Monolinguals had lower average frequencies of misses 

(M = 5.50, SEM = 3.50) than bilinguals (M = 8.86, SEM = 1.46) although not significant. Misses 

are when the participant inputs that an email is safe when it is a scam. Bilinguals having higher 

average frequencies of misses could relate to them expressing overly gullible behavior.  

Correct rejections refer to when participants correctly identify an email as safe. We 

found marginal significance when comparing between language groups (t(7) = -2.158, p = 0.68). 

Monolinguals had lower frequencies of correct rejections (M = 7.50, SEM = 3.50) than 

bilinguals (M = 13.57, SEM = 1.21). Bilinguals were more successful in identifying safe emails. 

We chose to focus specifically on two response types when analyzing general trust as a 

predictor variable, the frequencies of false alarms and misses. These two response types 

represent when input from the participant were incorrect. A regression analysis was used to 

examine if general trust predicts frequency of false alarms. The regression model was marginally 

significant (F(1, 7) = 5.321, p = .054). The results showed that general trust scores served as a 
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marginal predictor variable for frequency of false alarms during the PEST, referring to when 

participant input was “scam”, and the correct email classification was “safe”. It was found that 

lower general trust scores were associated with higher frequencies of false alarms with marginal 

significance (β = -.237, p = .054).  

Another regression analysis was conducted to examine if general trust scores predicted 

frequency of misses during the PEST. A miss is referred to as when the participant’s input is 

“safe” while the correct email classification is “scam”. The regression model was statistically 

significant (F(1,7) = 8.625, p = .022). The results revealed, with statistical significance, that high 

trust scores are associated with higher frequencies of misses (β = .672, p = .022).    
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DISCUSSION 

Bilingual Advantage and Ability to Discern Email Scams  

 The study supports Hypothesis 1, which states that bilingual participants will have higher 

PEST end-game scores due to more accurate classification with higher confidence than 

monolinguals. A higher end-game PEST score would mean that the participant could accurately 

categorize an email as safe or suspicious and successfully maximize their points. This hypothesis 

intended to see if the phenomenon known as the “bilingual advantage”, often stated in literature 

to provide enhanced control systems (Gold, 2015), could be extended into the realm of protection 

against scams and fraud. The results indicate that this extension may be true, especially for 

young adult bilinguals.  

An unfortunate limitation of the present study was the low enrollment in participants, 

causing a low sample size of bilingual and monolinguals. Further research is needed to 

understand better how facets of the bilingual experience, such as primary language, age of 

acquisition, and more, can affect psycholinguistic measures. The results of this study also pose 

questions for future research. If the bilingual advantage can truly be extended to scam protection, 

and many bilinguals come from marginalized communities, why is it that racial and ethnic 

minorities are at the highest risk for victimization from fraud? The Federal Trade Commission 

states that members of minority groups are more likely to be fraud victims in comparison to non-

Hispanic whites (2016). Perhaps it is due to confounding variables that are often linked to scam 

susceptibility such as socioeconomic status, financial literacy deficits in semantic memory or 

psychological health (Yu et al., 2021). The results reveal that perhaps language is not the main 

factor contributing to minority victimization in scams. Regardless, the results of this study enable 

a call to action for future research to find strategies to help bilinguals and minority groups to 
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avoid scams and fraud. In November of 2023, the Federal Trade Commission (FTC) expanded its 

website to allow consumers to report fraud in both English and Spanish (2023). Additionally, the 

FTC has added the following languages to be able to report scams and fraud via telephone call: 

“Mandarin, Tagalog, Vietnamese, French, Arabic, Russian, Korean, Portuguese, and Polish” 

(2023). As the bilingual population continues to grow, the efforts to protect are imperative for 

the safety and well-being of the community.  

 The present study did not include objective language proficiency such as the Multilingual 

Naming Test or semantic and phonemic fluency tests. Instead, the study utilized a demographic 

questionnaire with self-reported measures of language. Future iterations of bilingual research 

should aim to include an objective measure of language and a more robust population size of 

bilingual participants. Studies examining language specifically should attempt to control for 

confounding variables, especially race and ethnicity. 

Trust as a Predictor for PEST Scores 

 The results do not support Hypothesis 2, which states that scores on the general trust 

portion of the Trust Inventory can be used to predict the overall performance on the PEST 

regarding the end-game score. As previously mentioned, a high end-game PEST score would 

refer to a maximalization of points through classification accuracy and confidence.  

 This outcome reflects previous research that found no significant relation between trust 

and fraud victimization (Judges et al., 2017). On the other hand, the results also contradict the 

findings of previous studies examining phishing suspiciousness. The study by Tornblad et al., 

specifically discovered that distrust may be a predictor to susceptibility (2021). Although these 

analyses focused primarily on dispositional trust and distrust. Conversely, the present study 

utilized general trust, which refers to belief in the trustworthiness of others and society in general 
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(Couch, Adams, & Jones, 1996). In agreeance with Judges et al., future research should examine 

trust and fraud victimization with trust measures relating to strangers and institutional trust 

instead of generalized trust (2017).  

 Future research should also examine trust differences between young adults and older 

adults regarding their scam susceptibility. Previous literature has shown that older adults have 

deficits in their ability to gauge the trustworthiness of others. A study by Castle et al., found that 

older adults rated faces normed for untrustworthiness significantly higher in trustworthiness than 

their young adult counterparts (2012). A study that examined phishing suspiciousness 

specifically found that personal experience of having been victimized by phishing in the past 

may provide protection, especially for older adults (Gavett et al., 2017). Utilizing a survey to 

inquire about previous victimization and comparing this to PEST end-game score may be 

incredibly interesting to examine in conjunction with potential age-related differences. 

Post-Hoc Analysis 

 The present study conducted post-hoc analyses on trust as a predictor variable utilizing 

the signal detection theory (SDT) approach (Green & Swets, 1966). The original signal detection 

theory was created to understand how individuals can distinguish signals among noise but has 

since then been adapted throughout several realms of psychology (Batailler et al., 2021). 

Ultimately, the SDT is meant to see how individuals can distinguish amongst stimuli. The 

present study examined response types for two separate analyses.  

 To analyze how language group, bilingual or monolingual, can affect email classification 

on the PEST, SDT was utilized. We analyzed the data in terms of frequencies of hits, false 

alarms, misses, and correct rejections to reveal if bilinguals had better discernment abilities than 

monolinguals. We found that bilinguals had marginally higher frequencies of correct rejections 
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and lower frequencies of false alarms. There was no statistical significance regarding language 

group differences in average frequencies of hits and misses. These results reveal that bilinguals 

and monolinguals preform similarly when encountering a scam email, but differently when 

encountering a safe email. Bilinguals preformed, with marginal significance, better on the PEST 

for correct rejection, meaning they were more successful in identifying a safe email than 

monolinguals.  

Our second analyses utilized SDT response types to examine trust as a predictor variable. 

By analyzing the results through this approach, we can detect, to what extent, general trust can 

predict how participants will incorrectly classify emails during the PEST. We analyzed these 

results for only two response types, false alarms and misses to best examine the instances of 

incorrect classifications. The participants individual decisions from the 40 PEST emails were 

organized into “safe” or “scam” from their four-point scale options of: “definitely suspicious, 

possibly suspicious, possibly safe, or definitely safe”. Additionally, the email classifications 

from the PEST were organized into “safe” or “scam”. This organization allowed the formation of 

Table 2, which organizes the PEST options into the classifications from the signal detection 

theory.  

 False alarms, in the case of the PEST, refers to when a participant’s input is “scam”, and 

the correct identification is “safe”. These instances reveal that a participant is overly doubtful of 

the trustworthiness of an email and marks it as suspicious, when it is safe. This regression 

analysis had marginal significance and found that low general trust can serve as a predictor for 

higher instances of false alarms. When an individual trusts less, they may exert overly suspicious 

behavior, which may lead to them being distrustful of stimuli regardless of it possibly exhibiting 

trustworthy cues.  
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 Our additional analyses also examined misses in the PEST. A miss is classified as an 

instance when the participant indicated that an email was “safe” when it was a “scam”. This form 

of classification indicates that the participant may be overly gullible and too trusting of possible 

scams. The regression analysis results showed statistical significance and found that high trust 

scores were associated with higher frequencies of misses. In this case, participants are trusting 

the emails more regardless of if they may exhibit cues that should warn them that the email is 

untrustworthy. This analysis features some interesting results and future studies can aim to 

include SDT response types to analyze how participants respond to the PEST.  

Conclusion 

 The present study aimed to examine the language and trust-behavior differences that 

could contribute to variations in email scam susceptibility. The results revealed that participants 

who self-reported to be bilingual performed with higher accuracy and classification confidence 

on the PEST than those who identified as monolinguals with a marginally significant effect. 

Additionally, it was found that trust does not serve as a predictor variable for this population on 

the PEST end-game score. Post-hoc analyses found that bilinguals and monolinguals performed 

similarly on hits and misses, but different on false alarms and correct rejections with marginal 

statistical significance. When comparing between language groups, bilinguals showed higher 

average frequencies of correct rejections meaning they were more successful in identifying safe 

emails. Post-hoc analyses found that general trust can serve as a predictor for instances of 

incorrect classification, which would be frequencies of false alarms or misses. The present study 

utilized a small sample of undergraduates. Future research should aim to isolate language and 

control for other confounding variables such as race and ethnicity to better understand how 

language affects decision making. Additionally, future research examining language and scam 
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susceptibility should expand to include objective measures of language as well as further 

analyses on the effect of L1 and L2 variations in trust decisions. Utilizing trust scales specific to 

stranger or institutional trust may best suitable for future studies on digital scams as many come 

from people the victim is unfamiliar with.  

 As the population of bilinguals and multicultural individuals is expected to increase 

(Houseman, 2023), research that places them in the spotlight is of utmost importance. The 

bilingual experience can affect decision making and trust behavior, therefore, viewing its 

potential protection in terms of new contexts can contribute to a better comprehension of the 

extent of language differences. Additionally, the PEST is relatively new and research that seeks 

to understand how groups perform on it can be useful. Examining these variations in addition to 

trust in relation to scams, can provide a well-rounded framework for preventative education and 

initiatives to protect consumers from the dangers of phishing. 
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