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PREFACE

The Institute for Simulation and Training (IST) is currently involved in research
aimed at investigating Open Systems Interconnection (OSI) network protocols
to provide network communication services for real-time Distributed Interactive
Simulation (DIS). As a part of this effort, IST has centered its research around
the study and dissection of a public domain implementation of some of the
protocols defined by ISO. This "quasi-OSI" software application is named the
ISO Development Environment (ISODE). This manual will describe how ISODE
was obtained, its organization (libraries, databases, etc.), installation
procedures, problems encountered, and available documentation. It is hoped
that this dochent will assist the novice with the ISODE installation as well as

provide the reader with insight about ISODE’s organization and operation.

Revision 1.0, January 3, 1991



1.0 OVERVIEW

The 1ISO Development Environment (ISODE) is a non-proprietary software
implementation of some of the protocols defined by the International
Organization for Standardization and International Electrotechnical Commission
(ISO/IEC), the International Telegraph and Telephone Consultative Committee

(CCITT), and the European Computer Manufacturer Association (ECMA).

ISODE can support several different types of network services below the
transport service access point (TSAP). One of these network services is the
Department of Defense (DoD) Transmission Control Protocol (TCP), as shown
in Figure 1.0-1. This implementation permits the development of higher level
protocols in a robust and mature internet environment, while allowing the
luxury of not having to recode anything when moving to a network where the
OSI Transport Protocol (TP) is used to provide the TSAP. However, this

-

software also operates over pure OSI lower levels of software.




TS-user TS-user

____________________________ TSAP interface
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TS-provider lg— — — — — — »| TS-provider
(client) [REC 1006] (server)
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Figure 1.0-1 OSI TRANSPORT SERVICES ON TOP OF THE TCP




1.1 ISODE ORGANIZATION

ISODE implements the upper layers of the ISO protocol stack on top of the
TCP, as shown in Figure 1.1-1. These protocols are implemented through a set
of libraries and databases written in the C programming language. The libraries
implement application protocols and layer services, while the databases contain
mappings of application entity information, object identifiers, service
descriptions, and network and presentation addresses. A brief description of

the libraries and databases follow, as well as a directory structure.



(ACSE) (ROSE)

APPLICATION

(RTSE)

PRESENTATION

TOOLS

TPO over
TCP and X.25

TP4 over
SunLink OSI

FIGURE 1.1-1 ELEMENTS OF ISODE 6.0




1.1.1 Libraries
Each library name follows the convention libxxxx where xxxx is the name of a
particular ISODE service or facility. For example, the library libacsap

implements the association control service (acs).

libacsap - implements the Association Control Service (ACS). The
Association Control Service Element (ACSE) is concerned with starting and
stopping the network for the application. That is, an application uses the ASCE
to establish a connection, or an association, between two users. The
association binds the two users, which are referred to as the initiator and
responder.

libdsap - implements the Directory Access Protocol (DAP) for OSI
applications wishing to look up information, or an interactive Directory user-
interface.

libftam - implements the filestore-independent parts of the International
Standard of the OSI file service, FTAM. Currently supported are: the no-
recovery FTAM Quality-of-Service (Q0S); the transfer and management service
classes; the kernal, read, write, access, limited file management, enhanced file
management, grouping, and fadu-locking functional units; and, the kernal,

~ storage, and security attribute groups.

libcompat - is used as an aid for porting ISODE from one system to
another.

libpepy - implements and manipulates presentation elements, from either
a presentation stream or a presentation list.

libpsap - implements presentation syntax abstractions for machine-
independent exchange of data structures. There are two objects which are
manipulated: Presentation Elements (PE), which representa particular, arbitrarily
complex, data structure; and, Presentation Streams (PS), which represent an
I/0O path of these data structures.

libpsap2 - implements the presentation service. This library supports
whatever session requirements the user wishes to employ, negotiates
presentation contexts on connection establishments, and utilizes abstract
transfer notations to transmit data structures in a machine-independent manner.

5




libpsap2-lpp - implements the lightweight presentation protocol for
TCP/IP-based internets.

libquipu - provides routines for managing the data returned by the
Directory User Agent (DUA) procedure calls.

librosap - implements the Remote Operations Service (ROS). Three
service disciplines are implemented: the basic service discipline is used for the
ECMA interpretation of ROS; the advanced service discipline implements the
CCITT X.400 interpretation of ROS; and, the complete service discipline is used
for the new ISO and CCITT MOTIS interpretation. Once an association is
established, the initiator requests the responder to perform remote operations.
The responder attempts these operations, returning either a result or error.

librosy - implements the run-time environment for applications using the
distributed applications paradigm.

librtsap - implements the Reliable Transfer Service (RTS). RTS provides
an application with an association for the reliable transfer of data.

libssap - implements the session service.

libtsap - contains a set of routines which implement the Transport
Services Access Point (TSAP).

1.1.2 Databases

Each database name starts with isoxxxx where xxxx relates to the type of
information contained in the database. For example, the database isobjects
contains information about object descriptors and object identifiers.
isoaliases - contains a simple mapping between user-friendly strings and
distinguished names. This database is used by the directory services element
when accessing the "higher performance"” nameservice.
isoentities - contains a simple mapping between application-entity

information and presentation addresses. This database is used by the stub-
directory service.




isomacros - contains a simple mapping between user-friendly strings and
network addresses. This database is used to resolve textual representations of
network addresses for use with the network.

isobjects - contains a simple mapping between object descriptors and
object identifiers.

isoservices - contains a simple mapping between textual descriptions of
services, service selectors, and local programs.

isotailor - contains a simple run-time configuration mechanism for
programs loaded with the -lisode library.

isodocuments - contains a simple mapping between textual descriptions
of FTAM document types and the various object identifiers which compose
each document type.

1.1.3 ISODE Directory Tree

The ISODE software system is distributed as a collection of files which are
organized into various directories. Each directory contains the files which are
related by a common purpose or function. Figure 1.1.3-1 shows the tree
structure for the ISODE directories. See Appendix A for a description of

directories by function or purpose.
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FIGURE 1.1.3-1 ISODE DIRECTORY TREE




1.2 SYSTEM ENVIRONMENTS FOR ISODE

1.2.1 Operating Systems Platforms

ISODE is written entirely in the C programming language and runs under the
following operating systems: Berkeley UNIX, 4.2BSD, 4.3BSD, or 4.4BSD;
AT&T UNIX, SVR2 or SVR3; AIX (IBM’s UNIX-based derivative of AT&T
System V); HP-UX (HP’s UNIX-like operating system); ROS, the Ridge operating
system; and, Pyramid OsX, a Pyramid computer running OsX. ISODE needs

either a K&R or ANSI C compiler. There is no support for C+ +.

ISODE has also been recently ported to a DEC/VMS environment. The ASN.1
compilers, pepy, posy and rosy, have been ported also to a variety of different

platforms, including a Macintosh. Information on these projects can be found

in Appendix B.

1.2.2 IST Configuration

Currently, IST is running ISODE on two SUN SPARC 1 workstations running
Berkeley UNIX and on two Motorola VME Development workstations running
AT&T System V UNIX. These computers are connected on the Ethernet
network in the Networking and Communications Technology Laboratory
(NCTL). The computers running ISODE are shown in Figure 1.2.2-1, which are

a part of the NCTL network that is shown in Figure 1.2.2-2.




Sun Sparc Workstation Sun Sparc Workstation =~ Motorola VME Workstation Motorola VME Workstation
(Falcon) (Ibis) (Condor) (Heron)
Network
ISODE6.0  |= "%  ISODE 6.0 ISODE 6.0 ISODE 6.0
BSD UNIX V4.3 BSD UNIX V4.3 AT&T UNIX S5R3 AT&T UNIX S5R3
e

0!

Ethernet

Figure 1.2.2-1 The IST ISODE Network




NCTL's Internal

Developmental Ethernet Realtime (SIMNET) Ethernet
HP PC
HP PC
HP PC
HP PC
HP PC
HP PC
HP PC
Sun SparcStation f---===-- B
To IST/VSL
Ethernet &
Sun SparcStation {Zté’é ’;gt
Motorola VME
System
Motorola VME
System
\4
Ethernet To SIMNET units

------------------- Serial ASCII

FIGURE 1.2.2-2
Networking and Communications Technology Laboratory

11




2.0 INSTALLATION PROCEDURES

A set of installation procedures are included with the ISODE and are located in
usrl/isode/isode-6.0/README. This file includes instructions to configure,
generate, and install ISODE. The following sections elaborate on those
instructions. However, the user is advised to review the README file along

with the installation procedures.

According to Marshall Rose, there are some common "Gotcha’s". These
include: C compiler/loader must handle names that are 1) longer than 32
characters, 2) non-uniquein first 32 characters, and 3) pre-process must handle
over 3000 defines (also see Section 3.0 Problems Encountered); need fork and
exec to do dynamic servers; need synchronous multiplexing (e.g., select); need

dynamic menory allocation (e.g., malloc); and, need make with 1) -f file

~ capability and 2) sh expr capability.

~
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2.1 CONFIGURATION

2.1.1 Software

The following sections describe the ISODE installation procedures on a UNIX-
based computer. UNIX commands such as cd, In, %, etc., will be used.
However, these commands should be replaced with the appropriate commands

for the actual operating environment being used.

The ISODE software is configured for a system by completing the following set

of steps in the indicated order.

Step 1: Go to the config/ directory

% cd config

Step 2: Select the Makefile and include-file skeleton which most
-~ closely matchs your system. The current choices are :

FILE CONFIGURATION
apollo Apollo
aux A/UX release 1.1
bsd42 generic 4.2BSD UNIX
bsd43 generic 4.3BSD UNIX
bsd43-rt RT/PC with 4.3BSD
bsd44 4.4BSD UNIX with OSI
hpux HP-UX
mips MIPS RISC/OS
0sX Olivette LSX 30xx
ros Ridge Operating Syetm
sunlink3 SunOs release 3 with SunLink OSI release 5.2
sunlink4 SunOs release 4 with SunLink OSI release 6.0
sunos3 SunOs release 3
13




sunos4 SunOs release 4

sys52-exos SVR2 UNIX with EXOS

sys52-rt RT/PC with AIX

sys52-sun SVR2 UNIX emulation on SunOs release 3
sys52-win SVR2 UNIX with WIN/TCP

sysb3 generic SVR3

ultrix Ultrix 3.1

The Makefile skeleton has the extension .make, whereas the include-file
skeleton has the extension .h.

Step 3: Copy the Makefile skeleton of your choice to system.make,
where "system" is the name of your system. Now edit this file to set the
following make variables:

VARIABLES DEFAULT SPECIFIES
BINDIR /usr/local/bin where to install user programs
ETCDIR /usr/etc/ where to install administrator files
INCDIR /usr/include/isode/ where to install include files
LIBDIR /usr/lib/ where to install object libraries
LINTDIR /usr/lib/lint/ where to install lint libraries
LOGDIR /usr/tmp/ where to install log files
LSOCKET libraries to link in (e.g., -lcci)

_ MANOPTS see util/inst-man.sh for detail
‘OPTIONS options to cc and lint(e.g., -1../h)
SBINDIR /usr/etc/ where to install administrator pgms

Note: For our application, IST has installed the ISODE under directory
usri.

Step 4: Type:
In system.make CONFIG.make

Both of these files are in the usr1/isode/isode-6.0/config/ directory. The
latter file is the one which the software uses to configure itself during
generation.

14




Step 5: Copy the include-file skeleton of your choice to system.h,
where "system" is the name of your system. Now add any additional
definitions you like (usually none). Consult the file config.OPTIONS for
a list.

Step 6: Now,

% In system.h ../h/config.h

The latter file is the one which the software uses to configure itself
during generation.

Step 7: Typically, sites run with the default databases used by the
OSI directory. These databases include: aliases, services, entities,
macros, and objects. To use the default databases, simply copy the
default local configuration file to the support/ directory:

% cp aliases.local ../support/

% cp services.local ../support/
% cp entities.local ../support/
% cp macros.local ../support/
% cp objects.local ../support/

If you have local modifications to make, either copy in your own file or
edit the existing file (ex: support/aliases.local) as appropriate.

There are a few differences between AT&T and Berkeley UNIX and also
some bugs found in version 6.0. It is advisable that you read Section
3.0 (Problems Encountered) before proceeding with the installation.

15




2.1.2 Hardware

There is no specific hardware configuration in which ISODE can be installed,
although there is a set of minimum requirements. A 4.5 Mb hard-disk is
required for the initial download of the compressed ISODE system, which
decompressed is 14Mb. After ISODE has been compiled and installed, it will
require 130 Mb of memory on a SUN Sparc Station with Berkeley UNIX or 275
Mb on a Motorola VME with AT&T UNIX. These minimum requirements are

shown in Figure 2.1.2-1.

16




Sun Sparc Workstations Motorola VME Workstations

ISODE 6.0 ISODE 6.0

(130 Mb of Disk (275 Mb of Disk
Space) Space)
Berkeley UNIX
V4.3 AT&T UNIX S5R3
(kernel: 1.5 MB) (kernel: 1.4 MB)

Figure 2.1.2-1 ISODE Minimum Requirements




2.2 COMPILATION
2.2.1 Generation
Once the ISODE has been configured for your system, it must be compiled.
The following commands are used to generate the ISODE code:
Step 1: Go to the usr1/isode/isode-6.0/ directory,
% cd usr1/isode/isode-6.0
Step 2: Now reset the date of the configuration files for the system.
This is done only once per source-tree.

% ./make once-only

Step 3: Generate the basic system,
% ./make

If you are using SunOs, do not use the make program supplied with the
SunPro package. Contrary to any claims, it is not compatible with the
standard make facility. Further, note that if you are running a version of
SunOs 4.0 prior to release 4.0.3, then you may need to use the make

- program found in /usr/old/, if the standard make you are using is the
SunPro make. In this case, you will need to put the old, standard make
in /usr/bin/, and you can keep the SunPro make in /usr/bin/.

If you are using SVR3, then you will probably have to type this command
before starting the compilation:

% ulimit 32768

The make command from the top-level directory will cause a complete
generation of the basic system. If all goes well, proceed with the
installation.

While compiling, some files may produce the messages:

warning: statement not reached or

18




type ObjectDescriptor: Warning: Can’t find file DSE.ph failed

This is normal. Also, when building a loader library, you may see several
ranlib: warning: ../libisode.a(aetdbm.o): no symbol table

messages. This is also normal. Messages like:

*¥*¥* Error code 1, or perhaps Exit

may also appear. Again, this is normal.

2.2.2 Compilation Time
For a Sun Sparc Station 1, the compilation time is about 45 minutes. For a
Motorola VME System with a MC68030 microprocessor, the compilation time

is about 3 hours.

2.2.3 Files Generated

"\The_following files and libraries are generated on the top-level of the source

tree:
FILES LIBRARIES
libacsap.a llib-lacsap
libcompat.a llib-lcompat
libdirent.a llib-ldirent
libisode.a llib-lisode
libpepy.a llib-lpsap
libpsap.a llib-lpsap2
libpsap2.a Ilib-lIrosap
librosap.a llib-lrosy
librosy.a llib-Irtsap
librtsap.a llib-lssap
libssap.a llib-ltsap
libtsap.a

19




Many other files and libraries are created within each of the basic system
subdirectories. The basic system is composed of the files in the following

subdirectories:

acsap psap2
compat rosap
dirent rosy
dsap rtsap

h ssap
imisc support
pepy tsap
psap

2.3 INSTALLATION

This phase requires the SuperUser capabilities to be executed.
Step 1: First, create the directories defined in the system.make file,
i.e., BINDIR, SBINDIR, ETCDIR, LOGDIR, INCDIR, LIBDIR and LINTDIR.
The mode of the LOGDIR directory should be 777, the mode of the other

directories should be 755.

Step 2: Then, from the usr1/isode/isode-6.0/ directory, type

% ./make inst-all

which will initiate the installation.

20




2.4

POST-INSTALLATION

After installation, there are two kinds of activities that occur: once-only

activities, which are performed the first time the software is installed; and

each-time activities, which are performed every time the software is installed.

The following once-time and each-time activities should be initiated after ISODE

has been installed:

Step 1: The tsap deamon, tsapd, is a process that runs in the
background of UNIX and handles all incoming connections for ISODE.
It is necessary for two machines in the network to be able to
communicate with each other using the ISODE connection services. The
first once-only activity is to verify that the tsapd deamon will run when
the machine goes multi-user. On Berkeley UNIX systems, add these lines
to the usr/etc/rc.local file:

if [ -f $(SBINDIR)tsapd ]; then
$(SBINDIR)tsapd & (echo -n * tsapd’) > /dev/console
fi

On other systems, a similar procedure is followed. For example, on
systems derived from AT&T UNIX, the file usr/etc/rc2 script might be
edited.

Step 2: The next once-only activity is to verify that systems with
a native usr1/etc/services file contain an entry for the tsap service (if you
have configured the ISODE to run over TCP). If not, add the line:

tsap 102/tcp
to the usr/etc/services file. If your system does not have such a file, the

software automatically compensates for this.

Step 3: Next, on Berkeley UNIX systems, add a line to the
/usr/lib/crontab file to invoke a shell-script that will re-cycle the log files.
Usually the line you add looks something like this:

21




04 * * * sudaemon < (SBINDIR)isologs

This means that the shell-script $(SBINDIR)isologs should be invoked at
4:00am each morning. On other systems, a similar procedure is
followed. For example, on systems derived from AT&T UNIX, the file
/usr/spool/cron/crontabs/rootmight be edited followed by the command

% crontab root

Step 4: The last once-time activity is the installation of manual
pages. If you are installing the manual pages into a non-standard area,
then set the environment variables $MANDIR accordingly, e.g.,

# sentenv MANDIR /usr/local/man

Step 5: The each-time activity is to kill and restart the tsapd daemon
in order to reinitialize correctly. To start the deamon from the CShell, the
command might be:

# $(SBINDIR)tsapd > & /dev/null

The deamon will automatically detach. If you do not redirect the
deamon’s standard-error, then it will not detach. Instead, the deamon

will print messages as to what actions it is taking.

. That's about it. This will install everything.

Step 6: To clean-up the source tree, use:

% ./make clean

Note: If you are planning to generate or install FTAM, VT, or QUIPU, do
not clean-up the source tree until after you have finished installing these.

Each time an initiator or a responder program is compiled, it needs to be
installed into its proper subdirectory ($(SBINDIR)/local/bin or $(SBINDIR)/etc
respectively), otherwise the system will not be able to execute it (see step 3
of section 2.1.1 for SBINDIR definition).
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There are additional programs in the isode/isode-6.0/others/ directory. These
programs are not an integral part of the system and they assume that the
ISODE has been installed. Two of these demo programs are described in
Section 4.0 (Sample Programs).

2.5 INSTALLATION TEST

Before proceeding with the installation test, be sure to read Sections 2.1 thru
2.4 for configuration and installation procedures. The isode-test program is
located in directory usr1/isode/isode-6.0/. The program is initiated by typing
isode-test while in the /isode-6.0 directory. By default, two services are
installed. The first service uses program imisc to support utilities such as time,
finger, who, ping, and so forth. The second service uses program isoc to test
the installation of the ISODE. The script isode-test uses isoc to verify the

proper connection of the system. A copy of the isode-test program and its

output can found in Appendix C.
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3.0 PROBLEMS ENCOUNTERED

3.1 Differences in UNIX

One problem was identified when compiling the ISODE on machines running
System V UNIX. Many of the files in the basic system do not include the
header file internet.h (UNIX standard library), therefore during compilation errors
resulted. The solution was to add the line #include internet.h to those files.

A list of those files is located in Appendix D.

Another problem with implementing ISODE on System V UNIX is the maximum
length allowed for file names. System V UNIX limits names to 14 characters.
During the ASN.1 compilation, files with names longer than 14 characters are
truncated, causing duplicate file names. The solution was to shorten the
names of the files before compiling them.

3.2-- Deamons

The /dev/null is a special directory where all the message dumps directed to it
are discarded without comment. The output of the tsapd deamon should be
directed to /dev/null when it is run manually, this way the output will not be
displayed on the screen. If it is desired that the output be displayed on the
screen, then the deamon should be killed before leaving the terminal where the
deamon was initiated. This allows the next user the option of redirecting the

output.
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3.3 Bugs/Questions

Several bugs have been found in version 6.0 of ISODE. These bugs were made
apparent by other users of ISODE through the ISODE mail reflector (see Section
5.2 for reporting ISODE bugs). Problems and questions with the code can be

found in Appendix D.
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4.0 SAMPLE PROGRAMS

Several demo programs are included with the ISODE software. These programs
are not an integral part of the system and they assume that the ISODE has
been installed. The following sections describe two of the available demo
programs. These programs emphasize reliable transfer and remote operations.

The demo programs are located in the usr1/isode/isode-6.0/others directory

and are listed in Table 4.0-1.

ISODE DIRECTORY

DESCRIPTION OF DEMO PROGRAM

callback/ The ISODE callback demo

idist/ The ISODE idist utility

image/ The ISODE image utility

listen/ The ISODE listen demo

lookup/ The ISODE password lookup demo
max/ Directory browser (X-based)

mosy/ Managed object syntax-compiler (yacc-based)
osilookup/ ISODE/SunLink OSI conversion
pingpong/ Asynchronous connection establishment
quipu/ Utility directory for QUIPU directory
rdbm/ The ISODE remote DBM demo

rtf/ RT-file transfer utility

tsbridge/ The ISODE TS bridge

tpObridge/ The ISODE TCP/X.25 TPO bridge

Table 4.0-1 ISODE Demo Programs
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4.1 RTF
The Reliable Transfer File (RTF) program utilizes the Reliable Transfer service

implemented in ISODE to perform bulk data transfer from one host to another.

4.1.1 Description

The RTF program is invoked by typing rtf <host> <get/put> <source>
<destination>, with the user supplying the full path to the source and
destination file. This transfer process is accomplished through an initiator,
which sends/receives a file to/from the remote host using the put/get
commands, and a responder, which requests and checks the initiator’s

password to ensure proper access to the remote host.

The initiator performs four operations: association establishment, operation

invocation, association release, and error handling. During association

éstablishment, the application-entity information and presentation address for
the desired service are computed, along with the application context and
default presentation context information for the service. If the initiator is to
send (or put) a file, the source file is opened and the tsap deamon is contacted
using the RtBeginRequest routine. If the initiator is to receive (or get) a file, the
tsap deamon will be contacted immediately to invoke the responder. If an
association is established with the responder, and the initiator is sending a file,

the transfer (or operation) is initialized using the RtSetDownTrans routine. The
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RtTransferRequest routine is then called to request the reliable transfer of a
data structure. When the transfer is complete, the association is released using

RtEndRequest.

If the initiator is to receive the file from the remote host, the operation is
initialized by the RtSetUpTrans routine. The initiator will then wait for a
transmission from the responder with the RtWaitRequest routine. At this point,
transmission occurs by managing the turn (or token) between the initiator and
responder. The user with the token is permitted to send data to the other user.
Two routines are used to synchronize this communication; RtGTurnRequest is
used to pass the token to the responder and RtPTurnRequest is used to ask for
the token from the responder. When transmission is complete, the

association is released using the RtEndRequest routine.

Any time an error is encountered, an adios or advise routine will report the error

and terminate if appropriate.

The responder is responsible for three functions: association management,
operation response, and error handling. The first action performed by the
responder is to set up the association using the RtBInit routine. On a
successful call, the responder should either accept or reject the association.

This is accomplished using the RtBeginResponse routine. If the association is
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rejected, the association is released and the program terminates, otherwise
association establishment is completed. If the responderis sending the file, the
source file is opened and the transmission is initialized by the RtSetDownTrans.
When the user has the token, it can use the RtTransferRequest routine to
request the reliable transfer of a data structure. If the responder is receiving
the file from the initiator, the transmission is initialized by the RtSetUpTrans
routine. The responder waits for an event (usually incoming data) to occur with
RtWaitRequest. Transmission occurs by managing the turn (or token) between
the initiator and responder. When the transfer is complete, the association is

released by the RtEndResponse routine.

Again, error handling is accomplished by the adios and advise routines. These

functions report errors and terminate if appropriate.

4.1...2 RTF Flow Diagram

The flow diagram for the RTF program can be found in Figure 4.1.2-1.
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4.2 LOOKUP

The Lookup program makes use of the remote operations services implemented
in ISODE. This program requests password information, UserName or UserID,
from remote nodes. If the password information is located in the remote
node’s password file, it is returned to the initiating node and displayed on the

screen. If it is not found, an error message is returned and displayed.

4.2.1 Description

The Lookup program can be invoked several ways: by typing Lookup, which
will put the user in an interactive loop allowing the lookup of more than one
password; by typing LookupUser username, which allows the user to access
password information for one username; or by typing LookupUID userid, which

allows the user to access password information for one userid. If the user

~ initiates the program with Lookup, the operations help and quit are also

available. This lookup process is accomplished through an interactive initiator,
which manages the association and invokes the operations required, and a

static responder, which performs the operation.

The initiator performs four operations: association establishment, operation
invocation, association release, and error handling. During association
establishment, the application-entity information and presentation address for

the desired service are computed, along with the application context and

317




default presentation context information for the service. Also, a session
reference identifier is chosen. This is done in the ryinitiator routine using the
ISODE AcAssocRequest routine. At this time, the tsap deamon is contacted
to invoke the responder. If an association is established with the responder,
the underlying service to be used for the remote operation (the presentation

service) is set using routine RoSetService.

At this time, either the interactive loop is entered or the lookup operation is
invoked. If the interactive loop is entered, a line is read from the input and a
search is performed to determine which lookup operation is requested. The
invocation is performed through a synchronous interface implemented in routine
RyStub. The operation will return one of three results: error, done, or the result

of the lookup operation. The result of the operation (password or error) is

displayed on the screen, and the association is released. If the user has chosen

the interactive loop, another username or userid can now be entered. The

association will be released when the operation invoked is quit.

Any time an error is encountered, an adios or advise routine will report the error

and terminate if appropriate.

The responder is responsible for three functions: association management,

operation response, and error handling. Association management is




implemented in the routine ryresponder. After initializing the invoked program,
each lookup operation (i.e., LookupUser, LookupUserID, Help, and Quit) is
registered with the ISODE RyDis<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>