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TACTICAL ELECTRONICS SIMULATION TEST SYSTEM
FINAL REPORT

ABSTRACT

This report addresses the preliminary findings of the Tactical
Electronics Simulation Test System (TESTS) Phase I effort:
Requirements Analysis and Feasibility Assessment. This first
phase involved: (1) a determination of the requirements for an
advanced IFF simulation environment; (2) determination of
existing facilities and resources which are applicable and
available to subsequent project phases, (3) assessment of
technical issues and concerns to minimize risk; (4) and
development of a technical approach and conceptual design for an
advanced IFF system and environment simulation leading to TESTS.

Emerging IFF systems incorporate a number of operational modes
and must function in a wide variety of tactical and environmental
conditions. The MK XV IFF requirements specify almost a dozen
functional modes, embedded MK XII modes 1 - 4 and C, multiple MK
XV time dependent formats and subformats, Mode S and Radar Mode;
a large number of environmental conditions, including ECM
(benign, jamming), spoofing, weather/atmospheric, ground (over
water, over land, near land), density, and platform variations;
and a variety of operational conditions, including altitude
configurations (High IR - High XP, Low IR - High XP, High IR -
Low XP). Combination of these factors means that potentially,
there are several hundred test cases to be considered.
Simulation provides a cost effective and efficient way to subject
the system to a large set of test conditions with accurately
measured results. In addition to cost and efficiency
considerations, some tactical conditions requisite to testing the
system without simulation can be unsafe, impractical or impact
security considerations.

A seven month extensive survey was conducted as part of the TESTS
feasibility assessment to gather the data required to determine
the feasibility of the TESTS concept, determine areas of research
required to support the development and develop an initial design
concept for TESTS. The survey included site visits to various
government facilities, briefings on various IFF issues and review
of an extensive collection of literature.

An analysis of the MK XV Test and Evaluation Master Plan (TEMP)
was conducted to identify the performance requirements of TESTS.
The analysis was based upon a review of the MK XV TEMP, the Navy
inputs to the TEMP and briefing presented in September 1990 by
NAVAIRTESTCEN personnel on IFF testing. The DRAFT U.S. Navy
Input to the MK XV Identification Friend or Foe Combined Test
Force Test Plan document, August 28, 1990, provided detailed
insight on how TESTS might be applied during developmental test

and evaluation. It provided details on the projected setup of
test scenarios and conditions, and the interaction between
various TEMP objectives. The focus of this analysis was five

primary simulation TEMP objectives; Probability of Correct 1D,
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Anti-Jam, Interrogation Volume/System Capacity, Code Validation
and Split Targets.

It appears technically feasible for TESTS to meet all five
primary simulation TEMP objectives. System capacity and
interrogation volume drive the TESTS design because of the number
of platforms required. The TESTS recommended conceptual design
provides a feasible approach to achieve these requirements in an
effective manner. While it is not possible to achieve 100%
fidelity, i.e., absolute emulation of the real world, in the
TESTS design, it appears that all primary simulation TEMP
objectives for TESTS can be achieved with high levels of
fidelity. In addition, TESTS should be able to augment test and
evaluation of a broad range of additional TEMP objectives.

Four basic approaches to implementing TESTS were examined. Based
on this examination, an approach utilizing the Message Level
Interface coupled with the modular channel effects hardware

devices is the recommended TESTS approach. This approach
provides an effective mixture of hardware and software
implementation. Most importantly, the software computational

requirements for MK XV data generation for large numbers of
targets can be accommodated by generating data at a message level
rather than the pulse level. The TESTS software is used to
generate multiple transponder or interrogator signals via time
division multiplexing, under control of the TESTS host computer.
A number of separate signal generators may be easily added to
increase the Reply rate or Interrogation rate capacity of the
TESTS system. Programmable gain, phase, time delay and frequency
distortion hardware devices will be used in a modular fashion to
introduce channel effects in the generated signals. This
separates the hardware functions, and allows for easier
specification, design, testing and calibration of the equipment.
It also provides for a more cost effective growth path to achieve
the final TESTS capacity requirements, and it allows for greater
flexibility in utilization of TESTS equipment.

In order to provide a low risk, high confidence, and cost
effective approach to the design, purchase, fabrication, and
integration of the hardware and software components of the TESTS
system, an evolving Prototype Build Plan will be adopted. The
plan utilizes a number of incremental builds which provide
increasing capability and diversity in the number of platforms
and signals to- be.generated,. and simultaneously, increasing
fidelity in the environmental and channel propagation effects to
be simulated by TESTS. This evolutionary approach will allow
early closed loop testing and validation of the TESTS system with
existing IFF systems such as the MK XII, and provide a low risk
transition to more advanced IFF systems utilizing spread spectrum

signals.

The Navy’s active support and cooperation ensured that the

feasibility assessment was both comprehensive and thorough. The

TESTS project team was permitted to study all relevant

documentation and visit all pertinent facilities. Seemingly
viii




insurmountable technical obstacles diminished in difficulty as
the team’s knowledge increased. The conceptual design approach
optimizes the TESTS to achieve identified TEMP objectives for an
advanced IFF system utilizing a spread spectrum format. TESTS
represents a significant, yet practical, advancement in the
state-of-the-art simulation environment. A systematic research
and development effort to determine parameter values for the
channel effects and platform factors, e.g., antenna patterns, is
required to realize the potential of the TESTS conceptual design.
The essential conclusion is that TESTS will enable the Navy to
address the five primary TEMP objectives identified for
simulation and achieve accurate test results with high levels of
confidence. In addition, TESTS should greatly improve the
statistical confidence and accomplishment of a number of

additional TEMP objectives.
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1.0 INTRODUCTION

This report summarizes the findings of the Phase I effort:
Requirements Analysis and Feasibility Assessment. The Tactical
Electronics Simulation Test System (TESTS) project was envisioned
from the outset to be a multi-phased effort wherein both
technical and cost risk would be diminished during each
successive phase. The first phase involved:

Is a determination of the requirements for an advanced
Identification Friend or Foe (IFF) simulation
environment,

24 a determination of existing facilities and resources

which are applicable and available to subsequent
project phases,

3. an assessment of technical issues and concerns to
minimize risk, and

4. the development of a technical approach and conceptual
design for advanced IFF system and environment
simulation leading to TESTS.

The contract awarded to the University of Central Florida,
Institute for Simulation and Training (IST) by the Naval Training
Systems Center (NAVTRASYSCEN), Orlando, Florida was initiated on
August 14, 1990. The Institute for Simulation and Training
together with the Electrical Engineering (EE) Department are
sufficiently confident in the feasibility of the required
simulation and in the ultimate value to the U.S. Navy of
acquiring such a simulation test tool that the discussion
contained in this report will go beyond discussing technical
feasibility issues and will also address a recommended technical
approach which will lead to the cost effective development of the
Tactical Electronics Simulation Test System (TESTS).

IST, a research organization dedicated to the advancement of
simulation science and technology, has long been aware of the
great value that simulation holds in the Test and Evaluation
(T&E) of emerging systems. The Department of Defense has been
particularly interested in the expanding role of simulation for T
& E purposes. Major weapons systems, and their associated
tactical electronics subsystems, have advanced technologically to
the point where, if simulation science is not used, full and

"accurate test and evaluation cannot be conducted. Without full

and accurate T & E activities in both the developmental and
operational test phases, little confidence can be held in the
predicted performance of either the major weapons system itself
or its installed electronic subsystems.

This introductory section seeks to provide both a contractual and
programmatic overview of TESTS prior to the technical discussion
based on survey findings, requirements analysis, and feasibility
assessment. The objectives of the initial phase of the project
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as documented in the finding of this report were:

1. to determine existing baseline capabilities at
NAVTRASYSCEN and Naval Air Test Center (NAVAIRTESTCEN)
applicable to the development of a tactical electronics
simulation/stimulation model,

2. to determine the requirements and constraints for the
development of a tactical electronics simulation/
stimulation model,

3. to assess simulation technical risk issues,

4. to develop a conceptual design for a prototype model
applicable to the IFF,

5. to conduct a feasibility assessment to ascertain that a
MK XV IFF TESTS can be developed, that it can achieve
test objectives, and that it represents a cost-
effective solution and,

6. to develop a research plan for development of a
prototype model.

1.1 PROBLEM

Emerging IFF systems incorporate a number of operational modes
and must function in a wide variety of tactical and environmental
conditions. The MK XV IFF requirements specify almost a dozen
functional modes, embedded MK XII modes 1 - 4 and C, multiple MK
XV time dependent formats and subformats, Mode S and Radar Mode
Front End; a large number of environmental conditions, including
ECM (benign, jamming), spoofing, weather/atmospheric, ground
(over water, over land, near land), density, and platform
variations; and a variety of operational conditions, including
altitude configurations (High IR - High XP, Low IR - High XP,
High IR -Low XP). The combination of these factors means that,
potentially, there are several hundred test cases to be
considered. Simulation provides a cost effective and efficient
way to subject the system to a large set of test conditions with
accurately measured results. In addition to cost and efficiency
considerations, some tactical conditions requisite to testing the
system without simulation can be unsafe or impractical because of
degree of difficulty or security considerations.

When IST became aware of the MK XV IFF program, it became evident
that it might represent an ideal candidate system for application
of simulation technology in the T & E phases. Initial
discussions with NAVAIRTESTCEN revealed that the U.S. Navy held
similar opinions, but were concerned that such a simulation may
not be feasible or once developed, lack credibility for the
testing purposes required. IST requested a copy of the MK XV IFF
Test and Evaluation Master Plan (TEMP). Of the 32 identified
test objectives in the plan, it was evident that five critical
objectives could not be achieved except through testing with

1~2




simulation and that a large number of others could be tested with
more confidence if a simulation test tool were developed. The
practical goal of the T & E simulation thus defined,
NAVAIRTESTCEN solicited comment from various key agencies to
determine what technical obstacles and issues could hinder or
prevent the cost effective development of the simulation test
tool, now called TESTS. Comments by these key agencies were then
consolidated into a listing of technical issues and concerns.
These became the basis for the Phase I TESTS effort as reflected
in both the contract and workplan.

With the cancellation of the MK XV the specific requirements for
TESTS are currently less defined. However, the need for TESTS
still exists, and may be more important than before. The Next
Generation IFF (NGIFF) project is designed to replace the MK XV
project. This project will build upon extensive lessons learned
during the MK XV project and the Gulf War. While the design
requirements of the NGIFF have yet to be developed, this project
is expected to have a number of the technical issues encountered
in the MK XV project. The developmental test and evaluation
objectives are expected to be the same, though specific parameter
levels may vary. Hence, the same requirements that identified a
need for TESTS still exist in the NGIFF. TESTS could have more
utility to the NGIFF, since it will be developed in concert with
and earlier in the development process for NGIFF. Given its
development as an integral part of NGIFF, TESTS, and tools
developed as part of TESTS, could be used to evaluate design
tradeoffs and assist in the development of the NGIFF
specification. Futhermore, by considering TESTS early in the
NGIFF project, the T&E activities for the NGIFF project should be
facilitated because T&E requirements and provisions can be
integrated into the NGIFF design.

One final important observation must be made. From the
initiation of the TESTS project, an appreciation of three
critical factors have been interwoven into every aspect of the
approach used by the TESTS project team:

Affordability - TESTS has to be cost-effective. A design-
to-cost approach has been the project team’s objective from
the outset.

Versatility - TESTS must serve the Navy’s needs regardless
of whether.the final prime system were a MK XV or a MK XII
enhanced IFF or any variation which might occur downstream.
It must also make the best possible use of existing
facilities, simulation tools, and equipment.

Risk Reduction - Each successive project phase must reduce
both technical and programmatic risk. An answer which
solves one small piece of the problem without advancing the
overall solution is never acceptable. No element of this
project can be characterized as more than moderate risk and
most of the technical issues have been reduced to low risk

elements.

1#3
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2.0 STUDY APPROACH

A seven month extensive survey was conducted as part of the TESTS
feasibility assessment to gather the data required to determine
the feasibility of the TESTS concept, determine areas of research
required to support the development, and develop an initial
design concept for TESTS. The survey included site visits to
various government facilities, briefings on various IFF issues
and review of an extensive collection of literature. The data
collected and analysis of that data is reflected in the findings
of this final report.

A total of ten site visits were conducted by various IST and EE
technical personnel. The primary focus of the site visits
focused on the facilities at NAVAIRTESTCEN. Four site visits
were made to NAVAIRTESTCEN. During these wvisits initial and
follow up discussions were conducted at each of the ACETEF
laboratories, the IFF data center, and the Chesapeake Range
Facility, among others. These visits provided the information
required to assess current hardware and software capabilities at
NAVAIRTESTCEN related to TESTS, future plans and resources,
current practices and procedures, and points of contact that will
be needed throughout the project. 1In addition to the visits to
NAVAIRTESTCEN, additional site visits were made to NAVTRASYSCEN,
Naval Electronics Systems Evaluation Agency (NESEA), Naval
Research Laboratories (NRL), Kirtland AFB, and Bendix. These
additional visits were conducted to gather information, clarify
various technical issues and determine existing capabilities and
resources which might be applicable to the accomplishment of the
TESTS project objectives.

In addition to the information accumulated during the visits to
various government and contractor facilities, six to eight
additional briefings related to TESTS were conducted at IST by
government representatives. In conjunction with the government
briefings and site visits, over 90 technical documents totaling
almost 3000 pages were reviewed regarding the MK XV, MK XII,
Simulated Warfare Environment Generator (SWEG), Air Combat Test
and Evaluation Facility (ACETEF) laboratories, etc. Based on the
data gathered from these various sources, the UCF TESTS team was
able to develop a thorough understanding of the operation of IFF
systems, the requirements for TESTS, and potential approaches for
the development and implementation of TESTS.

During the Phase I study, various supporting tools and/or
implementation equipments were discovered that can be used to

significantly reduce the time and money expenditure to produce a
simulation tool. Among these items are:

1. software configuration management system,

2, various software packages for use in analysis of
channel effects,

5 Bendix MK XV modified ADM test equipment (residual of
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AF MK XV Program),
4. Object oriented ADA packages, and

8 RF signal generation equipment, multichannel, for
threat simulation (CAL CORP.).

2.1 SUMMARY OF MAJOR SURVEY FINDINGS

Existing capabilities within ACETEF and other laboratories at
NAVAIRTESTCEN reduce the development requirements for TESTS.
While simple models will need to be developed or procured to
support TESTS validation and testing of the design, TESTS will be
designed to make use of existing resources to the maximum extent
possible. ACETEF provides initial capabilities for required ECM
environments, scenario control, data capture and other facets as
described above. Some capabilities, such as ECM do not currently
include the necessary advanced jamming capabilities. However,
these capabilities are planned and will be available by the
completion of the TESTS implementation.

The computer and network hardware environments are predominantly
VAX and SUN based and use industry standard interfaces/bus
architectures. These computer environments provide a relatively
standard and open architecture. This will simplify the
integration of TESTS into ACETEF and should not impose any
significant cost burden to the program. The use of SUN computers
offers the opportunity to implement TESTS using a distributed or
federated approach. High-speed, low cost coprocessors are
available for this environment which permit a very cost effective
computer environment for TESTS. This environment is easily
expandable to accommodate increased or unexpected processing
requirements and future growth. Hence, we do not perceive that
the implementation of TESTS within NAVAIRTESTCEN facilities

imposes any technical risk.

One area which TESTS must address 1is signal generation

capabilities for spread spectrum type signals. Current
facilities at NAVAIRTESTCEN cannot adequately support this
requirement. Several viable methods for developing this

capability within TESTS are being studied. Cost and schedule
will probably be the criteria used to determine the most
effective approach. Jammer capabilities within EWISTL and EMEGS

can be easily interfaced to TESTS.

The area of greatest concern is SWEG. This is the required
interface for TESTS and the primary source of simulation control.
The Navy version of SWEG is still in development and the final
level of capability is still undetermined. SWEG is derived from
a battlefield simulation called SUPPRESSOR which is approximately
ten years old. The ability to upgrade or modify any software
package that old represents a degree of technical risk. Short
cuts also tend to be adopted in updating software which might
compromise performance if not fully tested. For example,
SUPPRESSOR utilized metric conventions for all units, i.e.,
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meters rather than feet. Selected parts of SWEG have been
modified to use english units, i.e., feet. This is necessary
since most of the Navy’s measurements are in feet. However, an
examination of the SWEG source code indicates that not all units
have been changed, only those directly related to certain input
parameters. Hence, there is a mixture of measurement units in
the current version of SWEG. Conversion between units within
SWEG could introduce an unknown degree of error simply because of
round off errors. There will also be a need to supplement SWEG
with a TESTS specific data base. SWEG appears to have the basic
capability to support TESTS and provides as much fidelity as any
available scenario simulation package. However, until SWEG is
fully upgraded and validated within ACETEF, it represents a
potential impact on TESTS.

2.2 SUMMARY OF TEMP OBJECTIVE ANALYSIS

Analysis of the MK XV Test and Evaluation Master Plan (TEMP)
objectives was conducted to identify the performance requirements
of TESTS. The analysis was based upon a review of the MK XV
TEMP, Navy inputs to the MK XV Combined Test Force, and a
briefing on IFF test procedures by NAVAIRTESTCEN presented in
September 1990. The DRAFT U.S. Navy Input to the MK XV
Identification Friend or Foe Combined Test Force Test Plan
document, August 28, 1990, provided detailed insight on the
manner in which TESTS might be applied during developmental test
and evaluation.

The focus of this analysis was five primary simulation TEMP
objectives identified for TESTS by the Navy. These primary TEMP
objectives for TESTS include:

probability of correct ID,

anti-jam,

system capacity/interrogation volume,
code validation, and

split targets.

The goal of TESTS is to maximize the ability to meet these five
objectives. These five objectives were identified as requiring
simulation to adequately test due to cost, the high number of
simultaneous aircraft required, repeatability concerns, safety,
and OPSEC.

Not all of the thirty-two MK XV TEMP objectives are relevant to
the TESTS project, e.g. Logistics Supportability and Safety.
However, while not a specific requirement, TESTS should also
provide the capability to assist in the evaluation of a number of
other TEMP objectives, hereafter called secondary TEMP
objectives. This may provide secondary cost benefits through
reduction of flight test hours, or provide additional data to
enhance the test and evaluation findings. Flight tests can only
sample a small subset of data points from the possible
combinations of all parameters. A simulation/stimulation test
tool can supplement flight test data by providing a high density
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environment for all objectives as necessary, large data samples
and a much richer combination of test conditions covering
altitude <configqurations, modes and formats, physical
environments, ECM conditions, PRFs and scan rates and
Reply/Interrogator densities. Secondary TEMP objectives which
might benefit from TESTS include:

maximum range,

minimum range,

range resolution,

range accuracy,

azimuth resolution,

azimuth accuracy,

FRUIT rate,

diversity performance,

multipath performance,

anti-spoof,

crypto,

interoperability & compatibility, and
electronics counter measures (ECM).

An analysis of the applicability of TESTS to the relevant subset
of TEMP objectives was conducted. Of the five primary TEMP
objectives that TESTS was formulated to address, it appears that
all can be technically met. System capacity/interrogation volume
drive the TESTS design because of the number of platforms
required. The TESTS conceptual design addressed in later
sections provides a feasible approach to achieve these
requirements in an effective manner. The ability to meet the
anti-jam objective will require additional capability in a stand
alone configuration, however, off-the-shelf systems are available
which provide that capability. The accomplishment of the anti-
jam objective in a stand alone configuration is therefore a cost
decision. While it is not possible to achieve 100% fidelity,
i.e., perfect emulation of the real world and all its variations,
in the TESTS design, it appears that all primary TEMP objectives
for TESTS can be achieved with high levels of fidelity. The
scheme for introducing propagation effects proposed for TESTS
will require a systematic direct research to determine
appropriate parameters and levels of fidelity, however, it
appears technically feasible and within cost boundaries.

The key is selective levels of fidelity. Selective fidelity
emphasizes choosing the lowest level of fidelity which provides
realistic test conditions and appropriate system performance
impact. Different levels of fidelity may be selected for every
factor in the design, i.e., high levels of fidelity are chosen
for critical factors and lower levels of fidelity are chosen for
those factors which impose little impact on system performance.
For example, consider the number of multipaths. In the real
world there may be N multipaths, but it may not be necessary to
simulate all possible multipaths to have a realistic system. The
objective is to include the minimum number of multipaths which
subject the system to a realistic degrading impact of multipath.
For the MK XV the maximum number of multipaths that could impact
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the system is bounded by the COMSEC and TRANSEC characteristics
and the db cutoffs of the system. Only when the multipath signal
falls within the correct interval or is of sufficient intensity
will it be accepted. Other multipath signals are irrelevant to
the simulation. However, within the pool of acceptable multipath
signals, not all have the same degree of impact. From a
simplified view, the potential impact of each successive
multipath becomes less because of reductions in gain, etc. If
the system can reject the first few strong multipath signals, it
should be able to reject all subsequent multipath signals.
Hence, to test the resistance to multipath effects, it is only
necessary to subject the system under test to those which have
the greatest probability of impacting system performance. As a
result, a simulation approach to multipath requires a minimum of
one multipath to provide the basic impact of the variable. This
provides the largest increment of the potential impact on system
performance. The maximum number of additional multipath signals
required is determined by examining the asymptotic trends of the
signal characteristics. The recommended TESTS approach splits
the generated signal/message into a primary signal and multipath
signal(s) which are modified by channel effects. The operation
of the hardware/software channel for both types of signal is the
same. This common configuration permits the number of multipath
signals to trade off with the number of platforms, i.e., as the
number of platforms increases the available number of multipaths
per platform decreases. The minimum acceptable configuration
provides for one multipath signal per platform at the maximum
number of platforms in the systems specification. One of the
supporting research tasks for TESTS is to determine whether more
than one multipath signal per platform must be included in the
baseline configuration. The recommended design permits this
baseline capability to be easily expanded, though the cost of
expansion increases exponentially.

In addition to the primary TEMP objectives associated with TESTS,
TESTS should be able to augment test and evaluation of a broad
range of secondary TEMP objectives. The basic capability
required for these secondary objectives are a subset of the
parameters which must be included in TESTS to achieve acceptable
levels of fidelity on the primary TESTS TEMP objectives.

2.3 TECHNICAL ISSUES

During this assessment, extensive interchanges were conducted
with NAVAIRTESTCEN technical representatives in order to maximize
the outcomes of the activity. The EE Department took the lead in
examining technical risk issues regarding signal processing
requirements for TESTS and the potential for modeling various
propagation effects. These analyses are required to maximize the
fidelity of TESTS and enhance the eventual validation and
verification of the models incorporated in TESTS. IST took the
lead in the development of the TESTS conceptual design and the
procedures that will be followed during TESTS development and
implementation. A joint effort between the two groups was
pursued in the analysis of signal simulations approaches and the
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development of signal generation concepts.

Ten specific technical risk issues were identified for the
feasibility assessment. Each of these issues is addressed below.
References to supporting discussions in other sections of the
report are indicated in each response as appropriate.

2.3.1 MK XV Time Dependent Formats

A communication system consists of a transmitter and receiver;
one means of mechanization of Time Dependent Formats (TDF) in a
cooperating communication system requires that the transmitter
and receiver parameters will vary in time and be synchronized.

Typical transmitter and receiver models were formulated using a
time dependent PN sequence as a method to modulate a signal wave
form. The modulation generates signals in time as a function of
both the time varying message data and the time dependent
modulation control signal. The time dependent control signal is
generated through the interpretation of time dependent code
sequences which are, in turn, generated from a time dependent
code generator.

The simulator computer can synthesize a fixed field of PN
sequences and transmit it to the System Under Test (SUT), as well
as other friendly emitters, while synchronizing all sequences to
the simulator time reference. The spreading or despreading
process is therefore controlled by masking (in real-time) the
coefficients of the primitive polynomial with the PN sequence to
yield the appropriate modulation for the process as a function of
time. This method of simulator implementation would provide
early testing of SUTs without the necessity of using the KI-15
equipment.

2.3.2 Rapidly Changing Masking Functions

Masking functions are used in the signal processing scenario of
the Mark XV IFF System. It is usually implemented by merging two
binary fields (using basic instruction set commands); it
minimizes computer computation time requirements.

The spreading sequence of a spread spectrum waveform is
particularized by taking the complement of an "EXCLUSIVE OR"
command, bit by- bit across the_ field of PN control sequences and
the field of coefficients of the primitive polynomials for each
change in time.

Time dependent masking will be implemented in the simulator tool
and specifically in the waveform generation subsystem. The use
of the Bendix waveform generation equipment for the
implementation of the simulator tool also would use masking
techniques (already implemented) for conditioning the waveform
through all of the IFF MODES of operation.
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2.3.3 COMSEC Validity Interval

The COMSEC validity interval changes at a rapid rate in the MK
XV/K-15 system. MK XV system performance is totally dependent
upon the validity of the COMSEC interval. If the COMSEC validity
interval is not synchronized between TESTS and the SUT, then it
will be virtually impossible to generate valid system data.
System errors would be a function of the timing
desynchronization, not MK XV capability. During the testing of
the ADM it was necessary to develop a portable time calibration
device to achieve acceptable synchronization between test

systems.

The NSA has indicated that they would make available the
interface (pin-out) information for the K-15 as they have for the
KIT/KIR. The impetus for this problem came from the difficulty
in synchronizing the ADM with the PUT during flight testing of
the ADM, where a custom portable time synch unit had to be
developed. This has potential application to solve this problem
in TESTS. However, TESTS has an advantage over the ADM testing
in that the TESTS tool and the PUT will be in close physical
vicinity. TESTS and the PUT will already have a certain degree
of hard wire interfacing to support data collection. With the
information available from NSA the simplest solution is to
interface both TESTS and the K-15 of the SUT to a common external
clock source. Driving both TESTS and the SUT from the same time
source will therefore ensure proper synchronization.

The synchronization requirements for the COMSEC interval in TESTS
can best be achieved by linking both TESTS and the K-15 of the
SUT to a common source. Information obtained during the survey
indicates that the required technical data will be made available
as needed. This will require close coordination with the NSA to
select the most acceptable and technically feasible approach.

2.3.4 MK XV IFF Radar Mode

The simulation tool will be required to stimulate only radar mode
transponders. Therefore, the Interrogator Simulator Tool (IST)
portion of the simulation tool needs to be synthesized. The
differences in the MK XV IFF RMFE waveform processing must be
analyzed and related to the requirements for the IST.

The modulation/carrier frequency for the IFF RMFE are at X and S-
Band vs L-Band for the other IFF modes. The waveform format and
processing functions for the RMFE is also quite different than
the format used in the L-Band modulation protocols. These
differences suggest that a separate processing channel be used to
satisfy the RMFE Interrogator Simulator Tool (IST) requirement.

2.3.5 RF Generation of Spread Spectrum Signals
The MK XV IFF system utilizes spread spectrum signals to enhance

communication performance and security. Spreading information in
the frequency domain inherently requires shrinking of pulse
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widths, called chips, in the time domain. The high chip rates
associated with spread spectrum signals of interest would require
enormous processing speeds in order to perform convolutions and
correlations on these signals in a simulation environment in real
time. Computer simulation of real time spread spectrum systems
will typically require giga-flop processing speeds, while
hardware implementations require less than 100 MHz clock rates
on the fastest components.

Therefore the recommended implementation of a TESTS system
requires the use of hardware components to perform the actual
spreading and despreading operations, and to let the
superposition of overlapping signals occur in the hardware
channel at RF carrier frequencies. The TESTS host computer will
manipulate IFF messages at baseband information levels, and
communicate such information to the TESTS hardware signal
generation devices.

2.3.6 RF Generation of Multiple Spread Spectrum Signals

MK XV TEMP Objectives require the testing of the IFF system in
realistic scenarios where many additional transponders and
interrogators will be operating simultaneously. This leads to
high interrogation rates if the SUT is a transponder, or high
total reply rates if the SUT is an interrogator. Interrogation
rates on the order of several thousand per second, and reply
rates on the order of 30 thousand per second are possible in
these test scenarios. These rates stress the computational
capacity of the TESTS host computer, and require that multiple RF
signal generators be incorporated in order to realistically
simulate a high density signal environment at the receiver of the

SUT.

Further analysis and refinement will be performed, using a
realistic mix of message lengths, and simulating a realistic
distribution of interrogators and transponders. The overriding
consideration for this analysis is that if spread spectrum
waveforms are mixed, the content of each message cannot be
extracted unless one of the messages is known. This requires
separate signal generators to preclude overlapping signals. These
results do indicate, however, that a finite and feasible number
of RF signal generators ( approximately 2 to 10 ) can be used in
the recommended TESTS approach to achieve the signal density
environments required by the proposed test scenarios.

2.3.7 Simulation of Multipath Propagation Effects

Multipath propagation effects are caused by the interference of a
reflected electromagnetic waveform with the primary, direct path
waveform at the receiver. The reflections are often caused by the
surface of the earth, although man-made objects and sometimes
tropospheric reflections may contribute to multipath effects.
The interference at the receiver may be either constructive, or
destructive, and depends upon the gain, phase, frequency shift,
and time delay of the reflected signals relative to the direct
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signal. Multipath effects are a part of the real world RF
communications problem, and depend upon many parameters such as
the geometry of the transmitting and receiving platforms, the
electromagnetic properties of the reflecting surface, and the
type and complexity of the intervening terrain.

To alleviate TESTS host computer processing loads, and to provide
accurate, credible superpositioning of direct and reflected path
signals, the recommended TESTS concept uses separate, parallel
hardware channels (split from a common signal/message input)
within the RF Signal Conditioner to represent the direct and
multipath signals. A separate set of programmable time delay,
gain and phase distorters will be provided in hardware to
represent the indirect signal, which is summed in the hardware
channel with the direct path signal and presented at the RF
receiver of the PUT. Based upon conditions of the test scenario,
TESTS software components will compute the equations and
algorithms for the multipath effects to determine the appropriate
gain, phase, and time delays to transmit to the hardware
distortion devices. This approach appears both feasible and cost
effective.

2.3.8 Reception and Processing of TDFs

A description of the reception and processing of TDFs is sought.
Identification of the processes and timing considerations are
needed to relate the TDF issues. The receiver processes are
analyzed to relate the sensitivities of the TDFs to fidelity of
the data capture.

The reciprocal process of demodulation, decode and identification
follows inversely the waveform generation, the TDF and masking
discussions above. It was found that the PN sequence mask must
be synchronized to the received waveform in order to despread the
spread spectrum signal and recover the data correctly. Timing
was found to be extremely sensitive to correct data capture.

The implementation of the Bendix Test equipment, namely, the
receiver subsystem, has already mechanized the demodulation and
decode processes. If Bendix equipment is not available, other
hardware can be purchased and modified to implement this process.
Using this subsystem along with the synchronized PN sequences
(TDF) that are centrally generated by the simulator computer, the
implementation of the simulator tool can be made much easier.

2.3.9 Near Field Effects

The near field effects of an antenna relate to the modification
of the radiation pattern by the close proximity of wvarious
objects or other antenna to the transmitter. Various models are
used, namely, "New-Air", INAC-3, GEMACS, and STRIPES, to analyze
the near field effects of interrogator geometries, antennae
placements (diversity systems), and to give antenna pattern
functional relationships for a range of IFF platforms.
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It has been determined that particular state-of-the-art models
can be used to quantify the following near-field effects:

s "New-Air" Code can be used to find near field patterns
of antenna mounted on aircraft or missiles. This
program which is a high frequency model will be used
primarily to predict near field effects. This code has
been developed at Ohio State University.

2. ~_ GEMACS is a hybrid method. It combines both the
Geometrical Optics (GO) approach and the method of
moments.

3. STRIPES is based on the transmission line method and is
not intrinsically limited in frequency. The only
requirement is that the physical space of the platform
is modelled by a mesh with resolution no coarser than
10 cells per wave length.

All the above listed programs have been used to access their
value. The ranges and functionality have been determined to be
appropriate to the needed fidelity and to model the near field
antenna patterns required.

2.3.10 Modeling of Antenna Pattern Effects

Computer Models are necessary to relate the parameter of "antenna
gain" to all aspects (azimuth and pitch angle) of the various
platforms under study.

In order to have any kind of relation with real world
performance, the antenna characteristics have to be incorporated
on the stimulation signal. The near field and far field patterns
can be incorporated in terms of power, gain, directivity, phase
and polarization. The stimulated signal will depend on the
efficiency and gain of the transmitting and receiving antenna.
The models identified (Section 2.3.9), have been used to access
the fidelity of the needed antenna patterns. The angular
resolution needed to accurately model the antenna gain is one
degree (1°) in both azimuth and pitch. Since the computation
time of this parameter must be kept minimal, a table look-up file
will be used to implement the antenna gain factor into the real-
time computer algorithm.

The generation of the computer models for antenna gain have been
analyzed to the extent that a method of real-time implementation
is formulated. The need and unique ability of simulation
modeling to easily generate three dimensional antenna patterns is
critical to TESTS. The collection of real antenna pattern data
in three dimensions requires difficult to impossible maneuvers
for an aircraft to only partially measure the vertical components
of antenna gain. A case for "simulation"!
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2.4 LESSONS LEARNED

During the course of the Phase I feasibility assessment, three
issues were encountered that provide significant lessons learned
related to the full development of TESTS for the NGIFF. These
issues include:

1. the critical impact of SWEG on TESTS,

2. the need for an early and increased influence of T&E on
the NGIFF, and

R the importance of validation and verification to TESTS.
The salient aspects of each of these issues is discussed below.
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