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1. INTRODUCTION

In March 1992, the concept for a real-time demonstration of the Distributed Interactive
Simulation (DIS) standard was conceived for the 14th Interservice/Industry Training
Systems Education Conference (I/ITSEC) held in San Antonio, Texas on 2-5 November
1992. This effort was held with concurrence of the sponsoring I/ITSEC organization, the
US Air Force, and was sponsored by the Defense Modeling and Simulation Office
(DMSO) and the US Army’s Simulation Training and Instrumentation Command
(STRICOM).

The DIS standard protocol data units (PDU) and current communications architecture
were utilized along with the common visual data bases using Project 2851 (P2851) data.
The demonstration was an integrated display of both standardization efforts. The Institute
for Simulation and Training (IST) at the University of Central Florida coordinated the
effort for the government and provided technical support to those organizations who
demonstrated interoperability at the I/ITSEC. Planning Research Corporation (PRC), the
P2851 contractor, prepared the data bases.

This joint activity involved a wide variety of organizations. Each participant brought
expertise in one or more aspects of the demonstration. In particular, IST developed
selected portions of the demonstration system and also served as a clearinghouse for
interested parties desiring more information, wishing to participate, or needing help with
specific technical aspects of the effort.

1.1 Purpose

The concept of interoperability in networked simulation is difficult to define. For the
purposes of the I/ITSEC demonstration, interoperability was defined as the ability of the
participating systems to:

a) Connect to a common network. This connection included the ability to send
information about a simulated entity’s state to other simulations on the network.
It also included a simulation system’s ability to obtain information from the
network containing state information about simulated entities controlled by other
network simulation systems.

b) Interpret incoming information. Systems must be able to make sense of the state
information received from the network. This required using a standard data
format for sending and interpreting information. These formats are described in
the DIS PDU standard.

c) Recreate a portion of the simulated world. Using the resources of its own
simulation and information received from the network, a system must be able to




immediately recreate a picture of the simulated environment. Interoperability in
this sense was the most difficult to achieve because different systems may recreate
the simulated world in ways that do not correlate.

1.2 Objectives

The objectives of the demonstration were to:

demonstrate not evaluate,
keep scope manageable, _
accumulate data,

analyze results, and
minimize new development.

1.3 Abbreviations and Acronyms

ARP
BAM
BBN
CGF
DIS
DMA
ES
E&S
GD
IBM
ICMP
IDA
IEEE
I/ITSEC
IG

IP
ISF
IST
NRaD
NTC
NTSC
PC
PDU
PRC
PVD
SAF

Address Resolution Protocol

Binary Angle Measurement

Bolt, Beranek, and Newman Systems and Technologies
Computer Generated Forces

Distributed Interactive Simulation protocol standard
Defense Mapping Agency

Entity State

Evans & Sutherland

General Dynamics

International Business Machines

Internet Control Message Protocol

Institute for Defense Analysis

Institute for Electrical and Electronic Engineers
Interservice/Industry Training Systems and Education Conference
Image Generator

Internet Protocol

Intelligent Simulated Forces

Institute for Simulation and Training

Naval Research and Development

Naval Training Center

Naval Training Systems Center

Personal Computer

Protocol Data Unit

Planning Research Corporation

Planview Display

Semi-Automated Forces




SIF
SIMNET
STRICOM
SUT
TDB

TSI
UAV
UDP
UTM
USAF
USGS

Standard Interchange Format
Simulator Network protocol standard
U.S. Army Simulation Training and Instrumentation Command
System Under Test

Terrain Data Base

Technology System Incorporated
Unmanned Air Vehicle

User Datagram Protocol

Universal Transverse Mercator
United States Air Force

United State Geological Survey




2. SCOPE

Though the extent of what DIS can support is broad, the scope of the demonstration was
restricted by the limited preparation time. The I/ITSEC demonstration was a joint
application that utilized manned and unmanned simulated vehicles plus one live vehicle
(not meeting DIS requirements). In addition to the manned and unmanned simulators,
a few I/ITSEC demonstration participants simply "listened" to the network and used the
information as input to radar simulations or to a "window" into the battle environment.
The I/ITSEC application demonstrated the capability of heterogeneous simulations to
interact in a common environment using the DIS protocol. The degree of correlation and
the realism of the exercise was limited by the lack of experience with the standards.

The scope of the demonstration was defined by the participating companies through a set
of planning meetings held at IST. At these meetings, issues pertaining to the network,
DIS standard, and terrain representation were discussed and voted on. Issues which
required further research before coming to a decision were taken as action items by IST,
studied, and presented to the participants at the following meeting. All action items and
decisions were documented in a report called "Actions and Decisions" (see Appendix A)
which was distributed to all participants within two weeks of the last planning meeting
by e-mail, fax, or mail. The planning meetings took place over a period of seven
months. In concurrence with several meetings, tutorials were held on different
components of the demonstration. The meeting dates were: 18 March, concurrently with
the 6th DIS workshop; 10 April; 19 May; 23 June; 24 June, concurrently with a SIF
tutorial; 29 July; 20 August; 21 August, concurrently with a UDP/IP tutorial; and 23
September, concurrently with the 7th DIS workshop.

2.1 General

Over the 8 month period, 28 organizations directly supported and/or participated in the
planning meetings and demonstrations. Participants were polled periodically about the
types of simulators they would bring to Texas. The numbers and types of simulators
varied from meeting to meeting. In the end, there were a total of 18 Send/Receive (S/R)
devices (manned simulators and CGF), 22 Receive Only (RO) devices (network monitors,
Stealths, etc.), and 1 Send Only (SO) device used in the demonstration. This translated
into 8 air simulators, 7 land simulators, 3 sea simulators, and 1 live land vehicle. Of the
18 S/R devices, 4 were CGF systems. The organizations and types of simulators which
participated in the demonstrations are shown in Table 1. In addition to simulator
participation, the planning meetings and demonstration were supported by STRICOM,
USAF ASD, DMSO, USAF, PRC, Armstrong Labs, Evans & Sutherland, and Star
Technologies.




COMPANY TYPE OF MODE OF
NAME SIMULATOR OPERATION
Loral/GE M1 Tank S/R
Live M1 S/R
Taper SO
Plan View Display RO
Grumman E2C S/R
TSI Stealth RO
IST CGF S/R
Network Monitor RO
Data Logger RO
Stealth RO
CAE Link AH-64 S/R
Stealth RO
Data Logger RO
Data Logger RO
NTSC F/A-18 S/R
Surface Ship S/R
BBN PVD RO
CGF S/R
Stealth RO
Hughes UAV S/R
JSTARS RO
IDA Stealth RO
Data Logger RO
PVD RO

Table 1: I/ITSEC Demonstration Participants
S/R = Send/Receive; SO = Send Only; RO = Receive Only




COMPANY TYPE OF MODE OF
NAME SIMULATOR OPERATION
Lockheed- TSAD RO
Sanders Scenario Monitor RO

Patriot S/R
McDonnell F16/SAM Sites S/R
Douglas Network Monitor RO
IBM/ECC After Action Review RO

Battle Master S/R

Ml S/R
NRaD LHD Surface Ship S/R

Stealth RO
Motorola Surface Ship S/R
GD Land M1 S/R
GD Air F16 S/R
Rockwell F16 S/R
Reflectone Radar RO
SG/Mak Stealth RO
Concurrent Network Monitor RO

Table 1 (Cont’d): I/TTSEC Demonstration Participants
S/R = Send/Receive; SO = Send Only; RO = Receive Only

The I/ITSEC participants spent a total of two weeks in Texas. The first week, 26-31
October, was for testing and integrating the DIS simulators. Testing, performed by IST,
included all aspects of networked simulation: communication protocols, DIS PDUs,
terrain orientation, appearance, and interactivity. Testing and integration took place in
the Gallery Hall of the San Antonio Convention Center.

The second week was the I/ITSEC Conference where two formal exercises were
scheduled and presented. The first demonstration was presented during the opening
session of the I/TTSEC Conference on Monday, 2 November 1993 in the Ida Cockrell
Theater adjacent to the convention center exhibit hall. The second demonstration was




given immediately before the I/ITSEC banquet on Tuesday, 3 November 1993. This
demonstration was given in the exhibit hall on a screen erected directly over the IST
booth located at one end of the hall. In addition to the formal demonstrations, the DIS
network was available for use during regular conference hours. This time was divided
into: 1) free play, where participants could get on the network and engage in non-scripted
play with other people, and 2) 30 minute blocks, where participants could "own" the
network and conduct an exercise of their choosing.

IST coordinated development of the scenario for the formal demonstrations. The scenario
was designed to provide a setting to demonstrate the capabilities of the participant’s
networked simulators without fear of intentional or inadvertent destruction by another
player. To reduce the possibility of danger to any individual simulator, a table of
lethality was designed by IST and tested to ensure that individual players could not be
destroyed by other "friendly" or "OPFOR" players.

The participants decided in early planning meetings to make the network public. Anyone
could play on the network as long as he or she did not interfere with any other player on
the network. The decision to develop a mutually beneficial network was based on the
position to "demonstrate not evaluate” the DIS Interoperability Network.

During both weeks, a voice communication network was established to provide a
capability to control and coordinate the rehearsal play using contractor furnished
walkie-talkies.

2.2 Network Design

The network design for the I/ITSEC demonstration consisted of two parts: one network
for testing simulator interoperability during the seven months prior to leaving for Texas
and another network for the actual DIS demonstration at the San Antonio Convention
Center. Accordingly, the design of the network took place in two phases. The first
phase included the design and implementation of a network at IST which allowed
participants to test their DIS simulators against a known DIS compliant system. The
second phase of development was the design of a network which supported the
demonstration of DIS during the formal exercises, the free play, and the 30 minute time
slots during the week of I/ITSEC. One issue which spanned both the IST network and
the I/TTSEC network was the choice of communication protocols. Several options were
available and the decision was based, in part, on the recommendation of the
communication architecture for DIS (CADIS) draft standard being developed by the DIS
workshops.




2.2.1 DIS Testbed

IST, under contract to STRICOM, is designing, developing, and implementing a DIS
testbed which provides verification of the DIS standards process, provides a tool for DIS
implementers, and functions as a standing demonstration mechanism which facilitates the
promulgation and expanded use of DIS. The objectives of the testbed are to hasten the
use of networking in real-time simulation and to reduce the risk associated with the
introduction. In particular, IST is interested in research involved with the performance,
evaluation, and optimization of DIS PDUs and communication services in actual real-time
simulation. The testbed is based on a modular design and uses commercial-off-the-shelf
(COTS) components to the maximum extent possible. Initial capabilities of the testbed
were demonstrated at I/ITSEC in November.

Currently, the testbed is a thin Ethernet network connecting the SIMNET equipment (2
M1 simulators, MCC, Stealth, PVD, data logger, and BBN CGF) on loan to IST, the
IST developed CGF and data logger, a TSI DIS/SIMNET protocol translator, a TSI
portable Stealth, and a NetBlazer for long haul connection'. The DIS testbed is shown
in Figure 1.

The testbed supports a variety of communication protocols. Any of the eight
combinations (see Section 3.2.1.1.3 for the eight combinations) of the following protocols
can be accommodated:

. DIS PDUs or SIMNET PDUs,
. SIMNET association protocol or null,

. User Datagram Protocol (UDP)/Internet Protocol (IP) or null, and
. IEEE 802.3 (CSMA/CD) or Ethernet 2.0.

In the future, the testbed will support FDDI and OSI protocols.

' Future versions of the network will include a laser or microwave link to the Defense Simulation Internet (DSI)
through STRICOM.
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2.2.1.1 Communication Protocols

As stated above, IST’s testbed can accommodate a variety of communication protocols.
The choice of protocols for the I/TTSEC demonstration was decided by popular vote. At
the initial March meeting, participants made several proposals:

Layer Possible Choices

a) Application DIS

b) Network? UDP/IP
SIMNET Association
CLTP/CLNP
Null

c) Link’® Ethernet
IEEE 802.3

The OSI Connectionless Transport Protocol/Connectionless Network Protocol
(CLTP/CLNP) was quickly eliminated as too new and too complex to implement for a
near term demonstration, and a null network layer had little support. The SIMNET
Association protocol was eliminated as being too closely associated with a particular
company and product, whereas UDP/IP was an existing standard which could be
purchased COTS.

A poll of the I/ITSEC participants at the May meeting showed a clear preference for
Ethernet over IEEE 802.3, and so Ethernet was selected. Hence, I/ITSEC used a
protocol stack of DIS/UDP/IP/Ethernet.

2.2.1.1.1 UDP/IP

A decision was reached by the participants to use IP broadcast during the demonstration
for legitimate simulation traffic. DIS traffic was directed to UDP port 3000 (decimal).
Any non-DIS messages put on the network during demonstrations (e.g., operator interface
data) were to be sent point-to-point if possible and, if that was not possible, multicast.
Each company was assigned 10 unique UDP port numbers for non-DIS traffic.

IST made no recommendations for the UDP source port (the UDP source port is defined,
in RFC 768 - "User Datagram Protocol” as an optional field). IST also made no

? The Transport and Network Layers are combined as "network."

 The Data link and Physical layers are collectively called "link."

10



recommendation as to whether the UDP optional checksum should be computed or should
be sent as zero (see RFC 768). Because simulation PDUs do not require IP
fragmentation, there should have been no fragmented IP traffic to UDP port 3000.

Class B IP addresses were used for the demonstration. The network number (the first
two octets) was selected to be 132.170 (i.e., IST’s network number). Each company was
assigned unique host numbers. IST requested that hosts be numbered sequentially starting
at 1 (e.g. 132.170.103.001, 132.170.103.002, and so on). The IP addresses and UDP
port numbers assigned to participants are shown in Table 2.

Broadcast transmission for DIS data was sent to address: 132.170.255.255.

2.2.1.1.2 IST’s UDP/IP Implementation

Some of the I/ITSEC participants used commercial versions of UDP/IP, but IST chose
to do a custom installation. The effort was engaged for several reasons:

. Because UDP/IP is a datagram protocol, its implementation is straight forward.
The cost of implementation is mitigated by the gained knowledge which can be
then applied to future projects. Simply buying a UDP/IP implementation would
have given IST no useful insights into UDP/IP issues.

. IST, having done the UDP/IP implementation, was able to assist other participants
who chose to do custom implementations. This was manifested when IST held
a two hour colloquium on 21 August 1992 describing the techniques for protocol
implementations in general, and UDP/IP in particular.

. The IST CGF Testbed simulators were among the slowest machines to appear at
I/TTSEC. A custom implementation would allow the best chance of achieving
maximum throughput.

. The architecture of the CGF Testbed was not amenable to integration with
commercially available packages. With IST’s implementation of communication
protocols, it was easy to select different combinations at link time (See Section
2.2.1). This may have been practical with a commercial product but was simple
and natural using a design targeted for this system. A report detailing IST’s
implementation of UDP/IP/Ethernet can be found in Reference [3].
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IP ADDRESS PARTICIPANT UDP PORT NUMBERS
132.170.100.xxx Loral/GE 300x*
132.170.101.xxx Grumman 301x
132.170.102.xxx TSI 302x
132.170.103.xxx IST 303x
132.170.104.xxx CAE-Link 304x
132.170.105.xxx NTSC 305x
132.170.106.xxx BBN 306x
132.170.107.xxx Hughes 307x
132.170.108.xxx Not Used

132.170.109.xxx IDA 309x
132.170.110.xxx Lockheed 310x
132.170.111.xxx McDonnell Douglas 3lix
132.170.112.xxx IBM/ECC 312x
132.170.113.xxx NRaD 313x
132.170.114.xxx Motorola 314x
132.170.115.xxx GD Land 315x
132.170.116.xxx GD Ft. Worth 316x
132.170.117.xxx Rockwell 317x
132.170.118.xxx Reflectone 318x
132.170.119.xxx Silicon Graphics 319x
132.170.120.xxx Concurrent Computer 320x

Table 2: IP Addresses and UDP Port Numbers

2.2.1.1.3 ARP

Because all simulation traffic was broadcast, no Address Resolution Protocol (ARP)
requests were expected relating to the simulation itself; however, it was strongly
recommended that all systems implement ARP for the purpose of testing network
integrity. The purpose of ARP is to determine the physical (i.e., Ethernet) address
associated with a known IP address. For testing prior to the demonstration, IST
generated an ARP packet containing a broadcast Ethernet address and the unique IP
address of each simulator. Each simulator would receive the packet (i.e., broadcast
Ethernet address) and only the target simulator (i.e., unique IP address) would respond
by transmitting its unique Ethernet address. This would ensure that IST could send and
receive with each simulator.

* Loral/GE port numbers are 3001-3009.
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2.2.1.2 Long Haul Connection to IST

A long haul connection was established to assist the participants with dialing-in to IST
to test their DIS simulators. The long haul facility not only supported the I/ITSEC
demonstration pre-testing but also provided a convenient medium for users to continue
to experiment with DIS applications.

IST had two options for a long haul connection: leased lines or public switched network.
Several factors determined the choice for a long haul connection: 1) simplicity of
implementation, 2) ease of learning, using, and training personnel, 3) ability of remote
users to configure their implementations in a short period of time in order to make a
connection to the testbed, and 4) effectiveness of cost.

The first option, leased lines, would have utilized two identical routers at each destination
connected by a leased line. If high data rates had been required there would have been
a definite advantage to this approach because it is a dedicated point-to-point connection.
However, the major disadvantage was that the sender and the receiver must use the same
router. Also, monthly costs for leased lines can be high. Consequently, there was no
support from I/ITSEC participants to pay for leased line capability. Therefore, this
option was deemed restrictive and not cost effective.

The second option, a public switched network, would consist of two modems and a
gateway device. The modems need not be the same brand and the transmission speed of
the modems could be selected by the users. Only one gateway device was required and
was cost effective compared to the cost of a router. The connection was established
through the public phone network which charges the user by the minute rather than by
a monthly fee. This option was cost effective and gave the users flexibility in choosing
COTS equipment.

IST chose to implement the second option, consequently, purchasing two TELEBIT
T3000 modems with transmission speeds of up to 57.6kbps and V32bis modem
capabilities. The NetBlazer was selected as the gateway device. It functions by
interfacing serial line protocols with Ethernet protocols. The NetBlazer’s routing function
makes it a flexible tool for integrating a large number of remote users and networks into
a wide area network. The NetBlazer routes packets to remote users who call in with
TCP-UDP/IP communication software. The TCP-UDP/IP software must support one of
the two serial line protocols, Serial Line IP (SLIP) or Point-to-Point Protocol (PPP).
Two toll free phone lines were also installed for testing purposes. Communication using
the telephone lines with packetized data makes the simulator calling-in an actual node on
the IST network. With this design, the DIS testbed can accommodate two remote users
at one time. See Figure 2 for the hardware configuration of the long haul link. A
detailed description of the IST long haul connection can be found in Reference [2].
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