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ABSTRACT

Fault tree analysis (FTA) is used to find and mitigate vulnerabilities in systems based on their

constituent components. Methods exist to efficiently find minimal cut sets (MCS), which are com-

binations of components whose failure causes the overall system to fail. However, traditional FTA

ignores the physical location of the components. Components in close proximity to each other

could be defeated by a single event with a radius of effect, such as an explosion or fire. Events

such as the Deepwater Horizon explosion and subsequent oil spill demonstrate the potentially

devastating risk posed by such spatial dependencies. This motivates the search for techniques to

identify this type of vulnerability. Adding physical locations to the fault tree structure can help

identify possible points of failure in the overall system caused by localized disasters. Since exist-

ing FTA methods cannot address these concerns, using this information requires extending existing

solution methods or developing entirely new ones.

A problem complicating research in FTA is the lack of benchmark problems for evaluating meth-

ods, especially for fault trees over one hundred components. This research presents a method of

using Lindenmeyer systems (L-systems) to generate fault trees that are reproducible, capable of

producing fault trees with similar properties to real-world designs, and scalable while maintaining

predictable structural properties. This approach will be useful for testing and analyzing different

methodologies for FTA tasks at different scales and under different conditions.

Using a set of benchmark fault trees derived from L-systems, three approaches to finding these

vulnerabilities were explored in this research. These approaches were compared by defining a

metric called “minimal cut volumes” (MCV) for describing volumes of effect that defeat the sys-

tem. Since no existing methods are known for solving this problem, the methods are compared to

each other to evaluate performance.
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• The control method executes traditional FTA software to find minimal cut sets (MCS), then

extends this approach by searching for clusters in the resulting MCS to find MCV.

• The next method starts by searching for clusters of components in the three dimensional

space, then evaluates combinations of clusters to find MCV that defeat the system.

• The last method uses an evolutionary algorithm to search the space directly by selecting cen-

ter points, then using the radius of the smallest sphere(s) as the fitness value for identifying

MCV.

Results generated using each method are presented. The performance of the methods are compared

to the control method and their utilities evaluated accordingly.
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CHAPTER 1: INTRODUCTION

The goal for the research described in this document was to explore the use of deterministic and

heuristic methods to solve complex fault trees when system components are coupled due to con-

straints imposed by their spatial location.

To understand the need for this research, it is necessary to look briefly at fault trees, what they are

and how they are analyzed. This will be followed with a description of one of the key limitations

of fault tree analysis in its current form and motivate some reasons why it is important to find a

way to solve them.

1.1 Fault Tree Analysis

A fault tree is a logical structure used to describe the dependency of systems on the components that

comprise them. It uses a tree structure with logical operators at each node to define the relationship

of each subsystem with its components. Fault trees will be defined in more detail in Section 2.1.2.

Fault tree analysis (FTA) is used widely in engineering applications to improve the reliability of

systems by identifying weaknesses in design. Revealing potential problems enables designers to

mitigate them by adding back-up systems or eliminating single points of failure. It has been used

widely in industries where the costs of failure are unacceptably high, such as nuclear power [Vesely

et al., 1981] or space launch vehicles [Stamatelatos et al., 2002]. It has also become widely applied

in manufacturing, to improve mass produced items such as automobiles before they go to market.

Fault trees combine lower level components into subsystems and systems using a series of gates

in a directed acyclic graph. Gates use the logic operators OR and AND, plus the combinatorial
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operator K-OF-N to define the components that must fail to cause failure in the top level system.

The construct is general enough to be used to study business [Geum et al., 2009] or bureaucratic

processes [Lacey, 2011] as well as hardware and software systems. The lowest level entities (leaf

nodes) in the tree are referred to generically as “basic events” when they refer to elements that

are not hardware. In my research, the basic events are the failure of components regardless of the

cause. Therefore, this document will use the term “component” throughout.

Fault trees can be used to calculate the probability of system failure or to find the combinations of

components that can cause failure of the top level system. Calculating the probability is referred to

as “quantitative analysis” and is performed using the rules of probability through logic operators.

Finding the combinations of components (called “cut sets”) that will cause failure is termed “qual-

itative analysis” and has historically been performed using Boolean reduction of the graph [Vesely

et al., 1981] and more recently using binary decision diagrams (BDD) [Rauzy, 1993].

These algorithms provide closed form solutions and are deterministic in nature. That is, they

always produce the same answer when they are executed with the same input parameters. They

will usually execute very quickly for small to medium sized systems. The qualitative techniques

will identify all of the possible combinations within a defined threshold. However, as the size of

the system grows, the algorithms used to solve the fault trees require more memory and time to

execute and produce an exponentially greater number of solutions.

Quantitative solutions show the effectiveness of improving the reliability of specific components or

of changing the structure of the fault tree. In contrast, qualitative solutions reveal the combinations

of components that constitute vulnerabilities. Hence, qualitative solutions are often used to find

ways to mitigate problems in system design and quantitative solutions are used to evaluate their

effectiveness. This research will focus on qualitative solutions for fault trees; they will be used to

identify vulnerabilities in complex urban systems to disaster situations as described below.

2



1.2 Challenges with Fault Tree Analysis

An important limitation of the deterministic algorithms used for qualitative analysis is that they are

based on the assumption of independence of the component failures. They are treated as simulta-

neous events without regard to physical location. However, real world events are always bounded

by space and time. Thus, events affecting the top level system occur at a specific location. The

interaction of event locations and the proximity of certain components of a system may cause de-

pendencies that are ignored by the classic algorithms used to solve fault trees. These dependencies

can have profound effects on the results of the fault trees.

Another challenge within fault tree research is communcating them clearly with other researchers.

Graphics are the best tool for showing fault trees, but they are limited by the size of fault trees

that can be shown on a single page. Of course, it is possible to share computer files with fault

tree definitions, but that only works if those sharing them are using the same software package.

Thus, there is no clear standard for sharing fault trees and larger fault trees are often discussed

in the literature but seldom shown. Moreover, there are no existing parameterized models for

constructing benchmark problems with well-defined charactersitics.

These issues will be discussed in the sections that follow.

1.2.1 Fault Trees with Location-based Constraints

It is not immediately clear how best to incorporate spatial constraints in the structure of the fault

tree. Alterations to the fault tree structure would need to represent both the logical connectivity

and the physical proximity. This may not be possible without significant conceptual changes to the

fault tree. If such changes are made, however, there remains the question of whether it is possible

to develop a deterministic algorithm to solve the resulting graph. Changes to the structure of the

3



fault tree would represent a major increase in the complexity of finding solutions.

As a consequence, little academic research has explored the question of physical proximity in a

fault tree. However, this lack ignores some important interactions. A trivial example, shown in

Figure 1.1, will suffice to show the potential impact. Assume, for example, that a building has a

generator to provide power, and it also has a backup generator; but both generators are housed in

the same room. A vulnerability is introduced into the building by the proximity of the generator

and its backup (circles) as shown in the figure on the left. The solution, moving the backup to a

different room, is shown on the right. In the first case, a fire in one room could render the building

without power.

A classic fault tree would show that the power system is more robust because it requires two

independent events to cause failure of the top level system, but common sense says they could

both be damaged by a single common cause, such as a fire in the room containing the generators.

Changing the layout by putting the generators on opposite corners of the building would be more

robust, but classic FTA would treat the two designs as identical.

Figure 1.1: Illustration of the generator example.

Thus, classic FTA readily captures effects like wear and tear on the two generators, which proceed

independently, but not an accident that impacts everything in the room in which they are housed.

This difference can be critical when the research must focus on events such as a disaster in a
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building or an urban area, where a common cause can affect many components simultaneously due

to their proximity to one another, but may not affect more distant components. The independence

assumption requires analysts to use other tools, such as an event-based simulation, to determine

the state of the components, then combine that information with FTA to evaluate the overall impact

on the system.

1.2.2 Example Application: Urban disasters

As seen above, fault trees have been applied to virtually every area of engineering where there is

a need to analyze complex systems for weaknesses. Perhaps one of the most complex and diverse

system of systems in the world today is a city. It has many interdependent systems with very

different physical characteristics. Fault trees have been used to study the vulnerability of urban

areas to various types of disasters [ten Veldhuis et al., 2009] [Sui and Pan, 2011]. These analyses

tend to focus on using quantitative FTA to find a single component or type of component that

can be improved to reduce the overall probability of failure. This is an important contribution to

improving the robustness of the system, but it will not capture common cause failures such as the

two generator situation described earlier.

In a recent report [Sundermann et al., 2014], the Swiss insurance company SwissRe analyzed 616

cities for vulnerability to 5 types of natural disaster. Similarly, a UN report [Gu et al., 2015] shows

that hundreds of millions of people worldwide live in urban zones that expose them to mortality

from one or more types of natural disasters as shown in Figure 1.2. The primary conclusions from

these reports are:

• about 2.2 billion people worldwide live in zones that are significantly vulnerable to natural

disaster, and
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• it is imperative to find means to improve the robustness of urban areas to natural disasters.

The natural disasters studied by these reports (earthquakes, floods, cyclones, volcanoes, landslides)

tend to affect very wide areas at once. Other disasters, such as tornadoes, tend to be more localized,

while man-made disasters (fires, chemical spills, terrorist attacks) are usually centered at a single

point and extend from there. In either case, a single event can affect many systems simultaneously.

Urban planners need to account for these large areas of effect when deciding how to improve

current infrastructure and where to locate backup systems.

Figure 1.2: Map of global urban vulnerability to natural disaster. (image credit: [Gu et al., 2015])

Despite the obvious application, FTA in its current form does not provide a way to answer the

question: What is the smallest volume of damaged components that will cause the overall system

to fail? This information would be extremely useful if one were searching for vulnerabilities in

an urban area in order to make it more robust to disaster scenarios. One could imagine a terrorist

attack or perhaps an industrial explosion damaging everything within some distance of a particular

6



location. Finding ways to reduce the vulnerability of systems to these radii of effect will help

planners to make urban areas more robust in the face of disaster.

This question is probably not going to be answered by searching for any MCS that kills the fault

tree, rather it requires cut sets that occupy small volumes or arbitrary shapes; therefore it resem-

bles a multi-objective optimization problem in a combinatorial space. My research focused on

exploring methods to answer the question above.

1.2.3 Generating & Communicating Benchmark Problems

Fault trees for real system engineering problems can grow quite large in practice; up to hundreds or

even thousands of components. Since the most common graphical representation of fault trees is to

draw components as rectangles with connecting arrows, they can take up a lot of space. A typical

fault tree graph will be illegible if it includes more than about 40 to 50 components on a single

page. Attempting to show a full size fault tree with several hundred components in this manner

would take up many tens of pages in a typical journal, which would likely distract from the point

the author is trying to communicate. Additionally, larger fault trees for real world systems are

generally not available in the literature because 1) they are proprietary to a particular company or

2) they are part of classified military applications (remember, FTA was originally created to study

the Minuteman missile system).

Because of these reasons, sample problems found in the literature are small (ten to forty compo-

nents), which is not large enough to challenge new algorithms described in the papers that include

them. Thus, it is difficult to find useful benchmark problems that can be used to test new methods

being researched or to compare them with other methods.

Nevertheless, as research in FTA continues, there is a need for benchmark problems that conform
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to desired characteristics so that methods can be tested in a consistent manner. It is also important

that such benchmark fault trees scale up to sizes encountered in engineering analysis so that new

methods can be shown to address the needs of the analytical community.

1.3 Addressing these Challenges

The focus of this research was to extend FTA to incorporate the effect of imposing limitations of

spatial proximity on the components that form the top level system. The question I am attempting

to answer is, “where in the city will the smallest radius of effect defeat the top level system of

systems?”

Developing a formalism to characterize the effects of proximity (or lack thereof) in the fault tree

itself is a daunting task. One approach I explored was to use methods drawn from graph theory,

namely clustering algorithms, to attempt to capture this phenomenon. I hoped that combining

clusters into groups could provide a means to solve such a graph. In the end, the cluster-based

methods attempted did not perform as well as other approaches explored in this research.

Another approach to solving the spatial proximity problem was inspired by my earlier research

using genetic algorithms to solve fault trees directly. Genetic algorithms are a form of evolution-

ary algorithm (EA) that starts with random guesses for candidate solutions (called “genomes”),

then progressively improves on them using the processes of combination and mutation. The new

solutions created in each round of mutations (called a “generation”) have been shown to converge

on sets of input values that tend to produce near optimal results [Mitchell, 1998] [De Jong, 2006].

These processes will be described in more detail later.

The research described in this dissertation explored the use of EAs to find qualitative solutions to

fault trees with spatial constraints. Specifically, EAs were used to identify volumes in which the
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components formed valid cut sets for the top level system and this algorithm attempted to find the

smallest such volumes. This simulates the hazards of placing related items too close together.

The evolutionary and cluster methods were compared to a control method based on an extension of

existing FTA tools so that the performance could be anchored in a method relevant to the reliability

community. The first control method was not a true contender; it simply used a grid of points and

found the smallest volume centered at that point which would defeat the top level system. Even

for two such locations, the execution time is too large to be useful. However, the second control

method, using a traditional FTA tool then calculating clusters in the resulting solution, proved to

perform well in this research.

A preliminary component of this research was to develop a means to automatically generate test

cases to use for comparing the algorithms. In the literature explored, researchers use small sam-

ple fault trees to demonstrate the performance of their method; these usually have less than 20

components.

I developed software to generate fault trees using Lindenmayer systems (L-systems). L-systems

are a method that uses a recursive symbolic replacement grammar to create tree structures; the

selection of replacement rules govern the characteristics of the resulting tree. The goal was to use

L-systems with varying rule sets to generate fault trees for testing the algorithms above. These

generated fault tree structures were augmented with a stochastic approach to define the position of

components. This constituted the complete definition of the problems evaluated by each solution

method.

The generated fault trees ranged in size from 82 to almost 1000 components. However, they can be

fully described with a few lines of rules and a depth to which the rules are expanded. This technique

enables generation of large fault trees that demonstrate desired characteristics while stressing the

capabilities of the algorithms used to solve them. Defining fault trees in this way can provide a real
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benefit to the reliability community by allowing them to fully describe large, non-proprietary fault

trees in a few lines of text — thus giving researchers a means to share large complex fault trees

for testing advances in methodology. This makes it possible to create a design of experiments that

measures the performance capabilities of the methods over a range of controllable conditions.

Measuring the performance of the various algorithms explored points the way to a set of analytical

tools for solving spatially constrained fault trees. The techniques developed in this research can be

used to explore the effects of component proximity on high level system failure. This information

should point the way to means of improving the disaster resistance of urban areas or highly com-

plex installations such as power plants or oil rigs. Other applications could include crash resistance

for vehicles and improved resilience for software security systems.

1.4 Related Research

The problem of finding volumes of damage in fault trees is related to a few fields of study which

focus on discovering vulnerabilities in complex search spaces. One such research area revolves

around using evolutionary algorithms to improve resilience of computational hardware [Pyle et al.,

2015], often by means of self-correcting mechanisms embedded in dynamic hardware resources

[Imran and DeMara, 2011]. Another such area is known as constraint satisfaction problems (CSP),

which are mathematical problems defined as sets of values whose collective state must satisfy a

collection of constraints on those values [Dechter and Pearl, 1987]. CSPs often focus on homoge-

neous constraints, although mine are heterogeneous (binary for state and continuous for locations).

These problems are generally highly complex, requiring significant computing resources to iden-

tify solutions as the problems grow larger.

In the context of CSP, this problem can be considered a specific case where the constraints lie in two
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different dimensional spaces. Despite the extensive literature on CSPs, I cannot find any references

to searching for vulnerabilities in fault trees. However, the notion of satisfying constraints in

multiple dimensions is central to the definition of CSPs. A common method for solving CSPs

is to use hybrid algorithms [Gogate and Dechter, 2005], in which two distinct solution methods

are combined to exploit their complementary strengths in solving the problem — both of my

clustering approaches are hybrid methods. Another widely used approach is to apply heuristics

such as evolutionary algorithms to solve CSPs, as I have done here.

1.5 Contributions

The focus on generating benchmark problems is expected to provide benefits to the reliability

engineering community independent of the main focus of this research.

• The use of L-systems for generating large fault trees that can be simply described is expected

to help researchers define and communicate large problems for testing methodology.

• Creating metrics to describe and compare fault trees is also expected to help with research

in fault tree analysis, as future methods can be defined as working better for specific types

of problems.

The overall research focus is expected to enhance the robustness of system designs by helping to

identify vulnerabilities caused by packing too many critical components too close to each other.

In general, it is expected that separating these components will be sufficient to mitigate the issues

discovered, although that is left to the design engineers. My goal has been to provide the tools that

will answer the questions.
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1.6 Dissertation Organization

The next chapter will discuss relevant Background information for the techniques explored in this

research.

Because the development of benchmark problems is foundational to the rest of the research, the

third chapter will be devoted to that phase of the work. It will focus on the methods used to develop

the test set of fault trees and the results of that research (only). The benchmark fault tree instances

generated in this work form the problem set for subsequent chapters.

The fourth chapter will discuss the various Approaches taken to solve for volumes in the fault trees.

The fifth chapter will show the Results of executing the control, cluster and evolutionary methods

on the benchmark fault trees.

The sixth chapter will draw Conclusions and discuss potential directions for future research in this

area.
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CHAPTER 2: BACKGROUND

The focus of my research is to extend FTA to integrate the locations of components with the logical

tree structure and so to find potential vulnerabilities caused by proximity of those components. To

accomplish this, I used a variety of analytical methods including traditional FTA, evolutionary

algorithms, cluster analysis and replacement grammars. The basis for each of these methods will

be described in more detail in the following sections.

Whereas traditional FTA focuses on sets of components whose loss causes the top level system

to cease to function (i.e., “kills” the system), my research focuses on finding volumes that contain

such sets of components. Thus, if every component within the volume is damaged, the result will

cause the top level system to cease to function.

2.1 Fault Tree Analysis

FTA is a set of analysis techniques used to identify the components that constitute the greatest

vulnerability for a system. That is, the components most likely to cause failure or combinations of

components whose collective loss will cause the system to fail.

2.1.1 History

Fault trees were invented in the 1960s, when engineers at Boeing working on the Minuteman

Missile program sponsored research at AT&T’s Bell Labs to analyze the missile’s launch control

system [Ericson, 1999]. In that study, H.A. Watson proposed using a logic tree to describe systems

in terms of the subsystems and components that comprise them. This permitted exploration of the
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effect of damage to components and subsystems to the functionality of upper level systems. Use

of this innovative technique spread throughout Boeing to many other government and commercial

projects. One of the key proponents of fault tree analysis at this time was Boeing program manager

Dave Haasl.

FTA grew significantly in exposure when the Nuclear Regulatory Commission began to use it to

analyze nuclear power plants after the Three Mile Island incident in 1979. The handbook devel-

oped by the NRC [Vesely et al., 1981] became the standard text on the subject for decades.

Later, in the aftermath of the Challenger disaster in 1986, NASA began to use FTA to improve the

safety of rocket and spacecraft designs. Their manual [Stamatelatos et al., 2002] is probably the

most complete description of the standard approach to FTA available today.

The application areas mentioned above (i.e., space travel and nuclear power) involve high profile

systems where the cost of a single system failure is extremely high, in terms of lives, dollars and

finally, in prestige for the agency or industry involved in the incident. As a result, the proponents of

those systems are willing to invest a great deal of time, money and effort to reduce the likelihood of

failure. FTA provides tools to identify vulnerabilities in the system and to evaluate the effectiveness

of potential solutions.

With the ready availability of software tools to help in the construction and analysis of fault trees,

the technique has spread to many other industries, such as the automotive industry [Ruppert and

Bertsche, 2001], where the cost of a single failure may not be as high, but the number of units sold

make the potential damage from systemic problems disastrous for the company. Recalls in the

automotive industry have cost companies billions of dollars in a single year [Isidore, 2015]. These

companies are highly motivated to ensure that their designs are less likely to fail under normal use

and to protect passengers from catastrophic events. Carefully creating and analyzing fault trees

can help designers identify and mitigate single points of failure and other flaws in a design.
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Fault trees are widely used in simulations to describe the response of complex systems to combi-

nations of simple events. They make it possible to link physical events in a simulation with the

capabilities of the entities being modeled [Deitz et al., 2009] [Driels, 2013]. In this way, they

enhance the realism of the simulation.

2.1.2 Structure of Fault Trees

Mathematically, fault trees are directed acyclic graphs that use logic operators to describe the

interconnections among the components of a system. A fault tree consists of nodes and edges

connected in a tree structure; the nodes represent either systems or components. The root node

of the tree represents the system being defined for study, while the leaf nodes represent the basic

components; in between may be any number of subsystems to define the specific elements of the

system. Links connect a system or subsystem to the nodes (subsystems or components) that form

it. System and subsystem nodes also have operators that indicate how the lower level nodes affect

their functionality.

Formally, a fault tree can be defined as follows:

Definition 1 A fault tree is a 4-tuple FT := 〈C,O, T, I〉, where:

• C is the set of components that can be affected by spontaneous events;

• O is the set of operators that aggregate events from lower-level components;

• T :7→ Y is a function mapping an operator to a particular type of operation;

• Y := {AND,OR,K-OF-N} are the types of operations;

• S := C ∪O is the set of all sub-system roots in the whole system;
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• I : O 7→ P(S) is a function that describes the inputs of each operator;

The state of any node (i.e., component or system) is defined as a Boolean value indicating the

failure of that node. That is, true (1) represents “failure”, while false (0) represents “no failure”.

Thus, an undamaged component is in a false state — this is opposite the way Boolean values

are used in many other contexts, so it may seem counterintuitive to those not familiar with FTA.

Remembering that fault trees focus on the failure of the system will help to disambiguate the

meaning.

The states of lower level nodes are combined to find the state of the parent node using operators

which, for a classic fault tree, include AND, OR and K-OF-N. AND refers to the case in which all

nodes below the operator must fail in order to cause failure in the system above; this represents

redundancy in the system represented by the fault tree. OR is the case in which failure of any single

element will cause failure of the system; this represents serial dependency on the components. K-

OF-N refers to cases where there are n elements and it requires any combination of k 1 failed

elements to cause failure of the system (where 1 < k < n). Systems composed of these operators

may be combined in arbitrary arrangements and to any depth required to define the subsystems that

describe the functionality of the top level system.

A simple example system with OR and AND operators is shown in Figure 2.1. In this figure, a)

shows a simple top level system with three subsystems comprised of two components each. The

top level system A is an OR system and thus, will be defeated when any one of its subsystems fails.

In turn, subsystems B and C are both AND systems and will only be defeated when both of their

components fail. Finally, subsystem D is also an OR system. b) shows that killing two components

1The variable k is used here to denote the number of items in a combination. Elsewhere in this document, k is
used to denote the number of clusters sought. Although this introduces some ambiguity, both uses have historical
precedence, and it is confusing to introduce new variables to describe either value. Therefore, I use k in both senses
and expect that the meaning will be clear from the context.
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System A

System B System DSystem C

Comp 1 Comp 6Comp 3 Comp 4 Comp 5Comp 2

System A

System B System DSystem C

Comp 1 Comp 6Comp 3 Comp 4 Comp 5Comp 2

System A

System B System DSystem C

Comp 1 Comp 6Comp 3 Comp 4 Comp 5Comp 2

System A

System B System DSystem C

Comp 1 Comp 6Comp 3 Comp 4 Comp 5Comp 2

a) b)

c) d)

Figure 2.1: Example system structure and cut sets.

in subsystems B & C (different AND subsystems) is not sufficient to defeat system A. c) shows that

killing two components in subsystem B (an AND subsystem) will cause system A to fail. Lastly,

d) shows that killing a single component in the lower level OR subsystem will propagate through

the tree to defeat system A.

Constructing accurate fault trees for large systems requires a significant investment of work in-

vestigating the functionality of the top level system and the constituent parts that make it function

properly [Stamatelatos et al., 2002]. Depending on the complexity of the system, this process can

take several man-years of effort to complete. One factor that can reduce the workload compared

to other reliability techniques is that the practitioner is not required to evaluate all possible com-

ponents, only those that are deemed to be most likely to cause failure need be elaborated. Others

can be ignored; in fact, they are often subsumed in the larger events. For example, an automobile

engine could be modeled as a single item, or as the block, pistons, fuel injector, etc. depending

on the goals of the analysis. This subjectivity contributes to the power of FTA, but also requires

experience on the part of the analyst developing the tree to provide “just enough” detail.
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2.1.3 Functional Description vs. Physical Description

It is important to bear in mind that fault trees do not model processes, rather, they map the in-

terdependencies of the lower level elements needed to execute a process. Thus, they answer the

question, “if specific elements are no longer operational, is the system still functional?” Fault tree

nodes are generally described as “top level events” and “basic events”. This generalization allows

the method to be applied to many situations that are not directly related to a physical analog. For

this research, I use the terms “system” and “component”, since my focus is on the physical in-

frastructure systems of an urban zone. These terms are grounded in physical systems and thus

provide readily understandable concepts for description. However, my expectation is that the tech-

niques developed in this research will have broader applicability to analyze any form of system

dependencies.

2.1.4 Methods to Solve Fault Trees

There are two primary types of analysis performed on fault trees. The first is qualitative in nature;

its goal is to find “minimal cut sets” (MCS). This involves searching for sets of components whose

failure will cause the upper level system to fail when all of them fail. Any set of components that

kills the top level system is called a “cut set.” If no components can be removed without losing

the distinction as a cut set, then the set is a MCS. Methods of generating cut sets (not necessarily

minimal) will be a key theme throughout this dissertation.

Solving for all possible MCS is a #P complete problem [Ball, 1986], the equivalent of “NP com-

plete” for counting problems. “NP complete” and “NP hard” are terms from computational com-

plexity theory referring to problems that require Nondeterministic Polynomial time to solve. This

means that the time required to solve the problem using currently known algorithms increases at
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least as fast as a polynomial function of the size of the problem; often the time required grows

exponentially or faster.

The other type of analysis is quantitative; it is referred to as “probability risk analysis” (PRA).

This involves combining the probabilities of the lower level components to calculate the overall

probability of failure of the top level system. The primary challenge for this type of analysis

is obtaining reliable values for the individual component probabilities of failure. If there are no

historical data, information must be generated by other means (e.g., simulation or expert opinion)

for use in rolling up the probabilities. PRA is particularly effective for finding single components

that have the greatest impact on system robustness, which informs designers where to focus their

efforts to improve system reliability. It is not so good at evaluating combinations that kill the top

level system. For that, reliability engineers turn to qualitative analysis.

Classic FTA applications, such as SAPHIRE, perform qualitative analysis using a method called

“Boolean reduction” [Vesely et al., 1981]. The fault tree is converted to an internal representation,

then the rules of Boolean algebra are used to simplify, or reduce, complex system representations

into their basic components. In particular, using the laws of associativity and commutativity, one

may rearrange equations into convenient forms, then remove portions using the law of absorption.

De Morgan’s theorem is also particularly useful for rearranging terms into simpler forms. This

process is repeated recursively through levels of the tree to find progressively simpler cut sets.

Once this reduction process has found the simplest sets for defeating the top level system, they

are reported as the minimal cut sets. Because this approach uses clearly-defined rules of Boolean

algebra, it will find all MCS for small to medium sized fault trees as long as the number of possible

MCS does not grow too large.

However, since larger systems may contain 1030 or more MCS, software implementing Boolean

reduction usually allows the user to set a threshold value for the maximum size of MCS which
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will be reported. Failure to do so can cause the algorithm to exceed memory limits for typical

computer systems or reach run times that analysts will find unacceptable. The exact conditions

under which this algorithm exceeds machine limits depends greatly on the form of the tree, the

number of components, and the computer being used. In other words, it is not always easy to

determine a priori whether the algorithm will be successful based only on a simple characteristic

like the number of components in the system.

In the 1990s another approach was developed based on binary decision diagrams (BDD) [Rauzy,

1993] [Stamatelatos et al., 2002]. The basic approach is to start with a single component and branch

into killed and not killed trees. Software based on BDDs has proven to find MCS faster than that

implementing Boolean reduction [Gauthier et al., 2007], so many recent software packages have

applied this approach.

The key to making BDDs work is to order the components advantageously so that kill conditions

for intermediate systems are reached quickly. The problem of finding the best variable ordering is

NP-hard [Meinel and Slobodová, 1994], but an efficient ordering can be found in polynomial time

[Rauzy, 2001] and is normally good enough to provide fast solutions for small- to medium-sized

systems.

However, the larger the size of the MCS sought, the larger and more complex the BDD becomes.

Similar to Boolean reduction, the diagram can become so large that it overwhelms the memory

of available computer systems and causes the application to stall. Therefore, this method is also

dependent upon the practice of limiting the sizes of the MCS. Because the time required for these

deterministic approaches scales exponentially with the size of the FT, analysts will always en-

counter a resource limitation when the problem reaches a certain size. My preliminary research on

a typical PC (16GB of main memory) showed that both of these methods tend to exceed memory

limits when the number of MCS is in the millions and the number of components required to defeat
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the system is greater than 10 or so components, which can occur for systems with as few as 70 or

80 components.

Some researchers explored genetic algorithms in the 1980s as a means for solving fault trees [Er-

icson, 1999]. However, the combinatorial explosion of possibilities limited their usefulness on

computer processors of the 1980s and 90s vintage and the focus of research moved to the de-

terministic methods mentioned above. My recent research [Hanes and Fay, 2015] demonstrated

that they are useful for finding cut sets for larger systems and that they may be less susceptible to

memory issues when solving these systems. They are subject to the usual caveats for stochastic

solutions; namely 1) they are not guaranteed to find the minimum on every execution of the method

and 2) they will generally not achieve the same answer(s) on consecutive executions. Nevertheless,

they can be a compelling approach for solving larger fault tree problems. The fact that they make

few assumptions about the structure of the problem means they can be adapted to finding MCS for

very complex fault trees where traditional methods tend to exceed computational limits.

2.2 Applications of FTA

Since its invention, FTA has spread to virtually every field of engineering [Henley and Kumamoto,

1981]. A search for articles published on the subject in the past 5 years produced thousands

of results. These include such diverse applications as mechanical systems (automobiles, aircraft

[Saglimbene, 2009], buildings, etc.), electronics [Pan et al., 2008], and complex systems of systems

such as power plants [Agarwal and Kansal, 2012] or even cities [ten Veldhuis et al., 2009]. In the

general case, FTA can be used to describe any sort of dependent organizational structure, including

bureaucracies [Lacey, 2011], businesses [Geum et al., 2009], or software [Tian et al., 2009]. The

practical needs of these real world applications often exceed the capabilities of traditional FTA and

motivate researchers to extend or adapt FTA techniques to solve their analytical problems.
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2.3 Fault Trees in the Real World

Fault trees are highly useful for evaluating the functionality of systems in the real world, but they

are limited due to a fundamental assumption in the nature of fault tree. That is, FTA assumes

that the component failures (or “basic events”) are mutually independent; to do otherwise would

complicate the algorithms for solving fault trees to the point that they might not be tractable in

reasonable time. In addition, the abstract nature of trees necessarily ignores the location of compo-

nents, even though component proximity can result in dependent probabilities and common cause

failure modes.

Components in the real world always have a physical location and failures happen at a particular

time. These facts place constraints on system failures in the real world that are not captured in

classical FTA. Nevertheless, they have implications for FTA that cannot always be ignored. Rec-

ognizing this fact has led practitioners to develop a variety of extensions to FTA [Ruijters and

Stoelinga, 2015] that address specific limitations encountered in their research.

For example, Dugan et al. [1990], added time-ordered events to fault trees, which has grown into

a subfield of study known as “dynamic fault trees” (DFTs). That is, fault trees in which the result

can vary depending upon the order in which the components are killed. This was accomplished by

adding three types of gates to the classic fault tree structure. Once a temporal sequence is added

to the cut set, the number of possible permutations (not just combinations — the order matters)

grows astronomically, which complicates direct algorithmic solutions. Consequently, DFTs have

so far not been solvable by direct algebraic methods, although some researchers [Merle et al.,

2010] [Merle et al., 2011] have developed structure functions for a subset of dynamic fault tree

operators. The most common approach so far to solving DFTs has been to use Markov chains,

the approach applied by the original developers of the concept [Dugan et al., 1992] [Boudali et al.,

2007]. However, since Markov chain models grow exponentially with the size of the problem, this
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approach has limitations for medium to large problems.

Although DFTs have enabled modeling time dependent nature of some systems, I found no method-

ology in the academic literature to capture the implications of the physical location of the compo-

nents. Simulations of physical phenomena (e.g., fires, floods, weapons, software, etc.) provide

tools that can help address this lack, but they are generally used in a “feed forward” mode [Deitz

et al., 2009] [Driels, 2013], so the physical analysis is not informed by the logical relations in the

FT. Rather, the FT is used to evaluate the results of events described by the simulation, generally

by passing assessed probabilities of component failure (or “probabilities of kill”) to FTA in order

to evaluate the probability of the top level event. The connection between the physical location

and the system dependencies represented by the fault tree has not received consistent academic

treatment.

Tobler’s first law of geography [Hecht and Moxley, 2009] states that “everything is related to

everything else, but near things are more closely related than distant things.” To put this in the

context of FTA, the closer components are to each other, the more likely they are to violate the

independence assumption inherent in classic FTA.

The implications of the spatial constraints of real world events are the focus of my research. In

particular, the role that physical proximity plays in system failure is key to modeling real world

events with fault trees. This is particularly true with physical disasters, such as floods or tornadoes.

Items that are close together are often more likely to fail as a group due to the common cause

created by the disaster.

If we can better understand the vulnerabilities implicit in the physical arrangement of the compo-

nents, then we can improve our chances of preventing them or at least preparing for them. This

is easier said than done, however. Attempts to incorporate common cause failures into fault trees

dramatically complicate the process of qualitative evaluation [Vaurio, 2003]. Most robust FTA
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software incorporates common cause failures by treating it as a distinct basic event, while the in-

dividual component failures are treated separately. Qualitative analysis using such common cause

failures will only identify the cases where the common cause is known to the analyst a priori.

While this does allow inclusion of common cause failures in a fault tree, it does not provide a

means to find the failures in the first place. This is not surprising given that the fault tree itself does

not have a means to express information about the relation of the components to each other apart

from their inclusion in a single system.

2.4 Cluster Analysis

One obvious approach for finding cut volumes in the fault tree can be borrowed from graph theory.

Since fault trees are graphs, they can be explored using some of the tools and metrics of graph

theory [Chartrand, 1977]. One area of research intersecting graph theory that has received a lot of

attention is cluster analysis.

Cluster analysis focuses on the relationships of items to each other. The idea is that elements of a

set that are more like each other will form a cluster that has characteristics distinct from another

cluster of elements that are also similar to each other. These characteristics can be either Euclidean

proximity or similarity in some other set of dimensions. A common difficulty with cluster analysis

is that the way of defining “similar” can vary dramatically depending on the application and the

nature of the elements that are being analyzed.

Cluster analysis combines elements of statistics, graph theory, and computer science [Han et al.,

2001]. It is used widely in machine learning, pattern recognition, bioinformatics, and image anal-

ysis, to name a few applications. Early cluster algorithms focused on centroids of the locations of

elements of the set; this is the basis for Lloyd’s algorithm (a.k.a. the “k-means algorithm”), which
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is described in detail in Chapter 4. k-means is often considered outdated and ineffective since it

sometimes ignores the proximity of elements to each other and large gaps that can occur. These

irregularities are easy for a human to spot, but difficult to define in algorithmic terms.

Much of the focus in cluster analysis research has been to find algorithms that detect irregular-

shaped clusters with different distributions or formed by groups with a similar density in some

region. Such clusters are often obvious upon visual inspection by a human, but it has taken many

years of research to develop algorithms that find these clusters reliably. Each such algorithm is

focused on defining clusters suitable to a particular requirement.

For this application, I determined that the k-means algorithm was appropriate for finding the type of

clusters needed to represent a sphere of effect. Since I was focused on the location of components

in three dimensional (i.e., Euclidean) coordinates, it was necessary to cluster items according to

their proximity to a central point. k-means generally performs well at finding uniformly-sized

spherical clusters, even though it has difficulty with irregular shaped clusters and variable-sized

spheres. For my research, the goal was to emulate the radius of a blast or fire, which is reasonably

approximated by a sphere in open spaces. Therefore, it is sufficient to find regular-shaped clusters

in the search space.

Once the clusters were defined, the set of components contained in each cluster could then be

checked versus the fault tree to determine their impact on the top level system. Then, combinations

of clusters could be checked similarly up to the value of k being studied.

2.5 Evolutionary Algorithms

Stochastic optimization methods have gained in prominence during the past decade as they have

shown their ability to find good solutions to problems that have not so far been solved using de-
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terministic methods. The word “stochastic” refers to the use of random numbers in the algorithm;

that is, these methods rely on some form of random exploration of the search space to find better

solutions. Thus, they usually do not produce the same answer each time they are executed. In

comparison, deterministic methods will always produce the same answer. Therefore, stochastic

solutions are typically used in cases where there is no deterministic solution or when said solution

takes too much time to execute for normal-sized problems.

Evolutionary computation refers to a class of stochastic optimization algorithms in which a col-

lection of initial guesses (usually randomly generated) are iteratively refined through a series of

operations which transform them while they are evaluated for their closeness to the desired an-

swer, called “fitness.” Less fit solutions are abandoned while more fit solutions are refined in the

next step [Mitchell, 1998] [De Jong, 2006]. A conceptual illustration of this process is shown in

Figure 2.2.

Figure 2.2: Conceptual illustration of one generation for an Evolutionary Algorithm

In practice, evolutionary algorithms (EAs) have proven to be a very flexible tool for solving difficult

optimization problems that have defeated other methods. Their flexibility is closely related to the
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generality of the genomes and the fact that the fitness function can be literally any numerical

metric that the user defines. This flexibility has proven to be a great strength for solving problems.

It also points to one of the difficulties of EAs: there are so many ways to structure the algorithm

that it can be difficult to find the right representation for a given problem, but this flexibility is

the key to effective use of EAs. With the right representation, EAs have been shown to solve

complex optimization problems that have defeated other methods. For some types of complex

problems, they have been demonstrated to be the best known solution method for finding good

approximations for the multi-objective shortest path problem in polynomial time [Horoba, 2009].

In addition, other research [Zhu et al., 2014] shows that they provide superior performance for

optimization problems that must balance different sets of objectives simultaneously.

2.5.1 Application of Genetic Algorithms to Fault Tree Analysis

There were early attempts to use EAs to solve fault trees [Ericson, 1999], but the speed of deter-

ministic methods, particularly BDDs, rendered EAs unnecessary for typical FTA problems, such

as finding MCS. Although deterministic methods have difficulty generating all cut sets for large

fault trees, this is a result of hardware limitations, not a problem with the algorithms themselves.

In practice, smaller solution sets are not a problem since most analysts would not have the need or

ability to search through 1020 or more MCS. A sampling of the smallest sets is usually enough for

most applications.

Antoine Rauzy (personal communication, June 16, 2014) indicates that GAs have two distinct

problems when attempting to find MCS for fault trees. 1) The nature of the top level event is

binary, thus each genome will receive a fitness of 0 or 1, with no opportunity for values in between.

This sabotages the normal GA operation of gradually approaching optimal solutions by finding

successively more fit genomes. 2) The fact that there is not necessarily a natural order to the
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list of components means that crossover operations may randomly eliminate otherwise promising

genomes by “turning off” a component that is crucial to creating a particular cut set. The fact that

a given component set “almost works” will be lost due to problem (1). These are valid concerns

and need to be addressed to configure an EA approach that consistently produces useful results.

My approach to resolving these issues will be described in Chapter 4.

As a result of the issues mentioned above, EAs are not the tool of choice for qualitative analysis

of fault trees. However, as noted in my earlier work [Hanes and Fay, 2015], they can be a useful

technique for resolving large fault trees.

On the other hand, if spatial constraints are added to the fault tree, a more complex representation is

required. Since this representation has yet to be defined, neither defined metrics nor deterministic

approaches exist to find solutions for the most damaging cases.

The example of DFTs is illustrative. They were first introduced in 1990, and the developers used

Markov Chain models to solve them; these were only suitable for small problems due to the ex-

ponential growth in execution times. To date, no faster algorithms have been developed, despite

decades of research. In the meantime, heuristic methods have been applied to solve DFTs because

researchers face large, time-dependent problems that need to be solved in the near term, and they

cannot wait for fast-running deterministic solutions to emerge.

If someone were to develop generic means to include spatial constraints in the fault tree itself,

we could expect it to take decades for the academic community to find fast deterministic algo-

rithms to solve reasonable sized problems, assuming that it is possible. Therefore, when spatial

constraints are added to the fault tree, EAs become an attractive method that is worth considering

in comparison with approaches based in deterministic methods.
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2.6 Lindenmeyer Systems

Finally, to exercise thoroughly the methods in this research, it is important to use a variety of test

cases incorporating many different sizes, depths, and branching characteristics. Lack of variety in

test cases is a common deficiency observed in FTA literature. Many papers found apply a method

to one or two relatively small sample systems (e.g., [Pan et al., 2008], [Sui and Pan, 2011], [ten

Veldhuis et al., 2009], and [Xiang and Yanoo, 2010]); the reader is left to infer that the method

described works for larger cases. My research focused on large systems that are difficult for the

standard deterministic algorithms to solve even without the addition of spatial constraints. There-

fore, I needed several large systems that demonstrate this difficulty. Unfortunately, while it is

possible to randomly generate fault trees, it would be difficult to do so in a way that preserves the

important characteristics of the fault trees as they grow larger and that is reproducible for academic

purposes.

To that end, a preliminary step in this research was to develop a method to automatically generate

fault trees with desired characteristics. The method is parameter-driven so that I can control the

types of trees generated and explore performance of the methods as these characteristics change in

predictable ways.

Lindenmayer systems (“L-systems” for short) are a grammar used to recursively generate se-

quences of items through symbolic replacement. The method was initially created to generate

computer models of plants [Prusinkiewicz and Lindenmayer, 1996], but it has been applied to

many other fields as diverse as music generation [Manousakis, 2006] and procedural creation of

buildings for video games [Watson et al., 2008]. The extension to generating fault trees follows nat-

urally with the simple addition of an operator to each replacement rule so that lower level branches

become subsystems with a specific type of function.

29



Moreover, L-systems have been used successfully by researchers to construct benchmark problems

for other fields. For example, Martin et al. [2010] used functional L-systems within automated

scenario generation tools to build up scenarios in simulations and games used for training. Addi-

tionally, Ahammed and Moscato [2011] use L-systems to design challenging traveling salesman

problem (TSP) instances for benchmarking TSP solvers. They demonstrate that increasingly more

challenging TSP instances could be produced while maintaining salient properties of existing,

known problems at varying scales.

As an example of an L-system grammar with operators for each node, a simple set of rules could

be defined in the following manner:

start: A

A: (2 of 3) BCB

B: (OR) CBC

C: (AND) BA

The colon indicates that on each iteration, the indicated letter on the left is replaced with the

sequence to the right. One can generate a fault tree by defining a specific number of iterations,

which would create the desired branching behavior as the tree grows through several iterations.

Thus, the overall system produced by the rule set shown above after zero, one, and two iterations

would look as follows:

0th iteration: [A]

1st iteration: (2 of 3) [B][C][B]

2nd iteration: (2 of 3) {(OR) [C][B][C]} {(AND) [B][A]} {(OR) [C][B][C]}

where “{ }” encapsulates a subsystem. A better way to understand this progression is to represent

it graphically, showing the FT operators and each rule element as a box with the appropriate letter,

as shown in Figure 2.3. The final step to using this in a FT would be to give each subsystem and
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each leaf node a unique identifier so the analysis software can distinguish between them.

A

A

B C B

2

A

B C B

2

B CC B A B CC

Figure 2.3: Example of growth for a simple L-system grammar

As this system progressed through more iterations, the system definition would grow larger and

more complicated. The rule set above could be expanded in several ways by adding more letters

with alternate operators and numbers of subsystems at each level. It could also add terminators in

some cases so that the fault tree did not always reach the same depth on all branches.

With these tools, I developed a straightforward application to generate fault trees for use in the

methods described in earlier sections. More work will be required to add the ability to repeat

subsystems and components in different portions of the fault tree, which is one of the complicating

factors in real world FTA.

2.7 Conclusion to Background

The discussion above shows a compelling application for fault trees constrained by physical prox-

imity to find vulnerabilities in urban areas to natural and man-made disasters, as well as a lack

of straightforward techniques to address this problem. In this research, I explored Evolutionary

Algorithms and Cluster Analysis to find a repeatable approach to solving this problem efficiently.

As a basis for comparison, I also developed a control method using a BDD-based solver to find

MCS, then applied the k-means algorithm to evaluate volumes. To thoroughly test these methods

31



under a variety of conditions, I used L-systems to generate a robust set of fault trees with varying

characteristics as measured using graph-based metrics.
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CHAPTER 3: METRICS & BENCHMARKING

The first step in my research was to obtain fault trees for use in testing the algorithms of interest.

To be useful for showing differences between the methods, the test cases must be large enough to

be difficult to solve using traditional methods. At the same time, they needed to be useful from an

academic point of view.

3.1 Generating the Test Set

Experience with fault trees in an industrial environment has taught several lessons. Unfortunately,

due to their proprietary nature, specific fault trees encountered in such settings typically cannot be

published in an open format. Important observations from this experience include:

• Fault trees with several hundred components are normal;

• There is a need for metrics to describe structural variances in fault trees to help understand

analytical differences;

• There is a need for non-proprietary benchmark fault trees that can be shared in open litera-

ture.

As a precursor to this research, I searched for test cases in the academic literature that could be used

for benchmarking the methods. However, the fault trees I found all had less than 50 components

and could be solved by existing FTA software in a fraction of a second. The preponderance of small

fault trees is not surprising since a legible graphical image of a fault tree containing 50 components

will fill a page in a journal. Thus, larger fault trees would quickly take up the entire space allotted
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to a typical article before spending any space on the method under discussion. Nevertheless, the

paucity of examples leaves researchers with no standard benchmark cases that can be used to

compare developmental methodologies.

To determine how the methods performed at scale, it is necessary to generate large fault trees

that stretch their capabilities. Therefore, a method is needed to create fault trees that meet the

necessary criteria. To provide consistent benchmarks for researchers, the method must produce

fault trees that are:

1. Reproducible,

2. Similar to real world examples,

3. Scalable in measurable ways from small trees to large trees.

Evaluating both #2 and #3 require some sort of metrics for comparing fault trees.

3.2 Metrics for Fault Trees

The primary dimensions that I applied in this research are: Size, Operator proportion, and the Size

of the smallest MCS.

Size: The number of components in a fault tree has been shown to be one of the factors that

impacts performance of deterministic methods and makes them unsuitable for very large problems

[Gauthier et al., 2007]. Therefore, I exercised methodologies using smaller systems initially to

prove each concept, then applied them to larger systems to evaluate performance in more difficult

cases. The size of the fault tree can be increased simply by executing more replacement cycles of

the L-system; this can be performed as often as required to generate the size of fault trees needed
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to provide a challenge to the methods. The largest systems used for this research contained close

to a thousand components; which is a stressing size for FTA in industrial applications [Gauthier

et al., 2007].

Size of smallest MCS (sMCS): This appears to be a key component contributing to the complexity

of fault trees. That is, it makes them difficult to solve. Therefore, the fault tree generator was

programmed to use this value as a part of the multi-objective fitness function. If the sMCS is small

(e.g., 5 components or less), then the fault tree is easy to solve using traditional methods; at least,

it is easy to find small MCS that kill the system. But, as sMCS grows larger, classical methods

begin to struggle to find any MCS and other methods will be required. Not surprisingly, during the

development of the test set, FTs were generated with MCS that reached ridiculous sizes; in one

case, sMCS was almost 160 components for a fault tree with about 300 components. This is too

large for any real world system as it would indicate an extraordinary level of redundancy. This led

to putting an upper limit on the size of the MCS as well as a lower bound. Thus, the goal was to

generate fault tree that had an sMCS that was not too small and not too large.

Operator proportion: Defined as nOR/(nOR +nAND +nKofN). The overall percentage of AND,

OR and K-OF-N operators has an effect on the number of MCS found in the fault tree. The effect is

not a straightforward function of this proportion, however, since the determining factor for creating

more MCS is whether AND and OR operators appear in alternating layers of the fault tree. If an

OR system has an OR system below it, then by the Boolean Law of Absorption, the components

of the lower system actually functions as part of the parent system, as shown in Figure 3.1. The

same holds true for systems of AND operators.

This is similar to the Boolean Satisfiability Problem (SAT) in which the satisfiability of a disjunc-

tion of conjunctions can be solved in linear time, but the satisfiability of a conjunction of disjunc-

tions requires exponential time to solve. Generally, with randomly created rule sets, there is a
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System A

Comp 1 System BComp 2

Comp 4Comp 3

System A

Comp 1 Comp 2 Comp 4Comp 3

Figure 3.1: Law of Absorption for systems of OR operators

mix of both operators at every level of replication. This creates a cascading series of conjunctions

and disjunctions — each conjunction (AND operator) with disjunctions below it increases sMCS .

Deterministic methods for finding the MCS are roughly equivalent to the process of converting

the Boolean expression to disjunctive normal form, a process which can generate an exponential

number of branches.

Finally, the nature of the K-OF-N operator means that it will not absorb a subsystem with a K-

OF-N operator; it is not a Boolean operation and the Law of Absorption does not hold true for

it. However, a K-OF-N node can be reduced to an equivalent disjunctive normal form, which is

subject to the laws of Boolean algebra. The number of nodes in such a reduction grows exponen-

tially since it is governed by the combination formula. Therefore, the K-OF-N operator will add

complexity by increasing the number of possible solutions and the number of components in each

one. Its presence is an indicator that the system in question will have a larger number of MCS than

a system with the same number of components that does not have this operator.

Out Degree: this reflects the amount of branching at each level. The measure used is derived from

graph theory and reflects the number of links exiting from each node. Every system and subsystem

node has a single “in” link and two or more “out” links (component nodes have no “out” links).
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Two of these metrics (Number of Components & Size of Smallest MCS) increase as the rule set

is expanded through more iterations. The other two (Operator Proportion & Out Degree) relate to

the structure of the fault tree and should not vary significantly as the rule set is expanded past the

first three or four iterations. Experience shows that there may be significant variation with the first

few iterations, but that these metrics asymptotically approach steady state values as the fault trees

grow larger with more iterations.

3.2.1 Calculating Number of MCS

The number of possible MCS for a given fault tree is a useful metric for assessing the complexity

of fault trees. If a fault tree does not reuse subsystems or components, then the total number of

MCS can be calculated directly by a recursive function without solving the system. Many fault

trees are cyclic in the graph sense; that is, they repeat the use of some systems or components.

This method will not work for such systems.

The number of MCS is calculated by propagating the counts of component combinations through

the gates of the fault tree. The calculation is different for each type of operator that defines a node

in the tree.

If a node has n elements, each with a number of MCS M1 through Mn, then the total number of

MCS for each type of node is:

MOR =
n∑
i=1

Mi

MAND =
n∏
i=1

Mi
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MKofN = f(k, 1)

Where f() is a recursive function applied to (M1, ...,Mn) as follows:

f(k, i) = Mi · f((k − 1), (i+ 1)) + f(k, (i+ 1))

The first argument, k, indicates the number of elements to be chosen; the second, i, indicates the

element with which to begin. This function is applied recursively to progressively smaller problems

until it arrives at one of two cases. If k = 1, this indicates 1 of (n−i) elements, which is equivalent

to the OR formula. If k = (n − i), this indicates (n − i) of (n − i) elements, which calls for the

AND formula.

The number of MCS is calculated by executing a depth-first traverse of the tree. Every leaf node

(basic event) has exactly 1 MCS, which contributes to the number of MCS for the system(s) above

it. The values for each node are propagated up through progressively higher level nodes until the

top node is reached.

I verified the accuracy of this formula by comparing its results with the count of MCS obtained

from xfta for small to medium fault trees that I found or generated. It proved to be accurate on

systems with up to several million MCS.

Knowing the number of MCS provided insight into the results derived from some of the methods

used, but did not necessarily provide the desired indicator of complexity. In the course of the re-

search, I discovered that the size of the MCS was actually a more useful indicator of the complexity

of solving a fault tree.
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Table 3.1: Metrics for Fault Trees from the literature.

source c # MCS OR AND out in
Song et al. [2009] 8 7 0.83 0.17 2.17 1

Lacey [2011] 17 15 0.71 0.29 2.14 1
Sui and Pan [2011] 20 24 0.75 0.25 2.83 1.03

Shahriar et al. [2012] 42 92 0.70 0.30 2.83 1.15

3.3 Matching Fault Trees Found in the Literature

With these metrics in mind, my foundational hypothesis focused on the feasibility of using L-

systems to produce fault trees of various sizes with predictable characteristics.

Hypothesis H0: L-systems can be used to generate fault trees that retain measurable characteristics

that scale as they increase in size with more iterations of the rule base.

Success criteria: For a given rule set, size metrics (Number of Components & sMCS) grow in a

predictable way, while structural metrics (Operator, Out Degree) do not vary by more than 10% of

average as size increases.

I used fault trees found in the literature as a baseline for comparison with the generated trees.

Although I did not find large fault trees, I found some with a few tens of components. The sources

are listed in Table 3.1 along with calculated metrics to characterize their structure. The metrics

include: number of components (“c”), the number of MCS for that fault tree (“# MCS”), the

proportion of system nodes using the OR operator (“OR”), and the out-degree of the system nodes

(“out”).

Since these fault trees were few in number, I matched their structural metrics by manipulating L-

system rule sets by hand until the resulting fault trees were close to the desired values. The resulting

rule sets can be found in Appendix A. Though this type of manual process is time-consuming, the
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Table 3.2: Metrics for L-System Fault Trees matching those found in the the literature

source i c MCS OR AND out in
Example 1 3 7 6 0.80 0.20 2.20 1
Example 2 4 17 31 0.71 0.29 2.14 1
Example 3 3 20 17 0.73 0.27 2.82 1.03
Example 4 5 40 68 0.70 0.30 2.81 1.15

control it provides over the process helps to develop intuition regarding the relationship between

input and output which helped for developing the Benchmark test set shown in Section 3.5.

The first set of fault trees generated using the manually-generated L-systems demonstrated good

agreement with the metrics for the target systems. Table 3.2 shows the metrics for the fault trees

generated using L-system grammars; they can be compared with those in Table 3.1. Although

these L-system grammars were generated by hand, they demonstrated that the approach is feasible

for creating fault trees with desired characteristics. The process of generating L-systems by hand

also helped me appreciate the difficulty of balancing the metrics in a given rule set. Seemingly

small changes in the rules often produce large effects in the characteristics of the resulting fault

trees.

The rule sets for the L-systems are similar to those shown in the Background discussion. They can

be altered to produce trees with a higher or lower degree of branching (i.e. trees with more sub-

systems at each level) and to incorporate the operators in different proportions to reflect different

types of system design. Additionally, expanding the tree more levels creates different sized trees.

One factor that influenced the use of these rule sets is that some of the structural metrics will often

vary widely in the first several iterations, then asymptotically approach a stable value. Sometimes

they approach from one direction, but other times they will bounce above and below until reaching

the final value. This is because L-systems are dynamical systems and, like many such systems,
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pass through a transient phase before settling down. This suggests that researchers who use this

approach should ensure that the L-systems passes through sufficient rule replacement iterations.

(e.g., after 4 cycles, my L-systems generally approached steady state values). Paying careful atten-

tion to the metrics of each successive fault tree in the iteration sequence is required to ensure that

the generated trees show the desired characteristics.

Results produced by attempting to emulate the limited sample of fault trees found in academic

literature reveal that L-systems with relatively few rules are able to produce fault trees with char-

acteristics that closely resemble these real world systems. The initial rule sets were generated in a

series of manual cycles, making adjustments to one or more rules, then generating a new fault tree

to determine whether its metrics were closer to the desired characteristics. While the small sample

shown here is not conclusive, it is sufficient show that L-systems can be used to create fault trees

with desired characteristics to explore the functional boundaries of various approaches to solving

them.

3.4 Automatic Generation of L-System Rules

The success of the manually created L-systems at closely emulating fault trees was sufficient en-

couragement to provide the impetus to develop an EA to create fault trees that would provide a

realistic set of cases to explore the capabilities of the research methods.

In practice, developing EAs that search for appropriate L-systems proved to be quite challenging.

This is in part because of the nature of the rule sets themselves, which are not easy to characterize

as a genome, and in part because of the difficulty of identifying appropriate fitness metrics.

1) EA Representation: Each candidate solution in an EA is represented by a genome. For this

problem, the genome comprised a collection of genes, each of which contains a single rule, where
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a rule is defined as an operator + references. Each reference had to correspond to another gene, so

the selection of references was limited to the number of genes in the genome. Each gene therefore

represented a single replacement rule in the L-system.

To use the genome, the fault tree generator interpreted the rules starting from the initial rule (which

was always ’A’). In each replacement cycle, when that letter was encountered in a leaf node, it was

replaced by another node with the designated operator and a set of leaf nodes with the given letters.

One problem encountered in the operation was that some rules could end up not being referenced

by other rules. Although this would limit the variation, it did not result in a rule that could not be

interpreted, so it was not checked for during the process.

In addition to the normal fault tree operators (AND, OR, and K-OF-N), I added a terminator oper-

ator (“T”) which would cause the expansion to cease along that particular node. This was intended

to prevent the unnatural situation in which all branches of a fault tree terminated at the same level.

With the terminator as an operator, some branches could end at various levels, creating a more

realistic structure.

Crossover worked by combining genes from each genome using a single point crossover with the

point selected at random from the range 2 to n− 1 where n was the number of genes in the smaller

genome.

Mutation was designed to change either the operator or the arguments in a single gene selected at

random. 25% of the time it would change the operator to another selected randomly; if necessary,

it would add or remove arguments. 75% of the time it would change the arguments for a rule

that has them. With equal probability it would 1) remove the last argument, 2) add one randomly

selected argument, or 3) change one argument at random.

2) EA Fitness:
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To evaluate the fitness of each genome, I generated a corresponding fault tree by expanding the

rule set to a random depth. Then I used a multi-objective fitness function combining structural

and performance metrics to characterize the fault trees that I was seeking. My approach to using

multiple objectives is to randomly choose one evaluation objective each time genomes are selected

for the next generation.

The objectives were in two dimensions. First, I minimized scaled deviations from desired structural

metrics (out degree, operator proportion & number of components). Specifically, I combined the

structural metrics into a single value and set the EA to minimize it:

valT =
3∑
i=1

(
vali,c
vali,d

− 1

)2

where vali,c is the actual metric calculated for that fault tree and vali,d is the desired metric targeted

by the EA.

Second, I checked for the “complexity” of each fault tree by calculating the number of components

in the smallest MCS. Simply maximizing that value produced some very unrealistic results (e.g.,

in one case, it generated a fault tree with about 300 components that had over 100 components in

the smallest MCS). Thus, my metric seeks values within a selected range and penalizes genomes

the further they are from that range.

To find this value, it was necessary to perform quantitative analysis on each fault tree to determine

the size of the smallest MCS. Generally, an analyst will tune xfta to find the right execution pa-

rameters for the fault tree being solved. With an EA generating about a hundred fault trees each

generation, this was not possible. Therefore, I set the fitness function to execute a loop in which it

gradually grows the size of the MCS to search for until xfta found a solution or grew too large and

threw an exception due to lack of memory. In the case of a memory fault, I switched to a Monte
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Carlo elimination scheme (described in more detail in Section 4.2.2) as an alternative means to

find the size of the smallest MCS.

3) EA Dynamics & Selection: My EA employs both parent and survival selection. Parents are

selected using a variety of tournament selection: four individuals are selected uniformly at random

from the population and the two most fit (smallest fitness value for one randomly chosen objective)

are then chosen to produce two children via the crossover and mutation operator described above.

Survival selection uses a (µ + λ) strategy: 50 parents were used to produce 50 children, then the

most fit 50 were selected from those 100 individuals to survive to the next generation. The (µ+ λ)

dynamic was chosen primarily because of the time required to compute the MCS and a desire to

retain the “best” answers found in the process.

This structure ended up being fragile. After each cycle of crossover and mutation, it was necessary

to add a function to check all arguments and make sure they made sense. That is, it had to ensure

that all references still existed, that operators still had 2 or more arguments, and that all rules had

at least one other rule that referenced them — thus, the function cleaned up rules as needed after

the check.

Due to the long run times for the fitness function, I elected to use a steady state EA, so the popula-

tion retained the best genomes from all generations. Even with this advantage, due to the computa-

tional difficulty and extensive run times (sometimes it took several days to execute 40 generations),

the EA was not usually able to converge.

Thus, I chose to use the best genomes found in the final generations. I made this decision since the

focus of my research was not to find an all-purpose fault tree generator, although that would be a

valuable contribution, but to generate a set of fault trees to test the abilities of my approaches to

finding MCV. This is an area for further research that could benefit the reliability community.
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3.4.1 Lessons Learned

The application of an EA to generating L-systems with the desired metrics was a limited success.

Although the process showed that grammars could successfully be created by an EA, the fitness

function proved to be problematic. Specifically, the use of xfta to find the size of the smallest

MCS did not fit well with the application environment. When I shifted to using the Monte Carlo

Elimination technique, progress was slow due to the significant increase in execution times.

xfta is designed to be used by FTA professionals who are working with a specific fault tree. It does

not check memory requirements vs. system resources as it decomposes the problem and forms the

internal representation to find MCS. Thus, if the problem is too large for the memory limits of the

system being used, it will crash, leaving the analyst with no results. Analysts can dial this behavior

by selecting the relevant size of the MCS to be found, effectively telling xfta to ignore anything

larger. The memory crashes can also be mitigated by using a system with larger memory; however,

xfta will then search for all MCS that it can find within the size limit; if that limit is too large, then

execution time can grow unacceptably large. Balancing this behavior requires an understanding

of the relative requirements for memory and execution speed of a particular fault tree. Analysts

working with a particular fault tree would quickly develop a sense of the right settings to solve

the problem at hand and whether larger resources are needed to find the answers required for the

analysis at hand.

On the other hand, when used in a EA, there is no such intuition available. Trying to find settings

that work for a large set of randomly generated fault trees without causing crashes or encountering

extremely long execution times proved to be difficult and often resulted in EAs running for days

or weeks, especially when the desired fault trees were both large and complex.

Overall, the most effective way to generate realistic fault trees was to use the EA to generate a set
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of possible L-system grammars then manually adjust the rules to obtain the desired characteristics.

This was sufficient for the purpose of generating benchmark problems for this research; however,

there is much room for future researchers to focus on developing fully automated approaches.

Since my objective was to create a test set that would provide a reasonable challenge for both

the control methods and research methods, I chose to focus on finding rule sets that would serve

the overall research goals rather than continually improving the EA in hopes of developing an

all-purpose fault tree generator.

3.4.2 Component Locations

Since the focus of this research is on solving FTs with physical location constraints, it is not

enough to generate the logical structure of the tree; the FTs must also have locations for every

component. In this case, I chose to separate the process of generating the trees (described above)

from the process of finding locations for each component in the system. The latter were generated

randomly in the following way.

Once the fault tree is created, the top level system is placed within a bounding box that is approx-

imately the size of an urban area, several kilometers on a side. For each level of the fault tree, the

lower level nodes subdivide the bounding box as described below. A few Valid subdivision options

are shown in Figure 3.2.

1. for each extremum (i.e., minimum or maximum) of each dimension of the system’s bounding

box (x, y, z), select a child node at random

(a) if the node is a subsystem, set its corresponding extremum to that value

(b) if the node is a component and its opposite extremum in that dimension is not set, set

its corresponding extremum to that value
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2. for each node in the system

(a) for each dimension

i. if the node is a subsystem and an extremum is not set, set it to a random value

between the center of the bounding box and the corresponding system extremum

ii. if the node is a component and one extremum is set, set the opposite extremum to

a value within one meter away from it

iii. if the node is a component and neither extremum is set, set them to random values

between the system extrema and within one meter of each other

a b c

Figure 3.2: Illustration of possible means to subdivide system space

Once the component locations are assigned, they are incorporated into the fault tree XML format

as a property of each component. That way, both logical and positional information about the FT

is stored in a single file, but portions of that information are stripped out for the software (such as

xfta) that does not recognize it.

3.5 Benchmark Test Set of Fault Trees for this Dissertation

After I established the ability of L-systems to create fault trees with scalable characteristics [Hanes

and Wiegand, 2016], my next step was to generate the set of test cases for the experiment using

L-systems. These test cases are fault trees that vary in multiple dimensions designed to stress
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the capabilities of the methods. Also, showing that a method is applicable to different types of

problems demonstrates its generality. These test cases are used for the research in the rest of this

dissertation.

I measured the same set of metrics for each tree to verify that the larger trees have close to the same

values as the smaller fault trees used in developing the methods. This shows that I did not bias the

answers by changing fundamental characteristics of the fault trees as I moved to larger trees. The

fault trees were stored in OpenPSA format and all software developed in this research reads this

format. OpenPSA is based on XML and its creators include the developers of xfta.

Table 3.3: L-System Rule Sets used to generate Fault Tree test set

start: A start: A
A: (AND) BDE A: (AND) CCDD
B: (OR) ACA B: (OR) EA
C: (T) C: (AND) GDF
D: (AND) BDBB D: (AND) AB
E: (OR) BBBA E: (OR) AADBEA

F: (OR) BAAACC
G: (T)

Two rule sets were used for generating the fault trees explored using the methods described in

Chapter 4. The rule sets are shown in Table 3.3 — the one on the left is referred to as “rule set A”

throughout this dissertation, while the one on the right is referred to as “rule set B.” Each rule set

was expanded to 4, 5 and 6 levels to create a set of six fault trees for testing.

The metrics for these fault trees are shown in Table 3.4. Some, such as component count and size

of smallest MCS (sMCS), are more related to the complexity of the fault tree while others, such

as operator proportion and out degree, are defined as structural in nature. These values are also

visualized in the graphs in Figure 3.3 and Figure 3.4. Note that L-systems are deterministic in
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Table 3.4: Metrics for L-system rule sets expanded up to 7 levels (test set is expanded 4 through 6
levels)

Rule Depth # comps MCS count sMCS Or proportion Out Degree

A 2 11 12 6 0.5 3.5
3 32 810 9 0.571429 3.21429
4 89 382725 12 0.435897 3.25641
5 269 1.63408E+13 15 0.53913 3.33043
6 761 1.43941E+28 18 0.52071 3.24852
7 2180 1.16205E+61 21 0.492662 3.28406

B 2 10 1 10 0 2.8
3 30 144 18 0.307692 3.23077
4 94 9604 36 0.243902 3.26829
5 282 83109970944 64 0.24 3.248
6 862 2.04107E+24 108 0.281167 3.28382
7 2634 1.56722E+51 208 0.250644 3.26009

nature, so there is no need to expand these rules more than once; they will always produce the

same fault trees
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Figure 3.3: Graphs of fault tree complexity metrics for final rule sets showing the natural logarithm
of component count (left) and size of smallest MCS (right) vs. expansion depth (X axis)

The intent of producing these fault trees was to vary the size and complexity in three levels for

each one. I used the resulting rule sets to generate the test set of fault trees used for testing the
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performance of the methods. My focus was not to find rule sets that conformed to specific metrics,

but rather to test the effectiveness of the MCS methods acting on a test set of fault trees that have

consistent metrics at different scales.
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Figure 3.4: Graphs of fault tree structural metrics for final rule sets showing the proportion of
operators (left) and out degree (right) vs. expansion depth (X axis)

Figures 3.3 and 3.4 show that the complexity metrics (component count and smallest MCS) grow

in predictable ways and that the structural metrics (operator proportion and out degree) stay within

10% of the average value after the fourth replacement cycle. These results show that it is indeed

possible to generate fault trees that grow in predictable ways and that maintain consistent structural

properties at scale.

Status of H0: Hypothesis supported by the data.

The caveat is that there is sometimes more than 10% variation in the first 2 to 4 replacement

cycles, then the metrics generally converge toward stable values. That does not make these fault

trees unusable; it simply dictates that analysts must be aware of the differences and ensure that the

fault trees they use meet their requirements, particularly when the depth of expansion is small.
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3.6 Conclusion to Benchmarking

These results show that L-systems can be defined to generate fault trees that conform to desired

characteristics. This initial phase of the research produced a set of fault trees with consistent

characteristics that will also provide a challenge for the methods.

As can be seen from the metrics in Table 3.4, Rule set A produces fault trees with moderate

redundancy that one might see in a factory or high risk system where there is a focus on maintain

a high degree of reliability. Rule set B shows very high redundancy that is probably unrealistic for

real world systems, especially after 5 or 6 replacement cycles. However, this makes it a good case

for testing the performance of the methods on very difficult cases.
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CHAPTER 4: APPROACH TO FINDING CUT VOLUMES

To find vulnerabilities caused by the proximity of critical infrastructure components, I developed

approaches to search for minimal volumes of components that kill fault trees using two methods

not traditionally applied to this field, cluster analysis and evolutionary algorithms. To provide a

baseline for comparison and experimental control, I also applied traditional FTA methods through

the direct exercise of fault trees in a discretized search space and through the use of a deterministic

FTA tool called xfta [Rauzy, 2012b] to find MCS. The results generated by xfta were examined us-

ing cluster analysis to form a hybrid (deterministic/stochastic) method that served as a comparison

for assessing the effectiveness of the two other methods. In this chapter, I provide formalization

of the underlying problem as well as detailed descriptions of the control methods, cluster analysis,

and evolutionary analysis. I begin with an informal description of the problem.

4.1 Map of Urban Vulnerability

Returning to the urban disaster scenario described in Section 1.2.1, an urban area contains many

interconnected systems, all of which contribute to keeping the city functioning. I assume, for

the sake of simplicity, that a disaster centered at one location with a radius of effect, such as

an industrial accident or terrorist attack, will destroy all of the components contained inside that

radius; for this research, probabilities, delayed effects and partial damage are ignored. The question

I am attempting to answer is, “where in the city will the smallest radius of effect defeat the top

level system of systems?”

The simplest approach to solving this question is to search a grid of locations to find single volumes

that defeat the top level fault trees. This is analogous to finding a single point of failure; the differ-
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ence is that a volume located at any point in the space can be expanded until it encompasses enough

components to kill the system. However, doing so will often require a volume that comprises a sig-

nificant percentage of the entire volume occupied by the systems and is much larger than the effect

of a typical explosion. Only those volumes that are similar in size to some likely physical phe-

nomenon are of concern. After demonstrating the proof of concept using the grid approach, all of

the other methods were used to search for combinations of two, three or more volumes since these

searches represent challenging analyses and realistic situations for which planners would wish to

prepare.

If we look at the disaster in this manner, then the city is most vulnerable where the cumulative

volume of the zone causing damage is smallest. The smallest such volumes will be called “minimal

cut volumes” (or MCV) throughout this research as an analogy to minimal cut sets in classic FTA.

For this research, I define MCV as a combination of spheres with equal radius such that reducing

the radius will cause the volume to no longer defeat the top level system. Although it is possible

to search for spheres of different sizes, I chose to simplify the problem for this initial exploration

of the concept. Future research could focus on generalizing this problem class in several ways.

Conceptually, one might explore an urban system by discretizing the space as illustrated in Fig-

ure 4.1. This approach starts with a set of evenly spaced points in the urban area. For accuracy,

the spacing should be less than the radius of the effect being investigated in the study, although a

lower bound would be needed to prevent very large execution times.

I developed a program to find the smallest radius of damage at each point in the grid; the algorithm

is described in Subsection 4.2.1. The results produced by this program can be visualized by color-

ing a cell according to the size of the radius: red meaning a small radius and blue meaning a large

radius. A “heat map” derived by visualizing the grid of effective radii for one of the systems in the

trade space is shown in Figure 4.2.
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Figure 4.1: Grid of search locations superimposed on an urban layout

Figure 4.2: “Heat map” derived for a fault tree with randomly generated locations

A map such as this for a real city would provide urban planners valuable information they could

use to evaluate and eliminate vulnerabilities in the infrastructure that have the potential to cause

failures in a disaster situation. Given such a map, the analyst could then evaluate all cases where

the effective radius is lower than the radius for some phenomenon of concern.

Of course, in urban planning, one would concentrate on the regions with an effective radius smaller

than some characteristic effect size. The desired size could be defined by reviewing historical ter-
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rorist actions or industrial accidents. Then the method could be applied to the urban area to identify

“danger zones” where effects of that size could cause high level failure to the infrastructure. Once

these “danger zones” have been identified, a plan could be developed to move critical components

to new locations or protect them so that they are less likely to be damaged by an effect at a single

location. This process would then reduce the vulnerability of the urban services to common cause

failures induced by the disaster.

Naturally, there are special cases. A tornado would create a “corridor of effect” rather than a radius;

storm surge from a hurricane would tend to affect all low-lying components along the seaward side

of a city. However, the same principle can be extended to these cases. This same information can

also be calculated in three dimensions to provide a full picture of the vulnerabilities above and

below ground as well as at the surface.

As described so far, considering single locations in a discrete space, this problem could be solved

in polynomial time by finding the minimum radius of effect at each grid location on the map.

However, searching for combinations of volumes that kill the top level system is exponentially

more time consuming to solve directly as the number of locations increases, even in a discrete

space. If we consider the problem of searching for multiple locations in a continuous search space,

it becomes even more challenging. Thus, I chose to approach the problem from several directions

in the hope that one of them would prove to be clearly superior to the others.

The methods explored in this research can be viewed as attempts to find the “danger zones” in

the graph of effective radii without having to compute all of the combinations for the entire urban

zone. I used the research methods to search for k-event combinations that defeat the systems in the

urban system, for k = {2, 3, 4, 6, 8, 10}. This conceptual experiment suggests at least two metrics

for evaluating the utility of the methods under investigation. If these methods cannot find smaller

“danger zones” than the control method or if they cannot find them in a useful period of time, they
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would not be considered adequate for finding and mitigating urban hazard zones.

To find these MCV, I pursued multiple methods in the hopes of finding a general method. I will

outline them here for clarity, then expand on each step in the discussion that follows.

1. Extend standard methods (i.e., deterministic with cluster analysis) to create a control to de-

fine baseline performance.

(a) Create a grid of points and calculate effective radius at each grid point.

(b) Run deterministic algorithm to find MCS, then search for clusters in the resulting sets.

2. Define clusters of components in the urban space, then determine whether killing compo-

nents in some combination of clusters defeats the top level urban system

3. Execute EA to find combinations of locations that collectively cause failure of the top level

system.

4. Calculate performance metrics and compare methods to the control method.

4.1.1 Formal Statement of Problem & MCV

Formally, the location-based fault tree analysis problem and the metric used for evaluating solu-

tions can be stated as follows:

Definition 2 A location-constrained fault tree is a 5-tuple defined as follows. FT := 〈C,O, T, I, L〉,

where:

• C is the set of components that can be affected by spontaneous events;
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• O is the set of operators that aggregate events from lower-level components;

• T :7→ Y is a function mapping an operator to a particular type of operation;

• Y := {AND,OR,K-OF-N} are the types of operations;

• S := C ∪O is the set of all sub-system roots in the whole system;

• I : O 7→ P(S) is a function that describes the inputs of each operator;

• L : X 7→ Rd is a function that gives a location for each component in some space of

dimensionality d.

Note from the above definition that 〈S, I〉 must form a directed, acyclic graph with a single root,

which is denoted by r.

Definition 3 A locations-based failure event is a 3-tuple defined as follows. E := 〈V, %,∆〉,

where:

• V ⊂ Rd is a finite subset of locations of physical events;

• % ∈ R is the radius of effect of these locations;

• ∆ : Rd × Rd 7→ R is a function giving a metric distance between two locations.

Definition 4 Given a particular locations-based failure event e = 〈v, ρ, δ〉 and particular fault tree

f = 〈c, o, t, i, `〉, the failed component set FCSe,f is the set of all components that fall within ρ

distance of any fault location:

FCSe,f := {cj ∈ c | ∃vi ∈ v such that δ (vi, `(cj)) ≤ ρ}
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Let πe (FCSe,f , x) be a function indicating whether component x fails given a particular FCSe,f .

This function is defined as follows:

∀cj ∈ c, let πe (FCSe,f , c) := 1 if cj ∈ FCSe,f

∀oj ∈ o and where t(oj) = AND, let

πe (FCSe,f , oj) := ∧x∈I(oj)πe (FCSe,f , x)

∀oj ∈ o and where t(oj) = OR, let

πe (FCSe,f , oj) := ∨x∈I(oj)πe (FCSe,f , x)

∀oj ∈ o and where t(oj) = K-OF-N, let

πe (FCSe,f , oj) :=


1 if

∑
x∈I(oj)

πe (FCSe,f , x) ≥ k

0 otherwise

Since r is the top-most operator at the root of the fault tree, if πe (FCSe,f , r) = 1, then FCSe,f

forms a cut set. Given all this, the optimization problem is as follows. Find some location-based

failure event such that:

arg min
e=〈v,ρ,δ〉∈E

ρ|v|

subject to:

πe (FCSe,f , r) = 1

Any solution to this problem is called a minimal cut volume. A minimal cut volume is guaranteed

to cover components that represent a cut set, though that cut set may include components that are

not strictly necessary for system failure since ancillary components may be physically contained

in the volume.
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Conversely, I assert that for any given MCS, there exists a set of location-based failure events e

such that

MCS ∈ FCSe,f

I say that each of these events contains the MCS.

4.2 Control Methods

Two methods were used as a control to provide a comparative basis to evaluate the performance

of the research methods. The first was not explored as a serious candidate for finding the smallest

MCV, but as a means to illustrate the combinatorial issues that arise when approaching the problem

in a naive way. The second is an application of real world qualitative FTA software combined with a

stochastic post-processing stage that organizes MCS into geographic clusters to find vulnerabilities

in the system. This method proved to more than just a comparative benchmark for the other two

methods — it performs well in many cases and will be shown to be the preferred method under

some circumstances.

4.2.1 Heat Map

The first control method is described in the conceptual outline at the beginning of this chapter.

Using the bounding box of the top level system, a grid is defined and the minimum effective radius

calculated at each point on the grid. These radii are plotted in a heat map that can be used to

visualize the nature of the vulnerabilities in the urban space. The goal was to determine the overall

granularity of the grid that would be needed to discern an effect in the trade space.

For each point in the grid, the method finds the smallest radius of effect that will defeat the top
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level system. To do so, it starts with a radius large enough to contain all components in the system

— if the effect kills every component, then obviously that kills the system. Then the radius is

divided in half and a set is defined containing all components inside the new sphere. If this set

defeats the top level system, then it is a cut set and the radius is cut in half again until a set is

found that does not defeat the top level system. If the set does not defeat the top level system,

then the radius is increased to halfway between the current radius and the smallest radius known

to defeat the system. The radius is varied in step-wise fashion, increasing or decreasing depending

on the success of the previous step. Once the difference between the largest and smallest radii

found is less than 5 meters, the process exits and returns the smallest radius that encloses sufficient

components to defeat the system. We define this value as the effective radius at that point. This

process is also used by the EA as part of the fitness function for evaluating genomes as discussed

in Section 4.4.

This process looks something like Figure 4.3, where each circle represents a sphere and the num-

bers show the order in which they are evaluated. In this figure, the yellow circles indicate a radius

that causes defeat to the top level system; they are followed by a smaller radius. Similarly, the blue

circles indicate a radius that does not defeat the top level system; they are followed by a larger

radius. In this illustration, the next circle would fall halfway between circles 3 and 4.

If this process is repeated for every point on the grid, the result can be visualized by showing

the effective radius as a color continuum, where red indicates the smallest values and transition-

ing through yellow and green to blue as the effective radius grows larger as seen in Figure 4.2.

The “heat map” indicates areas where the urban zone is potentially vulnerable to the effect being

studied.

As mentioned before, this approach only works for single locations. To generate results for two

or more locations simultaneously, one would perform the shrinking radius operation on two grid
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Figure 4.3: Urban space showing calculation of radius of effect

locations at the same time. Taking the locations that produce the smallest radius found would

identify the vulnerable locations for k = 2. It would also require n times as much computation

time (where n is the total number of points in the grid) since the operation must be performed

for every pair of grid points. Expanding to three locations would require n2 as much computation

time. Since the time for single location grid search was over an hour, it is clear that this would be

an extremely long process for two locations and impractical for three or more. This confirmed my

intuition that the grid approach would be unsuitable as a control for comparing with the research

methods for k > 1.

61



4.2.2 Extending Traditional Analysis Tools

A more realistic way to approach this problem using traditional tools is to use software implement-

ing one of the deterministic algorithms for qualitative analysis. For this research, I used xfta 1 It

is based on a deterministic algorithm [Rauzy, 2012a] and developed by current researchers in the

field of FTA [Baklouti et al., 2017] , so it is a good choice for a “state of the art” implementation

of the deterministic approach. Since this is based on FTA software, I refer to it as the Analytical

Method (AM) throughout this dissertation.

In this approach, I used xfta to find MCS for the top level system. For small sized systems, it

was able to find all MCS; but for medium systems, it was necessary to limit the size of the cut

sets because of both run times and storage capacity. Therefore, many possible solutions were

missed. For the larger systems, I used a backup method of finding the MCS as described in the next

subsection; however, it was not able to provide a complete set of MCS either. This phenomenon

and the actual fraction of MCS used will be discussed in more detail in Section 5.1.

4.2.3 Monte Carlo Elimination

For some of the fault trees, xfta was not able to find MCS within the limits of the hardware avail-

able. Therefore, I developed an alternate method so that I would have MCS to use for the second

step of this method.

The alternate approach eliminates components using a Monte Carlo (random) draw to compare

with component indices. The elimination method starts with a set in which all components are

damaged (true), then randomly eliminates them from the damaged set (i.e., returns them to an

undamaged state ) until it settles on a MCS. Initially, the top level system evaluates to failed, since

1xfta can be downloaded at no cost from http://altarica-association.org/contents/xfta.html
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all components are failed. It is re-evaluated after each elimination to determine whether the reduced

set still causes the system to fail. If the top level system still evaluates as defeated, the component

is left undamaged. If the top level system is no longer defeated, the component is returned to the

failed set and marked so that it will not be selected again. Then, another component is randomly

selected and the evaluation steps are repeated. After all components have been eliminated or

marked, the remaining components form a MCS. It is guaranteed to be minimal since the process

has shown that removing any one of them will return the top level system to functional. However,

the cut set may not be the smallest possible MCS for this fault tree, so it is necessary to execute

the process thousands of times; all MCS found in this manner were combined into a single file

of MCS. Comparison with MCS found by executing xfta for the same fault tree showed that the

elimination technique generally found the smallest MCS with fewer than one thousand attempts.

For this research, the goal of the Monte Carlo Elimination was to generate at least 20,000 MCS

(of any size) for use in the next step of the AM. Thus, the Monte Carlo sampling was repeated

numerous times to generate independent results, then these results were merged into a single file

for later use. Although the choice of 20,000 was arbitrary, it resulted in a sample size that was

empirically comparable to the number of solutions found by xfta before crashing. In some cases,

xfta found less than 10,000 MCS before it exceeded memory limits or ran so long that it did not

produce results in reasonable time (less than a day). In other cases, it found over 100,000 MCS for

a single fault tree — however, the resulting file size made the cluster algorithm time-consuming,

because it performed cluster searches 10 times for each MCS in the file.

4.2.4 Clusters of MCS Components

Once the MCS are collected, regardless of the method by which they are produced, the next step is

to find volumes that contain them. For any given evaluation, k must be defined: for my research,
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I used k = {2, 3, 4, 6, 8, 10}. These values were intended to generate a baseline set of radii for

comparison with the research methods — the larger values are also likely to exceed the number of

simultaneous events that might be encountered in a true disaster, so they provide a probable upper

bound for application to real world problems.

Each evaluation searched for k clusters in the set of components for each MCS. Algorithms to

find clusters of data in multi-dimensional data sets have been an active area of research for many

years [Han et al., 2001]. This has application both for geographical data sets and data mining

applications. For this application, I selected the k-means clustering algorithm for finding k clusters

in each MCS. The algorithm will be described in more detail in the next section.

This overall approach to finding the MCV is illustrated in Figure 4.4. Figure a) shows the (x, y)

locations of all components in this instance of the fault tree, Figure b) shows the locations of the

components in a single MCS superimposed as red dots over the first image, while Figure c) shows

the clusters found by the k-means algorithm as circles on the image. Although there are several

clusters with differing radii, the largest radius is used as the figure of merit for this solution. This

process would be repeated for every known MCS until the one generating the lowest figure of merit

is selected.

Although finding the best centroid location is NP-hard [Garey and Johnson, 1979], the k-means

algorithm iteratively converges on an answer that is sufficient for this research since optimal clus-

tering was not the focus. The physical size of the resulting clusters was converted to a sphere, from

which I calculated the effective radius for those conditions.

While deterministic methods find the smallest MCS by count of components, it is possible that

there exist MCS with more components that fit within a smaller volume. However, as the systems

grow larger, larger MCS will be ignored to save run time. Therefore, the deterministic approach

will trade fidelity in finding the “danger zones” to reduce the run time (and to save disk space).
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Figure 4.4: Set of figures showing the progression of the AM for a single instance of one fault
tree; this example uses Fault Tree A-04.

While this is an acceptable trade for most FTA applications, it results in the deterministic approach

missing a portion of the search space. As the systems grow larger in terms of component count,

the number of MCS found is much less than one percent of the total MCS known to exist. Thus,

the likelihood grows that an MCS exists among the 99.9999% of MCS not evaluated that fits more

components into a smaller volume. That is, the larger the fault tree, the more likely it becomes

that this method will miss small MCV since it filters the majority of MCS to avoid run time penal-

ties. This leads to my first hypothesis regarding the performance of the methods described in this

dissertation.

Hypothesis H1: The control method will perform less well for larger fault trees than for smaller

fault trees.

Success criteria: Results showing that the radius of the MCV generated by the control method

increase as fault trees increase in size as measured by number of components.

In contract to the grid approach, this control method was developed with the idea that it was a

candidate for a genuine means to use qualitative analysis to achieve the research goals. It takes ad-
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vantage of deterministic methods widely used in FTA to identify the MCS to be evaluated. Because

the volumetric evaluation uses the stochastic k-means algorithm, the method is actually a hybrid of

deterministic and stochastic algorithms. This hybrid performs well for the cases investigated and

turns out to be a good measuring stick for evaluating the research methods that follow.

4.3 Cluster Analysis

The next method is, in some ways, the reverse of the AM. It searches for clusters in the full

component set before checking whether subsets of components defined by combinations of clusters

defeat the top level system. Therefore, it is referred to as the Cluster Method (CM) throughout this

dissertation. A visual comparison of the process followed by the AM and the CM is shown in

Figure 4.5.

xfta
(BDD solver)

Alt. k-
means

k-means

Evaluate
FT

Analytical Method Sequence

Cluster Method Sequence

Fault Tree

Cut Volumes

Combine 
Clusters

Figure 4.5: Conceptual comparison of AM vs. CM

The first objective for this approach was to divide the components into clusters based on their

locations. Clustering is a research area in itself; there are many clustering algorithms suited to

different types of problems [Han et al., 2001]. Although the k-means algorithm has been widely

replaced in practical use by algorithms tailored for specialty areas such as finding irregular shapes
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and heterogeneous-sized clusters, it is well-suited to dividing a space into groups of items that are

regularly shaped and similarly sized. The resulting clusters can be characterized as volumes in

which every point is in a cluster defined by its nearness to the centroid. k-means normally targets a

predetermined number of clusters, iteratively refining them until they are roughly equal in size and

their membership converges as illustrated in Figure 4.6. In each iteration, points are compared with

each centroid and moved to the nearest cluster; the centroids are then recalculated from the new

set of points defining the cluster. Sometimes, clusters will end up with no members, particularly

when there are many clusters, effectively reducing the number of clusters. In my implementation,

such empty clusters were reintroduced by dividing the cluster with the largest radius and assigning

half the points to the empty one.

a b c

d e f

Figure 4.6: Illustration of k-means algorithm for a small set of points

This innovation inspired a modification to the normal k-means algorithm capable of targeting a

geometric size. This modified algorithm periodically adds clusters until their size is below the

desired maximum size. Each new cluster is created by dividing the largest cluster in two. This

variant reduces the size of the clusters until they reach a size that emulates the desired size of the

effect. This contrasts with the normal use of the k-means algorithm, which focuses on achieving a

specific number of clusters.

Following this, the clusters were combined into sets of k clusters (where k refers to the number of
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centers of effect for the execution). All possible combinations were tried in succession to identify

damage volumes capable of defeating the top level system. If combinations of clusters were found

that defeated the system, then the modified k-means could be executed to search for smaller clusters

until a lower bound size is discovered. Conversely, if no such combinations were found, it could

be executed to find larger clusters.

Hypothesis H2: Partitioning the graph into combinations of k clusters will find smaller cut vol-

umes than those found by traditional methods.

Success criteria: Radius of MCV for k-location cut volumes found by dividing the component set

into clusters is statistically the same as or smaller than those found by control methods.

Although a follow on hypothesis was proposed at the outset, it was not pursued due to reasons that

will be discussed in Chapter 5.

4.4 Evolutionary Algorithms

The other approach selected for finding MCV consists of using heuristic search techniques to

explore the trade space of possible solutions. These methods have been created and refined through

artificial intelligence (AI) research.

Stochastic heuristics have typically not been successful or necessary in traditional FTA. Deter-

ministic approaches to FTA run very quickly and can produce a complete set of MCS, assuming

sufficient computational resources are available and the fault trees are not too large. Stochastic

heuristics cannot compete with the speed of deterministic solutions and are not guaranteed to find

optimal solutions. Initially, this would seem to indicate that stochastic heuristics are not reliable

candidates for solving problem relating to fault trees.

68



However, we have established that deterministic FTA methods work because they assume indepen-

dence. This implies that deterministic algorithms are not able to identify dependencies induced by

proximity of components in the fault tree. The lack of determinism of EAs is the factor that makes

AI heuristics attractive for my purposes. They have been developed to deal with ambiguity and

to find patterns in extremely large search spaces that have not been solvable using deterministic

analytical algorithms. It should be noted that the AM is not fully deterministic; it uses k-means,

which is a heuristic. The nature of the problem defined in Subsection 4.1.1 requires some level of

“guesswork”, since fully deterministic approaches do not currently exist.

Heuristics are necessary in this case because solving for all MCS is #P complete, as mentioned

earlier. The time to explore all possible MCS grows exponentially larger with the size of the fault

tree, so there will always be problems too large to be solved using deterministic algorithms on

existing hardware. Consequently, heuristics such as EAs are a valid option for finding approximate

MCV in the physical space of the fault trees.

EAs (see Figure 2.2 on page 2.2) start by generating a random set of solutions and progressively

refining them using stochastic search operators (known as genetic operators) and evaluating their

suitability (known as fitness) for solving the problem. The best solutions are retained for contin-

ued refinement while the remainder are discarded. This progresses until a predefined end point or

until solutions converge toward an apparent best answer. Readers may be familiar with “genetic

algorithms” [Mitchell, 1998], which are a specific type of EA [De Jong, 2006]. One of the key

advantages of EAs is their flexibility — through modifying the genetic operators and fitness func-

tion, one can adapt them to almost any problem. The challenge lies in finding the right operators

for any given problem.

The specific algorithm that I used is described in more detail below:

1) EA Representation: Each candidate solution in an EA is represented by a genome. The ge-
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netic operators combining and altering them are called crossover and mutation, respectively. The

specification for how genomes are encoded and how the genetic operators work constitute the EAs

representation.

For this problem, the genome is a vector of real values representing a set of locations defining the

centers of physical damage (the event). Each 3D position triplet (x, y, and z) is referred to as a

gene, and there are k such genes, where k is an input parameter for the search. To be consistent, the

EA was run using the same values of k = {2, 3, 4, 6, 8, 10} as were used with the AM. Crossover

works by selecting one gene from each of two genomes, drawing a line connecting them, then

randomly selecting a point along that line. The mutation function selects one dimension (x, y, or

z) of one gene in the genome and randomly increases or decreases it by a uniformly random value

within a range that anneals as the optimization progresses. Initially, the annealing size is set to half

the bounding size of the dimension in question as determined during the formation of the fault tree.

This range is decreased each generation according to a linear function for n generations until it is

near zero in the final iteration; it would reach zero in the n+ 1 generation. In addition to the above

operators, a hypermutation mechanism was added: in each generation, twenty-five individuals are

created at random (as in the initial generation) from the bounding box of the fault tree.

2) EA Fitness: The fitness of each genome (the quality of the solution) is estimated by a binary

search to find the minimum volume of the spheres, as described for the grid approach in Sec-

tion 4.2.1 and illustrated in Figure 4.3. In this case, the radii of all spheres in the genome were

modified simultaneously to generate a cumulative volume of damage. The final fitness value is

estimated as the smallest successful radius for the combined volume defined by the set of (x, y, z)

positions in the genome. The goal of the EA was to minimize this value over the entire fault tree

volume.

3) EA Dynamics & Selection: My EA employs both parent and survival selection. Parents are
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selected using a variety of tournament selection: four individuals are selected uniformly at random

from the population and the two most fit (smallest fitness value) among those four are then chosen

to produce two children via the crossover and mutation operator described above. To maintain

diversity in the population, I rejected children that were too close to other genomes already in the

population. In this case “too close” means that they shared half of their genes (i.e., effect locations)

or more as determined by the Euclidean distance between locations. If any two locations in the

two genome are within one meter of each other, they are considered to be shared, in which case

the child is rejected and a new one produced via crossover and mutation.

Survival selection uses a (µ+ λ) strategy: 500 parents were used to produce 400 children (375 via

crossover and mutation, 25 via hypermutation), then the most fit 500 were selected from those 900

individuals to survive to the next generation.

The (µ + λ) dynamic was chosen primarily because of the time required to compute the solutions

and a desire to retain the “best” answers found in the process. The hypermutation and distance

checks discussed above were implemented in order to mitigate the possibility that such an aggres-

sive selection method can lead to premature convergence on local minima.

The EA approach to finding the MCV is illustrated in Figure 4.7. Figure a) shows the (x, y) lo-

cations of all components in this instance of the fault tree, Figure b) shows the locations of the

spheres of damage for a single genome in one generation as circles over the first image, while

Figure c) shows the damaged components as red dots forming a cut set (though not necessarily

minimal). Many such damage spheres are created randomly and evolved through several genera-

tions until they converge on a lower bound radius. This lower bound is used as the performance

metric for comparing with the AM.

The goal was to ensure that the EA converged in all cases. So each execution of the EA ran for 40

or more generations depending on the size of k; the maximum number of generations was selected
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Figure 4.7: Set of figures showing the progression of the EA for a single instance of one fault
tree; this example uses Fault Tree A-04, the same used in Figure 4.4 so the two methods can be
compared.

by observation of preliminary experiments to ensure that convergence would occur. Specifically,

the maximum number of generations was 15k + 10.

My early work in this area [Hanes and Fay, 2015] focused on using genomes that consisted of

strings of binary variables to represent whether components were damaged or not. This approach

proved problematic because the fitness function was also binary; either the top level system was

killed or it was fully functional. This situation negates one of the primary advantages of EAs, which

is that they can gradually approach improved fitness values by making changes to the population

of genomes. Thus, one of my original research goals was to find a fitness function that avoided the

”all or nothing” nature of the binary kill values. This leads to a key hypothesis related to the use of

EAs:

Hypothesis H3: Using a fitness function based on radius of MCV will enable the EA to converge

on MCV solutions for an arbitrary number of locations across a range of fault tree sizes.

Success criteria: EA with radius for fitness function shows convergence when used for fault tree
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test set.

An important measure of how well a GA performs is the time required for it to converge to a

solution. Convergence, in this case, is defined by the state in which the size of the best solution

changes minimally from generation to generation.

I executed the EA representation described above for k = {2, 3, 4, 6, 8, 10}, by adding multiple

genes to each genome. Rather than minimizing a radius of effect for each gene, the EA minimized

a single radius for all locations in the genome. My goal was to define an EA that would exhibit

tractable execution times as the size of fault trees increased. By “tractable,” I mean that the times

do not grow faster than polynomial time. This leads to my second hypothesis related to the use of

EAs for this problem.

Hypothesis H4: An Evolutionary Algorithm with a radial fitness function will be able to converge

on k-event MCV for complex fault trees with location constraints in polynomial time for different

values of k as the size of the fault trees increases.

Success criteria: EA converges in polynomial time as fault trees increase component count.

4.5 Conclusion to Methodology

Historically, EAs have had difficulty solving fault trees, due primarily to the binary nature of the

fitness function, which limits their ability to distinguish levels of quality for genomes that “al-

most” kill the top level system. However, the problem of finding MCV for components anchored

in Euclidean space is distinctly different from finding MCS under the assumption of independence.

Consequently, my expectation was that non-traditional solution methods would prove to be appli-

cable when contrasted with the classic means of solving fault trees. In particular, for EAs, the
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key to finding an effective representation was the ability to use a fitness function that has smooth

gradient values rather than a binary output value. A key difference in this fault tree research is the

focus on minimizing the effective volume of a cut set (the MCV) rather than searching only for

MCS.

My intent for the cluster-based approach was that it would provide a fast-running method for

sorting the components into useful groups from which combinations would generate cut sets. The

k-means algorithm used in this approach also turned out to be an important element in creating the

control method.

These considerations led to my overarching research goal, which was to develop a method capable

of identifying vulnerable zones in a physical space created by the proximity of components to each

other. Thus, my grand hypothesis was that I would find a means to do so.

Hypothesis H5: Evolutionary algorithms or clustering techniques, properly configured, can be

developed that find smaller MCV in a complex system of systems when compared to traditional

(i.e., deterministic) methods of fault tree analysis augmented with heuristic clustering algorithms.

Success criteria: At least one of the research methods finds smaller MCV for medium and large

fault trees than control methods.

This hypothesis was developed so that it would be challenging to achieve. I deliberately chose a

software package based on a robust implementation of deterministic algorithms to form the basis

of the control method in order to provide competitive, and therefore useful, metrics for the research

methods. The reliability engineering community has developed these algorithms through decades

of research and has confidence in the capabilities encapsulated in deterministic solution techniques.

Therefore, an approach that does not take them into consideration and compare favorably with them

would not be taken seriously in that community.
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CHAPTER 5: RESULTS

The research proceeded in several stages. The results of the first stage, generating fault trees to

create the test set, are described in Chapter 3 starting on page 45. The next stage was to develop a

control method based on existing FTA software (AM) and apply it to the test set. Then, a method

based on cluster analysis (CM) was developed and used to search for MCV in the component

space. Finally, an evolutionary algorithm (EA) was implemented and used to identify MCV for the

fault trees. Both the CM and the EA were compared to the AM to assess their viability for finding

useful solutions to the problem.

5.1 Control Methods

The primary value derived from implementing the first control method, the grid approach, was that

it provided a valuable means to visualize solutions to the problem (see Figure 4.2 on page 54).

Although the method is a straightforward interpretation of the problem statement, it is by far the

most time-consuming, with execution times in hours for k = 1. I did not attempt to run it for

higher values of k due to the anticipated greater execution times for k > 1. Its primary value

from a research perspective is to show clearly the need for more sophisticated algorithms. The

computational time to execute the grid approach will grow as O(nk), where n is the number of

grid locations and k is the number of locations in each combined event.

On the other hand, implementing the second control method, the AM, proved to be valuable for

the overall direction of the research. First, the use of xfta provided a link with solution techniques

widely used within the field of reliability engineering. Learning to use this tool and exploring

the results that it produces provided insight into the process of calculating and interpreting MCS,
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which are the classic approach for finding vulnerabilities in fault trees.

Second, the results described in this chapter will show that this approach can produce good solu-

tions for the problem of finding MCV. Thus, it is a viable method for calculating MCV in some

circumstances and should be considered by anyone applying this research to real world systems.

I found that the rMCV of this method degraded as fault trees grew larger. Specifically, its perfor-

mance dropped off as the component count approached 1,000. Some possible reasons for this will

be discussed later. The performance of this method can be seen in Figure 5.1. Some thoughts

regarding ways to improve its performance will be discussed in the Conclusion.
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Figure 5.1: Plots showing the radii found for each fault tree (averaged across all instances) by AM
at different values of k. Vertical scales are identical for purpose of comparison.

This figure shows the average radius found using the AM for all iterations of each fault tree at

specified values of k, thus each marker represents 100 iterations of the indicated method. Rule Set

A (depths 4, 5, and 6) is shown on the left and Rule Set B (depths 4, 5, and 6) is on the right.

Although there are differences in the progression and the shapes of the curves, it is clear that, under

all conditions, the radius of the MCV increases as the size of the fault tree increases. As can be

seen in these plots, the radii found by the AM consistently increase when analyzing larger fault

trees and there are no examples where the radii decrease as the fault tree increases in size. These
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data can be used to test hypothesis H1.

Repeat H1: the control method will perform less well for larger FTs than for smaller FTs.

To test this hypothesis, I construct a null hypothesis stating that the method produces equal or

smaller radii for larger fault trees. In this case, rn,k denotes the radius found for a fault tree with n

components for a given value of k. So the alternate hypothesis is that the method generates larger

radii for larger fault trees.

null H10: rn,k ≥ rm,k where n < m, assuming similar structural metrics.

alternate H1a: rn,k < rm,k where n < m, assuming similar structural metrics.

With this definition, I calculated p-values for the data in the graphs in Figure 5.1. I compared the

small (∼ 100 components) to the medium (∼ 300 components) fault trees and the medium to the

large (> 700 components) fault trees. Since there are radii calculated for various fault trees at

multiple values of k, I performed a paired t-test on these sets of values. Both comparisons showed

p-values below a significance level of .01, which allows me to reject the null hypothesis.

Status of H1: H10 is rejected by the data. Therefore, we can say that there is evidence supporting

H1.

To provide a different view of the same data, Figure 5.2 shows bubble plots of the MCV radii as a

function of component count and number of locations. One value of this plot is that it shows data

for both rule sets in a single chart; the impact of differences in the characteristics of the fault trees

can be seen in the radii of the bubbles in the plot.

It is important to note one caveat for this hypothesis. Because the fault tree component locations

were assigned in such a way as to maintain fairly constant density, the 3-dimensional spaces con-

taining the fault trees increase with the size of the fault trees. It is possible that if the greater
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Figure 5.2: Plot showing the average radii for each fault tree rule set as circles to demonstrate
scale. k is on the vertical axis and component count is on the horizontal axis.

quantity of components were compressed into the same search space used for the smaller fault

trees, that the size of the radii would decrease or remain constant. This nuance was not explored

in this research.

Obviously, there is some judgment required on this point. If the larger fault trees were contained

within a search space that is smaller than the lowest radius found for the smaller fault trees, then

this outcome would be reversed, but that would be entirely as a result of the layout of the fault trees

locations. This is an example where a configuration decision made early in the research process has

ramifications at this stage of the analysis — that decision was not necessarily wrong or right, but

those who perform follow on investigations need to be aware that there is a need for more research

on this point. One direction for future research would be finding a general metric for comparing

MCV that is applicable to any situation — perhaps measuring MCV as a percentage of the overall

search volume would be more useful in some situations.

One of the issues latent in this approach to finding MCV is that the proportion of MCS that can be

evaluated drops very quickly to a miniscule fraction of the total known to exist as the number of
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components increases. The total number of MCS that can exist for a fault tree increases very fast

with the component count — plotting observed values indicate that growth may be exponential.

Values for the number of MCS and the percentage of those that are explored to find MCV are

shown in the table below and are plotted in Figure 3.3 on page 49.

Table 5.1: Number of MCS used for finding MCV — showing overall fraction found and average
radius of the MCV for two locations for all fault tree instances.

System comp count #MCS calc #MCS xfta fraction r̄MCV

A-4 89 382725 320517 .837 403.2
A-5 269 1.63E+13 1539 9.4x10-11 848.5
A-6 761 1.44E+28 20000 1.3x10-24 1938.4
B-4 94 9604 9604 1.0 791.2
B-5 282 8.31E+10 20000 2.4x10-5 1400.9
B-6 862 2.04E+24 20000 9.8x10-21 2766.3

Comparison with the EA (see Section 5.3.3) for larger fault trees may provide an indication of the

extent to which this effect sabotaged the values found using the AM.

5.2 Cluster Method

The first experimental research method implemented in the course of my research was based on

cluster analysis. I began by examining this approach on small and medium fault trees in the test

set. Then, I used the fault trees from the full test set, which cover the full range from small to large

sized defined for purposes of this research. The CM and AM were executed for k = {2, 3} and the

results are shown in Table 5.2.

This table shows the shortcomings of the CM for finding MCV. It is normal that multiple executions

of stochastic algorithms are necessary; k-means is stochastic due to the random initial partitioning,

therefore it can produce different answers each time it is executed. However, my implementation
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Table 5.2: Comparison of average radii found using CM (r̄CM ) vs. AM (r̄AM ) on test fault trees
for k = 2 and k = 3. Smaller radii indicate better performance.

rule depth count pOR r̄CM r̄CM r̄AM r̄AM
(k = 2) (k = 3) (k = 2) (k = 3)

A 4 89 0.436 819.8 767.1 375.59 291.6
A 5 269 0.539 1436.5 1167.2 848.5 529.3
A 6 761 0.521 1890.9 1948.7 1938.4 1372.5
B 4 94 0.244 – 1236.5 791.2 570.3
B 5 282 0.24 – 1786.9 1400.9 1068.9
B 6 862 0.281 – 2635.8 2766.3 1984.6

of the cluster-based approach did not always find solutions; even when executed for 50 iterations.

Therefore, it was necessary to execute the method many more times than the number of results I

planned to compare with the AM, which I executed 10 times for each instance of a fault tree. When

I used the CM on the fault trees based on rule set B, it was not able to find MCV for k = 2; that is,

not one iteration produced a value. For k = 3, it found results for less than half of the instances,

so the average values shown in Table 5.2 are based on incomplete data.

The AM proved to be more robust in comparison, providing MCV values for every iteration of the

k-means algorithm. Since xfta is deterministic algorithm, it was only excuted once; when it failed,

the Monte Carlo elimination technique was executed multiple times to generate MCS results. For

fault trees with around 100 components, the AM is able to explore all possible fault trees in a time

frame of a few hours. However, for the medium- and large-sized fault trees, this approach explored

only a tiny fraction of all possible MCS, as can be seen in the “fraction” column in Table 5.1. Note

that xfta was unable to find MCS for systems A-6, B-5 and B-6 due to the large size of the smallest

MCS for these fault trees and Monte Carlo elimination was used to find MCS for these systems.

This allowed the AM to function for all cases since there was always a set of MCS to use as a

starting point for the k-means algorithm. The data in Table 5.2 provide sufficient evidence to test
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hypothesis H2.

Repeat H2: Partitioning the graph into combinations of k clusters will find smaller cut volumes

than those found by traditional methods.

To test this hypothesis, we construct a null hypothesis stating that the method produces equal or

larger radii than those found by the control method, the AM. In this case, r̄m,k denotes the average

radius found for all instances of a fault tree by method m for a given value of k.

null H20: r̄CM,k ≥ r̄AM,k for k = {2, 3}

alternate H2a: r̄CM,k < r̄AM,k for fault trees with similar structural metrics.

A paired t-test is appropriate to test these hypotheses. There is a complication, however, since there

are no results for fault trees B-04 through B-06 for k = 2. Testing only the results for the three “A”

fault trees is an extremely small sample, and the calculated p-value is not significant at less than

.05. Fortunately, there are results for all 6 fault trees at k = 3; the t-test for this provides a p-value

below the .05 threshold for H2a. That is, it rejects the alternative hypothesis. However, the power

for this test is calculated at only 0.1626 due to the low sample size, so there is danger of falsely

accepting the null hypothesis. Nevertheless, this result combined with the difficulty collecting

sufficient iterations of the method for all instances of the fault trees and the fact that the method

could not identify MCV at all for three of the fault trees at k = 2 provided a strong argument

against H2, leading me to conclude that there is no support for the hypothesis in these data.

Status of H2: Data do not support H2.

The cluster-first approach was not explored further. While the method appears attractive at first

glance, the lack of connection between the clusters of components and their role in defeating the

fault tree means that the method is essentially looking blindly for combinations that might defeat
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the top level system. In contrast, the AM uses components known to defeat the tree (as demon-

strated by the MCS) ensures that the combination will be successful — from this perspective,

the AM amounts to using cluster analysis post facto to search for the smallest of a set of known

solutions.

This result confirms the value of developing a test set containing larger fault trees. Testing the

method on these fault trees showed early in the process that there arre fundamental flaws in the

approach that were not easily fixed. This allowed me to focus my research efforts on the more

productive approaches.

5.3 Evolutionary Algorithms

The EA takes a radically different approach to solving fault trees from traditional FTA, so I ap-

proached it in a series of steps. The first step was to find a fitness function that enabled the process

to converge gradually toward better answers. After that, I measured the execution speed of the EA

to determine whether it is practical for regular analytical use. Finally, I compared the performance

of the EA with the AM by directly comparing the MCV values found by both methods.

5.3.1 EA Convergence

The notion of using the radius of effect as the fitness value allows the EA to search directly for the

smallest volume and demonstrate smooth convergence properties. Figure 5.3 illustrates an example

of convergence for a set of EA executions selected at random; there is one chart per fault tree in

the test set. In this case, all were from the execution set where k = 6. This value was selected

to show the convergence behavior for a more complicated case since the EA tended to converge

more slowly for higher values of k. In these plots, the lower curve shows the minimum fitness
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Figure 5.3: Convergence properties for a typical execution of the EA for each of the fault trees in
the test set (k = 6).

at each generation, while the upper curve shows the average fitness of all genomes. Charting the

maximum values was not illustrative of the performance; since my EA implementation added new

random genomes each generation, the maximum remained large throughout the execution.

Here, by “converge” I mean that the minimum values reached a steady state. This was assessed by

visual inspection of a sample of the output results. The consistent convergence behavior of the EA

evident in these plots appears to support hypothesis H3.

Repeat H3: Using a fitness function based on radius of MCV will enable the EA to converge on

MCV solutions for an arbitrary number of locations across a range of fault tree sizes.
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To test this hypothesis statistically, I compared improvement in the minimum fitness values in the

early and late generations of the EA for each fault tree at each value of k. Specifically, I averaged

the minimum fitness values for each generation in every iteration of the EA for a given fault tree,

then split the data into terciles based on the generations. In the first and last terciles, I compared the

average minimum fitness (f̄ ) for the first 5 generations with f̄ for the last 5 generations in the same

tercile. This notion is illustrated in Figure 5.4 in which the green bands indicate the generations at

the beginning of the terciles and the yellow bands those at the end. If the hypothesis is true, then

there should be a much smaller difference in the last tercile than in the first.
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Figure 5.4: Process for testing convergence in minimum fitness values by terciles, shown for a data
set where k = 6.

I translate this idea into the following alternate hypothesis, in which f̄t,b indicates the average

minimum fitness at the beginning of a tercile and f̄t,e indicates the average minimum fitness at the

end. I divide by the latter value to provide a measure of relative change in fitness for each tercile.

alternate H3a: f̄1,b−f̄1,e
f̄1,e

� f̄3,b−f̄3,e
f̄3,e

for all fault trees with similar structural metrics

To test for “much greater than,” I construct the null hypothesis as follows:
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null H30: f̄1,b−f̄1,e
f̄1,e

< 10
(
f̄3,b−f̄3,e
f̄3,e

)
for all fault trees with similar structural metrics

Extracting the minimum fitness values for each generation, then calculating the averages for the

beginning and end of the terciles across all EA iterations for each fault tree instance produces the

following table of data.

Table 5.3: Percentage change in average minimum fitness value by generation terciles for all values
of k used in the research.

rule depth tercile k = 2 k = 3 k = 4 k = 6 k = 8 k = 10

A 4 1st 13.8% 25.5% 44.0% 58.1% 67.6% 71.2%
3rd 0.6% 1.7% 3.1% 3.8% 6.7% 7.2%

5 1st 17.6% 31.8% 53.9% 66.4% 81.6% 82.1%
3rd 0.5% 1.5% 1.8% 5.9% 5.8% 7.2%

6 1st 14.0% 26.3% 36.8% 56.3% 68.4% 74.1%
3rd 0.2% 1.2% 1.6% 4.2% 7.5% 7.7%

B 4 1st 6.4% 16.1% 22.7% 30.6% 38.4% 43.5%
3rd 0.2% 0.8% 1.0% 2.4% 3.2% 4.5%

5 1st 7.5% 14.6% 22.2% 32.8% 40.4% 45.8%
3rd 0.1% 0.5% 0.8% 2.1% 2.8% 3.9%

6 1st 7.9% 19.0% 25.1% 36.3% 47.6% 49.7%
3rd 0.1% 0.8% 1.2% 2.4% 3.7% 4.3%

Since I am testing whether the generations in the third tercile will be much less than those in the

first, I performed a paired t-test of the values in the first tercile compared with 10 times the value

in the third. A paired t-test is appropriate since the values are for the EA runs for a specific fault

tree at a specific value of k. The resulting p-value is less than .01 for the entire data set, allowing

me to reject the null hypothesis and say that these data show evidence in favor of H3.

Status of H3: Data show evidence supporting H3.

This result allowed me to conclude that the EA was indeed converging, so the next step was to

examine the timing of the EA.
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5.3.2 Execution Time

A key characteristic affecting the utility of any algorithm is its time to execute. This is particularly

important as the size of the problem grows, since algorithms whose execution times grow too long

become useless when problems grow larger, even though they may appear to be “good” for small

problems.

In computational theory, problem domains that have instances in which the best known decision

algorithm grows in execution time as a polynomial or faster function of the size are said to execute

in Non-deterministic Polynomial (NP) time, and are therefore referred to as “NP Complete.” These

problems are are are often the subject of intense research to find faster solutions. Finding the

smallest MCS for a fault tree as the number of components in the MCS increases is such a problem.

Many times, however, a heuristic algorithm is able to find reasonable answers in less than polyno-

mial time. While heuristic solutions are not guaranteed to find solutions on any given execution,

they are often the best known solution to a problem [Horoba, 2009] and thus can provide use-

ful answers in practice while research focuses on finding deterministic algorithms that execute in

polynomial time or faster. This research explores EAs to find such solutions for finding MCV.

Results from executing the EA across the test set of fault trees shows that the time to execute grows

as the size of the fault tree increases. Specifically, it appears to grow in a roughly linear fashion,

as can be seen in Figure 5.5. I ran the EA for all 6 fault trees derived from Rule Sets A & B and

for values of k = {2, 3, 4, 6, 8, 10} and was able to gather timing numbers for 36 distinct cases.

The times shown are averaged from 10 executions of the EA for 10 iterations of each fault tree

at a specific value of k, thus the points in the figure represent 100 executions of the EA for each

fault tree. These results show visually that, for fault trees approaching 1000 components, the EA

execution times grow in roughly linear fashion and provide data to test Hypothesis H4.
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Figure 5.5: Plot of execution time (Y axis) vs. component count for fault tree test set. Circles
show fault trees from Rule Set A, while triangles show fault trees from Rule Set B.

Repeat H4: An Evolutionary Algorithm with a radial fitness function will be able to converge

on k-event MCV for complex fault trees with location constraints in polynomial time for different

values of k as the size of the fault trees increases.

To demonstrate this, I fit a linear model to the average time values for each fault tree at each value

of k. The calculated R2 values and significance levels for the linear models are shown in Table 5.4.

Table 5.4: R2 values and level of significance for linear fit models of EA average execution times
at each value of k.

k R2 significance
2 0.9966 < .01
3 0.9913 < .01
4 0.9906 < .01
6 0.9367 < .01
8 0.8152 < .01

10 0.521 < .1
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These values show that one can be confident that the times grow in a linear fashion for most values

of k — the only exception being k = 10. However, even in this case, R2 shows that the timing

is close to linear. The oddity is that the EA executes more slowly for small fault trees than for

medium. A similar effect is noticeable when k = 8, though not as pronounced. Nevertheless, these

data support the hypothesis that the EA executes in linear time, which is better than polynomial

time.

Status of H4: Timing data support H4.

As a side note, these results also show that the run times do not grow alarmingly as k increases.

In part, this is simply a result of the number of generations, since that was set manually for each

value of k. However, the number of generations was chosen after observing the convergence

characteristics during the course of numerous trial runs. Thus, it is a reflection of the observed

behavior of the EA over a variety of conditions.

5.3.3 Comparison of EA with AM

Having established that the EA showed good convergence properties and acceptable run times

while generating MCV for the test set fault trees, I compared the results of the EA to the AM, my

control method. For each fault tree defined in the trade space, I used 10 instances with different

physical locations for every component, creating 60 distinct fault tree instances to evaluate the

methods. Additionally, I evaluated each fault tree instance for 6 different values of k (i.e., location

count) using both the AM and the EA.

The averaged results are shown in Figure 5.6. These can be compared with Figure 5.1 on page 76

to get a visual indication of the differences in the two methods. A more detailed analysis follows.

This defined the number of clusters used in the k-means algorithm for the AM and the number of

88



0.00

500.00

1000.00

1500.00

2000.00

2500.00

3000.00

0 200 400 600 800 1000

M
C

V
 A

ve
ra

ge
 R

ad
iu

s

Component Count

EA:  MCV Radii for Rule Set A

k=2 k=3 k=4 k=6 k=8 k=10

0.00

500.00

1000.00

1500.00

2000.00

2500.00

3000.00

0 200 400 600 800 1000

M
C

V
 A

ve
ra

ge
 R

ad
iu

s

Component Count

EA: MCV  Radii for Rule Set B

k=2 k=3 k=4 k=6 k=8 k=10

Figure 5.6: Plots showing the radii found for each fault tree (averaged across all instances) by EA
at different values of k. Vertical scales are identical for purpose of comparison.

locations in each genome for the EA. Thus, there were a total of 360 cases evaluated using each

method. To provide statistical variation, the methods were executed 10 times for each fault tree

instance and value of k. In the case of the AM, the k-means algorithm was executed 10 times. xfta

was only run once for the fault tree since it is a deterministic solution and will produce identical

results since it does not use the component locations. However, if xfta failed, the Monte Carlo

elimination technique was executed multiple times to generate the desired number of MCS; the

resulting set of MCS was used for all executions of k-means.

Figure 5.7 shows the radii found by both methods for all instances of a single fault tree. The fault

tree selected for this example is A-5 to show performance for a “typical fault tree”. Each figure

shows the radii found for a different value of k, including all executions for each instance. In some

cases, the results fall so close to each other that individual markers cannot be distinguished, thus it

will sometimes appear that there are fewer than 10 iterations for a given fault tree instance.

Examining the plots in Figure 5.7 reveals that for k = 2, k = 3 and k = 4, the radii found by the

AM are larger than those found by the EA. This indicates that, for this fault tree, the EA performed

better. In contrast, for k = 8 and k = 10, the opposite is true; the AM performed better. For k = 6,

it is difficult to tell visually whether there is any difference between the two methods.
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Figure 5.7: Scatter plots showing the radii found for k = {2, 3, 4, 6, 8, 10} by the EA and AM for
all instances of fault tree A-05. Vertical scale on all plots is identical for purpose of comparison.

Given that another 30 such plots can be created from the data generated, it is not helpful to attempt

to draw inferences from these data alone, nor is it instructive to show figures for more than one

rule set. The plots shown are examples intended to show the basis for the more aggregated plots

shown in Figure 5.8 and Figure 5.9.
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Inspired by this view, I defined a metric for comparing the performance of the methods by averag-

ing the radii found for each instance. I label the average radius found for and instance of a fault

tree using the AM as r̄AM and that found using the EA as r̄EA. I then defined the difference in

methods, dm, for a given instance as dm = r̄AM − r̄EA. This difference in averages was computed

for each value of k for each instance of the fault trees in the test set.
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Figure 5.8: Box plots showing differences in averages produced by the EA vs. AM for the test
matrix.

With this definition, positive values of dm indicate that the EA produced smaller radii on average

and thus, performed better. Negative values indicate that the AM performed better. dm was calcu-

lated for each instance of every fault tree used in the study. The values of dm can be plotted using

a box and whisker approach to compare the performance of both methods at different values of k.

The results of the analysis can then be shown in a single box and whisker graph for each fault tree;

91



each box represents the range of differences across all instances for one value of k, which is shown

on the Y axis. The box plots for all fault trees are shown in Figure 5.8. In each graph, positive

values of dm are right of the vertical grey line while negative are to the left.

Figure 5.8 reveals two consistent trends about the nature of the solutions to the problem. One,

as the location count increases, the differences between the methods grow smaller. Two, the EA

provides better solutions for lower values of k while the AM sometimes provides better solutions

for higher values of k. Closer examination shows that the crossover point where the AM performs

better shifts to the right as the fault trees become larger and more complex. That is, it does not

work as well for smaller values of k. In particular, it will be noted that for fault trees generated

from Rule Set B, the EA performs better for almost all location counts examined, although the

AM’s relative performance improves as k increases.

Another way to compare the performance of the methods is to create a scatterplot of the radii

found by each method. This is analogous to the “predicted” vs. “actual” plots used for showing

performance of simulations. However, for this research, the actual value is unknown, so the two

methods are compared to each other. Plots were generated for each fault tree instance, plotting the

average radius found by the AM on the X axis and the radius found by the EA on the Y axis. The

result can be seen in Figure 5.9.

The line for x = y is superimposed as a gray diagonal on each scatterplot to show the boundary

where the methods perform equally well. In this configuration, points above the line show where

the AM performs better, while points below the line show where the EA performs better. A separate

scatterplot is shown for each fault tree in the collection of plots in Figure 5.9.

These plots show clearly that the lower the value of k, the better the EA performs. The previous

plots show that the radius is always larger for the smaller location count. Intuitively, this makes

sense — as the number of locations decreases, each must contain more components to generate the
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Figure 5.9: Scatterplots comparing results of Evolutionary Algorithm vs. Analytical Method.

cut set, thus they have to be larger to encircle the necessary components. Therefore, the scatterplot

shows in a different way that the EA dominates when the location count is small and the AM

performs equally or better for larger location counts on some fault trees. Viewing the scatterplots

also shows that larger fault trees (those expanded to depth 5 or 6 in this case, so greater than 250

components) tend to have more points below the line than the smaller fault trees. These plots show

the data which enable the statistical evaluation of the final hypothesis.

Repeat H5: Evolutionary algorithms or clustering techniques, properly configured, can be devel-

oped that find smaller MCV in a complex system of systems when compared to traditional (i.e.

deterministic) methods of fault tree analysis augmented with heuristic clustering algorithms.
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A third way to view the data is to check the statistical significance of the differences seen in the

plots above. Since there is a pair of average radii representing the performance of the two methods

for every distinct configuration, one can use a paired t-test to compare these values. Since either

method could prove to be better than the other, I performed two-tailed tests in this case. I calculated

p-values based on the 10 pairs of points for each instance of a fault tree and value of k.

Thus, for each fault tree evaluation at a particular value of k, I test the following null and alternate

hypotheses and show the results graphically in Figure 5.10.

null H50: r̄EA ≈ r̄AM for the fault tree

alternate H5a: r̄EA 6= r̄AM for the fault tree

2
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10

A4 A5 A6 B4 B5 B6
Ruleset

k

Statistical
Significance

AM Significant
EA Significant
Not Significant

Figure 5.10: Results of pairwise t-tests comparing performance of EA vs. AM for each fault tree
and value of k.

Of the 36 p-values calculated, all but 5 show that the differences seen are significant to the .05 level,

indicating that we can reject with 95% confidence the null hypothesis that the methods produce

the same results. Of the values that show significant differences, the AM performs better for 5
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cases. These can be seen in Figure 5.10; here, the red cells represent cases in which the AM was

statistically superior, and the blue cells represent cases in which the EA was statistically superior.

The gray cells show cases where there is no statistically significant difference.

The statistical power was calculated for a sample size of 10 and .05 level of significance. The

data show that the differences in the radii of the MCV, when they appear, are large relative to the

standard deviations. When examining differences in the mean that are the same size as the standard

deviation, the power is computed to be .803. Therefore, since the null hypothesis was rejected in 5

cases, there is a likelihood that one of the methods might actually be better for one of those cases.

However, even if that is the case, the overall trend remains clear.

All cases where the AM performs better are for fault trees derived from Rule Set A (which has

a roughly even proportion of OR and AND operators) and for values of k greater than 6. In the

remaining 26 cases, the EA performs better at finding smaller radii for the MCV. Given those

results, it is reasonable to conclude that the EA performs better at finding smaller MCV for low

values of k for the medium and large fault trees evaluated in this research. Therefore, we can say

that the null hypothesis is rejected more often for the fault trees explored in this research and that

the results show evidence to support hypothesis H5 that the EA generally performs better than the

control method for finding MCV for medium and large fault trees.

Status of H5: Data provide support for H5.

The caveat is that there are circumstances in which an analyst should consider using the AM or both

methods together. The AM provides valuable insight to the problem and should not be overlooked

by analysts working with real world problems.
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5.4 Status of Hypotheses

In this research, I explored a series of Hypotheses related to the performance of various heuristic

methods for finding MCV for fault trees augmented with component location data. The results

of these hypotheses show the merits of each method and indicate which are more likely to help

analysts tasked with identifying vulnerabilities in large, complex systems. These results are sum-

marized in Table 5.5 for convenient review.

Table 5.5: Summary of Results for hypotheses defined in Chapter 3.

Hypothesis Synopsis Defined Status
H0: L-systems can maintain structural metrics 3.3 results demonstrate H0
H1: AM shows smaller radii for smaller fault trees 4.2.4 data support H1a
H2: CM finds smaller radii than AM 4.3 data do not support H2a
H3: EA convergence 4.4 data support H3a
H4: EA execution times are linear 4.4 data support H4
H5: EA or CM will find smaller MCV than AM 4.5 data support H5
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CHAPTER 6: CONCLUSION

The work presented in this dissertation has many potential applications that could be of tremendous

benefit in urban and/or industrial settings. Ideally, I will have the opportunity to apply it in real

world industrial settings such as oil refineries or nuclear power plants. Facilities such as these often

have hidden vulnerabilities of the type addressed in this research and could provide an opportunity

to demonstrate the analytical power of these methods. Anecdotally, I have been told that some

facilities in the power generation industry go through a manual process to identify locations where

a fire could cause the shutdown of a facility; this is exactly the type of analysis that my methods

could help to automate.

6.1 Generating Fault Trees

The initial focus on creating a set of benchmark fault trees for testing proved to be of great benefit

at various stages throughout the process. It enabled me to generate fault trees for my own use,

and to pioneer a compact method for practitioners to share fault trees in the future. L-systems

have great potential for improving the level of testing across the reliability industry by allowing

researchers to create and share benchmark problems for evaluating methods as was done in this

research.

L-system research has also produced many nuanced variants designed to enhance the developer’s

control over the outcome of the rule expansion. These include such techniques as context-sensitive

and parametric L-systems, which provide the ability to modify rules in response to the setting of

each node or to respond to specific variables created by the developer, respectively. For creating

my benchmark fault trees, these abilities did not prove to be necessary since my focus was on
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creating a set of fault trees for testing. However, these techniques could provide useful capabilities

for tailoring fault trees, which is a good topic for future research.

One of the innovations developed in the course of arriving at the benchmark set was the creation

of metrics for comparing fault trees — apart from the component count, I have not seen any such

metrics used or discussed in literature related to fault trees. Nevertheless, a collection of standard

metrics could greatly improve the dialog on FTA methods by enabling analysts to communicate

their problems to each other clearly and consistently. Such metrics are valuable in themselves as

they provide a means to compare methods and to measure performance in an unbiased way.

A potential follow on research idea is to develop a “taxonomy of fault trees” that seeks to define

the major characteristics that differentiate fault trees and that affect the difficulty of solving them.

An effort of this nature would require access to as many real world fault trees as possible to build

up a data set that shows the normal range of parameters encountered in industrial problems and to

identify the metrics that matter most. This would be valuable for method developers to understand

the conditions in which FTA is used.

6.2 Control Method

The AM proved to be more than just a control for the research methods — it is a viable method of

finding MCV in its own right and preferable in some cases. The primary weakness of this approach

is that the number of MCS grows very fast with the size of the fault tree. The reader is reminded of

Table 5.1 on page 79, particularly the values for fault trees A-6 and B-6. Thus, when the AM finds

a solution for medium or large fault trees, it leaves open the question of whether an MCS exists

that has more components but occupies a smaller volume than the MCV found in the calculation.

Without fully evaluating all MCS, this remains unknown; however, since finding all MCS is #P
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Complete, this problem is unlikely to be solved in the near future.

In addition, when the size of the MCS grows too large, this method can fail due to memory limi-

tations and provide no answers at all. Although Monte Carlo elimination is able to provide MCS

when deterministic methods fail, it cannot solve the performance problem since it is a slow-running

heuristic and is not guaranteed to find all possible MCS.

However, the fact that the AM starts from MCS that are known to defeat the system is a tremen-

dous benefit and allows it to outperform my first research method and to provide a worthwhile

comparison for the second.

6.3 Cluster Analysis

Although searching for clusters in the components seems initially to be closely aligned with the

problem statement, it suffers from the fact that it ignores information about the influence of the

components on the system, namely their membership in MCS. The approach of finding clusters

and then evaluating the fault tree can only succeed by happenstance — the binary nature of the

fault tree hinders this method the same way that it did for my original genetic algorithm approach.

This leaves open the possibility that a more refined cluster technique could be developed to find

MCV. Such a technique would need to use a gradient of some sort to group components by more

than just their physical location. However, there has been significant research in multi-dimensional

clustering which could provide means to incorporate the logical structure of the fault tree in the

clustering process.

The sequence of steps required to generate the MCV radii beginning with cluster analysis high-

lights one of the unforeseen weaknesses of this approach as implemented in my research. That is,

one must generate clusters of a specific size, then stop to determine whether any combination of
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clusters results in a cut set. Once a successful size is found, attempting to find a smaller radius

entails refining clusters, then trying all combinations again to determine whether any of them kill

the system. Consequently, this approach can be a very labor intensive means of seeking MCV. As

the clusters get smaller there are more of them, so each round of radius computations requires more

combinations, since the number of combinations increases exponentially (e.g., double the number

of clusters creates four times as many combinations of 2 and eight times as many combinations

of 3). All of this can dramatically increase run times as k increases and r decreases. I did not see

this effect because the cluster approach did not readily identify MCV, so there was no need to seek

more refined clusters.

This behavior contrasts poorly with the AM, which starts with a set of MCS known to defeat the top

level system, then creates clusters from those to find the radius (or radii) required to encompass

each MCS in a MCV. Thus, the smallest radius is found in a single pass, rather than requiring

multiple iterations of an intermittently successful algorithm.

Despite the poor showing of the cluster-first analysis approach, cluster analysis in general was an

integral part of the more successful AM, which leveraged knowledge about the fault tree in the

form of MCS to bound the search. Consequently, clustering proved to be an important technique

for finding MCV for small to medium fault trees, but not in the manner originally envisioned.

6.4 Evolutionary Algorithms

This research once again demonstrates the power and flexibility of EAs at finding solutions to

complex problems in relatively short time scales. The focus on using spheres of effect for the

fitness proved to be crucial to the success of this approach. Other efforts (mine included) that focus

only on the logical structure of the fault tree encountered a combinatorial explosion of possibilities
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that proved impossible to solve in reasonable time. Deterministic Boolean solvers are much faster

at finding MCS, as long as the size of the problem is not too great.

Once the focus of the problem changes to seeking volumes of effect, it makes sense to develop

an EA that uses the desired outcome as the fitness value. This avoids the problem confronted by

the CM (i.e., blindly searching for an effect) because it implicitly uses information derived in each

generation to improve the performance of the following generation. Thus although it does not

explore the structure of the fault tree directly, it uses the knowledge from evaluating the fault tree

in each generation to continually refine the cut volumes.

One direction for future research will be to allow the method to use different effect sizes at each

location so that it finds a true minimum value for the MCV. Also, blast and fire are not always

spherical in their effects, especially when confined in a building or blocked by a structure. There-

fore, an important extension to this research will be to vary the shape of the volume of effect as

well as the size. This will enhance the fidelity of the final result because it can be tuned to emulate

data from experimentation or modeling.

6.5 Expanding the Problem Definition

In addition to refining the methods, there are some areas in which changing the nature of the

problem could provide more insight into the real world situations addressed by this analysis. Most

of these add complexity to the analysis, so they were deemed to be distractions from the initial

focus on the existence of viable methods to identify MCV.

One way to add realism to the problem definition is to add a probability of effect that varies with the

radius of the volume. The current formulation is a sphere inside which the probability of effect is

1.0 and outside which the probability is 0.0. However, real damage from disasters is generally not
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discontinuous. Therefore, adding a probability of damage that is a function of the distance from the

center would increase the realism of the overall result. Of course, both the AM and the EA would

need to be modified to incorporate this information. Probability risk analysis tools would need to

be combined with the current MCV methods to define probabilities of system failure instead of a

simple binary failure condition as used in this research.

Another area of interest would be to combine the spatial approach used here with the temporal

analysis performed using dynamic fault trees (DFT). Combining these two techniques would add

significantly to the complexity of the methods, but it would also allow research into progressive

failures, in which certain events can cause delayed failures or in which specific sequences of events

might cause disasters to be more or less severe than they would otherwise be. It could also allow

the DFT to inject response time and access routes of emergency personnel such as firefighters

to determine the degree to which they mitigate vulnerabilities found in MCV analysis. Adding

temporal effects would enable modeling of almost any kind of disaster and response, providing a

high level picture of the vulnerability of a facility and its preparedness to meet with a wide variety

of disaster situations.

Also, expanding the performance metrics could be of benefit. During the course of the research, as

results were generated using both methods, it became clear that the most direct metric for compar-

ing the methods was the size of the smallest radius found. The originally proposed metric, finding

the largest number of “hot spots” (e.g., the number of combinations with a radius that fell below

some threshold) was less useful for the initial research on the topic. However, in the long term, it

could also prove to be a valuable metric and should be explored in future research. Conceptually,

the smallest radius represents the worst pathological case; that is, the one in which it is easiest for

a disaster to cause the top level system to fail. On the other hand, a different metric constructed

from the number of radii below a specific threshold would represent all combinations of concern.

In theory, one could conceive of a general metric that combines both the smallest radius and the
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number of combinations that fall within some range close to it.

6.6 Future Work

I have discussed several potential directions in which this research could be expanded in the future.

Because these are scattered throughout different sections of the dissertation as they naturally arise,

I collate and summarize these ideas here for ease of reference.

• Develop a “taxonomy” of fault trees based on metrics defined in this dissertation to charac-

terize them for communication in research.

• Expand L-system grammar techniques to tailor fault tree characteristics to match more

closely those encountered in industrial applications.

• Use EAs to create a fully automated approach to creating L-system rule sets that produce

fault trees with desired characteristics.

• Apply the methods to one or more real world, complex systems to validate the degree to

which the methods developed in this research truly provide the desired insight.

• Analyze fault trees with a wider range of characteristics to discover the conditions under

which each solution method is better at identifying MCV.

• Explore multi-dimensional clustering methods to help the AM make better use of the infor-

mation in the MCS.

• Explore different EA structures to create EAs that find better MCV in fewer generations.

• Enhance the EA to use different effect sizes at each location so that it finds a true minimum

value for the MCV.
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• Vary the shape of the volume of effect to emulate more accurately the effects of fire or blast.

• Add a probability of effect that varies with the radius of the volume enclosed by the EA or

the AM.

• Combine MCV approaches with dynamic fault trees.

• Develop a metric for comparison based on the number of cut volumes that fall below a given

threshold.

This list demonstrates that there are many ways in which this research could be extended to improve

the fidelity of the analysis. All of these topics will elaborate the ideas initiated in this dissertation

— collectively, they could grow into a process that provides deep insight into the vulnerabilities

of systems at risk from disaster. Clearly, the most important next step is to use these techniques on

a few complex systems from industrial settings to assess the level of understanding they afford in

their current state.

6.7 Final Thoughts

Fault trees were developed to find weaknesses in designs without spending significant resources

building systems or facilities that could be seriously flawed. In this vein, using fault trees to

find weaknesses caused by physical proximity of components in three dimensional space can be

considered a natural expansion of their utility. The methods demonstrated in this research are

suitable for identifying such weaknesses and for evaluating potential solutions for mitigating them.

Underlying this discussion is the assumption that there exists a true smallest MCV for each system.

The methods explored in this research seek to estimate that value through approximations of failure

volumes. At this time, closed-form solutions do not exist to find such a volume, so there are no
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means to determine how well the research methods conform to the “true value”. Thus, they are

compared to each other as a first order figure of merit — it remains to be seen how far the results

of this research differ from the “true values.”

The methods used here are all developed from stochastic techniques — in fact, only one of them

contains deterministic elements. Thus, they are subject to the usual caveats that apply when using

stochastic methods:

• Execute the method multiple times to generate statistical variation — examine the results to

understand the variance,

• Adjust the dynamic parameters of the execution to provide the best possible answer for the

problem at hand.

• Understand that the methods cannot provide a provable “best” answer, but they can be good

enough to reveal design problems that must be addressed.

The EA performs better (i.e., finds smaller MCV radii) for more complex fault trees and lower

values of k. On the other hand, the AM showed good results for the less complex fault trees and

higher values of k.

The real limitation for the AM is simply the small fraction of the total number of possible MCS

that can be explored in a useful period of time. Given that the number of possible MCS was as high

as 1028 among the benchmark fault trees examined in this research, it will not be possible using

current hardware to evaluate more than a tiny fraction of the overall space. Therefore, analysts

tasked with evaluating larger fault trees will always face the likelihood that the “true” best solution

is likely to be found in the vast number of unexplored MCS.

Another important research challenge is to find a closed-form deterministic method to find optimal
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MCV in the solution space. However, given that finding all MCS for a fault tree is #P-complete, an

algorithm to find the true MCV is likely to execute in polynomial or exponential time. Therefore,

heuristics will still be needed to find MCV for medium to large sized fault trees for the foreseeable

future.

Until there is a viable deterministic solution, analysts and engineers faced with the challenge of

eliminating vulnerabilities in large systems could use the methods described herein as a means to

identify MCV and evaluate mitigation schemes. My recommendation for such analysis is to use

both approaches in parallel, since they appear to have complementary strengths. This “toolbox”

approach would enable designers to find the most useful solution for their particular situation.

There may also be other means to approach the problem which could be incorporated into de-

signers’ “toolboxes.” The most time-consuming aspect of FTA is still the process of creating the

fault trees representing the system being studied. Creating a good fault tree that represents a large,

complex system accurately and in appropriate detail takes a significant amount of effort from a

team of experienced engineers. Once the fault tree has been created, analyzing it with tools such as

those presented in this article is relatively fast. Therefore, it makes sense to use as many analytical

methods as possible to gain the necessary insight into the possible failure modes of the system.

As mentioned earlier, it would be useful to explore the characteristics of fault trees besides just size

and operator proportion that affect the performance of the methods. There are many possible fault

tree metrics that could make them easier or harder to solve — understanding how these affect the

process of solving for MCV can help designers find ways to reduce the vulnerability of real world

systems and thus, save lives in the face of future disasters.
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APPENDIX A: EXAMPLE L-SYSTEM RULES
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Below are four L-system rule sets designed to emulate fault trees found in the literature as described

in Section 3.3. Metrics calculated for comparison are shown in that Section.

Example 1: L-System to match Song et al. [2009]
start: A
A: (OR) BE
B: (OR) FCF
C: (AND) FE
E: (OR) AF
F: (T)

Example 2: L-System to match Lacey [2011]
start: A
A: (OR) BE
B: (AND) ACE
C: (OR) FE
E: (OR) CZ
F: (AND) BF
Z: (T)

Example 3: L-System to match [Sui and Pan, 2011]
start: A
A: (OR) *BCD
B: (OR) ACE
C: (AND) *DRE
D: (OR) CDZ
E: (OR) ZZ
F: (AND) RE
R: (RS)
Z: (T)

Example 4: L-System to match [Shahriar et al., 2012]
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start: A
A: (OR) BCD
B: (OR) *ACZZ
C: (AND) *DER
D: (OR) FRZ
E: (OR) GZZ
F: (AND) RE
G: (OR) RD
H: (AND) ACE
R: (RS)
Z: (T)
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