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ABSTRACT

The National Data Exchange (N-DEXx) System is the central informational hub located at
the Federal Bureau of Investigation (FBI). Its purpose is to provide network subscriptions to all
Federal, state and local level law enforcement agencies while increasing information
collaboration across all domains. The National Data Exchange users must satisfy the Advanced
Permission Requirements, confirming the terms of N-DEXx information use, and the Verification
Requirement (verifying the completeness, timeliness, accuracy, and relevancy of N-DEx
information) through coordination with the record-owning agency (Management, 2018). A
network infection model is proposed to simulate the spread impact of various cyber-attacks
within Federal, state and local level law enforcement networks that are linked together through
the topologies merging with the National Data Exchange (N-DEXx) System as the ability to
manipulate the live network is limited. The model design methodology is conducted in a manner
that creates a level of organization from the state level to the local level of law enforcement
agencies allowing for each organizational infection probability to be calculated and entered, thus
making the model very specific in nature for determining spread or outbreaks of cyber-attacks
among law enforcement agencies at all levels. This research will enable future researchers to
further develop a model that is capable of detecting weak points within an information structure
when multiple topologies merge, allowing for more secure operations among law enforcement

networks.
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CHAPTER 1: PURPOSE/INTENT

This chapter provides an overview of the Law Enforcement Model Design Concept and
Network Infection Spread Probability concepts that will be covered in the body of text. The
aspects to be discussed will provide a broad understanding of the methodology which creates the
foundation for the research conducted. The sections to be explored are network terminology,
network topology defined, topology model designs utilized for simulation, and the formulated
research questions. The overarching intent of this chapter as a whole is to provide a base
foundation of the required background information creating a common operational picture
among the law enforcement network architectures. The current cyber threat among all law
enforcement agencies proves the need for a model with an informational foundation allowing

easy manipulation to assess the vulnerabilities within various network structures.

1.1 Introduction — The Law Enforcement Agency Network VVulnerability Model

Law Enforcement Interoperability within the current complex operational domain creates
vast challenges for informational sharing amongst all law enforcement organizations compiling
increased risks with network vulnerabilities. The ability to share information across the United
states at a rapid pace reduces the time that officers at all levels must wait to act. The Federal
Bureau of Investigation's (FBI's) National Data Exchange (N-DEX) system provides the
structural network framework to allow all agencies, from the local to federal levels, to integrate

1



information creating collaboration across a universal domain. The N-DEX operates in
conjunction with the Federal Bureau of Investigation's (FBI's) National Criminal Information
Center (NCIC) providing all available resources for criminal information to the fingertips of
police officers instantly. The National Data Exchange provides over 700,000,000 searchable
records from the local, state, and federal levels of law enforcement with new records added daily
making the National Data Exchange a living system (NDEXx, 2018). The National Criminal
Information Center (NCIC) database includes 21 files (seven property files and 14-person files)
which in collaboration with the National Data Exchange provides real-time support to all law

enforcement agencies throughout the country.

The National Data Exchange has multiple methods of access for users which include web
portal through an internet connection or by a Logical Entity Exchange Specifications (LEXS)
Search/Retrieve (SR) (Management, 2018). Law Enforcement officers who choose to utilize the
LEXS-SR method to access the National Data Exchange are only able to query results on their
system, meaning these departments are only to pull information down from the federal level
(Management, 2018). The National Data Exchange users must satisfy the Advanced Permission
Requirements, confirming the terms of N-DEX information use, and the Verification
Requirement (verifying the completeness, timeliness, accuracy, and relevancy of N-DEXx
information) through coordination with the record-owning agency (Management, 2018). The
National Data Exchange (N-DEXx) System utilizes a search engine improving response time,
providing precision results, and improving the structured search capabilities (Management,
2018). Universal information distribution is conducted with the National Data Exchange (N-

DEXx) System and National Criminal Information Center (NCIC) providing a common



knowledge base for all law enforcement agencies. National Data Exchange (N-DEXx) System and
the National Criminal Information Center (NCIC) provide the central link for all state-level law
enforcement organization to subscribe to in order to increase information collaboration creating a

uniform knowledge platform.

While addressing the security of the networks the issue of interoperability remains a real
and relevant issue that must be assessed in conjunction with the security to ensure future
collaboration (Hawkins, 2013). Interoperability, unfortunately, does not exist between all states
within the United states forcing the Federal level Law Enforcement platform to centralize
information at a central location to achieve a common operational picture easily accessible
across the county. The central information hub at the Federal level is the National Data
Exchange (N-DEX) System which is located within the Federal Bureau of Investigation (FBI) to
allow for control of the databases supplying the database for all Law Enforcement across the
states (NDEXx, 2018). The National Data Exchange (N-DEXx) System contains the National
Crime Information Center (NCIC) providing network provides online access to records
concerning wanted persons, stolen vehicles, criminal histories, and other data of importance to
law enforcement and criminal justice agencies (NCIC, 2000). The intersection between
interoperability and network security becomes one of the most discussed issues among all law
enforcement agencies within the United states creating the need to understand the complex
attacks of spear phishing, the likelihood of successful intrusions and the spread of infection
based on the design of the network topology (Taylor, Epper, & Tolman, 1998). Interoperability
is defined as an essential communication link within public safety and public service wireless

communication systems which permits units from two or more different agencies to interact with



one another and to exchange information according to a prescribed method in order to achieve
predictable results by the U.S. Department of Justice (Taylor, Epper, & Tolman, 1998). The
cyber security threat is a continued and persistent threat with the evolving spear phishing
techniques by attackers on the law enforcement agencies. This Law Enforcement Infection
Model is designed based on the effectiveness of the spear phishing attacks reflected by the
Susceptibility variable built into the simulation model. Spear phishing for the purpose of this
model and research design is defined as a targeting attempt to steal sensitive information
identified as credentials, financial information, or personal identifiable information (PII) from a
specific individual (Giandomenico, 2018). The Law Enforcement Simulation Model assumes
the method of infection to be spear-phishing accounting for the infection probabilities assumed

for the nodes.

The Human Factor elements within the current cyber operational domain contribute to
both the levels of increased security measures as well as to the increased vulnerabilities based on
the flaws regarding the human in loop. The fact of the matter is that humans by nature are lazy
and individuals in today’s society will eventually gravitate to the least demanding course of
course (Mases, 2015). It is inherent that mostly all security measures that are implemented
require extra effort creating additional guidelines that may be bypassed, which is considered to
degrade the value of security (Méases, 2015). The associated vulnerabilities with the human in
the loop have developed a situation that essentially defines the weakest link within the
informational security platform as the human. In conjunction with the human vulnerability
factors, there are several aspects the must be addressed to better understand the outcomes for

data collection. The data collection analysis measures the vulnerabilities that are directly related



to the “Golden Rules” which are as follows: always adhering to policies, keeping passwords and
pin secret, using email and the internet with care, using caution when using mobile equipment,
reporting all virus thefts, and loses, and that all actions carry heavy consequences (Kruger &
Kearney, June 2006). Human Factors as it pertains to the Law Enforcement Model of Network
Susceptibility (LEMONS) must be calculated in conjunction with the network vulnerability to
achieve the infection probability percentages to be utilized within the simulation. The

measurement methods of human factors will be outlined in Chapter 2.

1.1.1 Network Terminology

Creating a shared understanding of the conceptual design to the above law enforcement
model design is dependent on the universal model terminology establishing a common picture
for analysis. The terms that need to be addressed are the node, edge, edge weight, and edge
arrow. The node within the model is a visualization of an entity. The edge is a visual
representation of a relation providing connection between two nodes. The edge weight is the
available load transfer whether information or traffic flow. The edge arrow identifies the
direction of travel along the edge, it is able to travel in a single direction or both directions
creating various spread patterns. The following table provides an easy visual for common terms

of reference in the development of the common understanding of the model development.



Table 1 - Basic Network Design Terminology

Node Identified as a node or dot.

Edge Identified as a line connecting two vertices (node or dot).

Directed Edge |An ordered pair of nodes that can be represented graphically as an arrow drawn between the nodes

Undirected Edge |An edge that disregards any sense of direction and treats both nodes interchangeably.

Based on the number of connections to nodes and the degree distribution is the probability

Node Degr o
ode Legree distribution of degrees over the network as a whole.

Out Degree | The number of edges exiting a node.

In Degree The number of edges entering a node.
Size Is determined by the number of edges
Weight Is directly related to the capacity of the edge in relation to the flow between nodes.

1.1.2 Network Topology Defined

The research model designed for this research thesis addresses the topology of the
Federal level Law Enforcement Network down to the local level Law Enforcement Networks.
The term network topology in relation to this model is defined as the pattern in which law
enforcement nodes (agencies) are connected to other nodes via links (edges) (Fencl, Burget, &
Bilek, 2011). The word topology descends from the Greek word topos which means place and
logos which means study (Fencl, Burget, & Bilek, 2011). Four principal topologies are used in
today’s complex operational domain which are a bus topology, ring topology, mesh topology,
and a star topology (Fencl, Burget, & Bilek, 2011). In a bus topology design is identified as a
network where all the nodes are connected to singular cable or wire (Fencl, Burget, & Bilek,
2011). The ring topology design is simply a bus design in a closed network where the

information travels the ring in one direction only (Fencl, Burget, & Bilek, 2011). The mesh



topology design is when all the nodes are interconnected meaning every single node is connected
to all the other nodes within the network structure. The Law Enforcement Model utilizes the
Star Topology method based on the local level nodes funneling through the county, regional, and
state level nodes to the federal level database which would be considered the central node. The
star topology method states that all the nodes must be connected to one central device, however,
when clearly identifying the type of directional flow becomes relevant in the identification of the
topology. In the case of this model design the direction of flow from node to node is bi-
directional meaning that an infection introduced by spear phishing or malware is able to travel
both ways. The star topology is considered to be the easiest method for implementation
regarding the design methodology in relation to the nodes and connections within a desired
network (Fencl, Burget, & Bilek, 2011). The star topology network design has advantages and
disadvantages, the advantage is nodes are able to be added with ease based on the outward
design (Fencl, Burget, & Bilek, 2011). The biggest disadvantage of the star topology design is
the singular point of failure (Fencl, Burget, & Bilek, 2011), which in the case meaning if a local
node infects the state then all the nodes under the state become at risk for infection. Star
topology in the case of the Law Enforcement Model of Network Susceptibility (LEMONS) is
implemented throughout the structures to reduce the probability of a network failure or relating
to the current model the risk of infection from the local nodes to the federal level. Understanding
the Star Topology methodology introduces increases understanding of the conceptual design of

the four topology designs implemented for this simulation model.



1.1.3 Topology Model Designs Utilized for Simulation

Network Topologies implemented within a simulation model such as the Law
Enforcement Model of Network Susceptibility (LEMONS) provide a foundation for comparison
based on the development of the networks among all states contributing to the federal
government. There are four topologies that are analyzed with the developed (fabricated) data
with the intent of utilizing all topologies in conjunction with real-world data to provide network
infection spread. The first topology that is considered is the Florida Law Enforcement Network
based on the network information derived from the Florida Department of Justice outlined in the
background section below 1.4 Florida Law Enforcement Network Elements (Chawdry, 2017)
consisting of 277 total nodes. The second topology that is utilized is the Pennsylvania Law
Enforcement Network based on the network information derived from the Pennsylvania
Department of Justice (Department, INET Pennsylvania Justice Network , 2018) outlined in the
background section, consisting of 285 total nodes. The third topology implemented into the
simulation model design is the Federal level Law Enforcement Network which only takes into
consideration the Florida and Pennsylvania Networks however with the design all states could be
added within the excel file databases to create a vastly complex network. An assumption is
made relating to the topology of the Federal level Law Enforcement Network that the Florida
Law Enforcement Network regions connect directly to the N-DEx and the Pennsylvania Law
Enforcement Network regions are funneled through the central node. The assumption is being
made pertaining to the central node of the Pennsylvania Network that it is the Commonwealth

Law Enforcement Assistance Network (CLEAN) server located at the Pennsylvania state Police



(Department, Pennsylvania Justice Network, 2018). This topology design consists of 561 total
nodes. The fourth topology model design that is analyzed is the transformation of both the
Pennsylvania Law Enforcement Network and Florida Law Enforcement Network to a web-based
model connected to the N-DEX in conjunction with the Florida design. This type of topology
model is implemented based on the assumption within the increase in network security measures
states will move toward this which allows the lower level law enforcement agencies to connect

directly to the federal government database; this design consists of 405 total nodes.

1.2 Research Question | (ROI)

Does the infection spread among law enforcement nodes rapidly increase or decrease
within a network, based on the probability of infection at the Federal, state, region, County and

local Nodes?

1.3 Research Question Il (ROII)

How does shifting the topology of law enforcement networks and increasing the

susceptibility effect the rate of infection among the Federal, state, County and local Nodes?



1.4 Research Question 111 (ROIII)

Does modifying network topology increase network security?

1.5 Research Question 1V (ROIV)

How is information flow affected with different types of network topologies?

1.6 Forming a Solution

Conducting an analysis of the research formulated on a network virus infection spread
within a Law Enforcement Network advanced by (Marius Gilbert and Andrew Liebhold) in
“Comparing Methods for Measuring the Rate of Spread of Invading Populations” set a
beginning stage for analysis. The development of a Comma-Separated Values (CSV) file, nodal
alignment creating network architecture within Networkx, formulated infection probabilities, and
the susceptibility probability based a virus infection rate provides the foundation for
manipulation within a network to determine rates of spread from various law enforcement
agencies. Forming the platform for the outcome of analysis, which is the Infection Rate, is based
on the conditions developed within the initial development of the model design. The conditions

that are the driving factors within the model are the Susceptibly Rate, the Topology of the
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Network, the Infection Probabilities of the state, region, County and local Nodes that encompass
the model design. The Susceptibility condition is alternated between 0.0001, 0.001, and 0.01.
The Topologies utilized forming the conditional platform are the Florida Network, the
Pennsylvania Network, the Federal level Network (Florida and Pennsylvania combined), and the
Federal Web-Based Network Topologies. The Infection Probability condition is assumed at the
state level to be 0.001, at the region level to be 0.01, and at the county as well as local levels are
randomly generated creating various conditional states. The randomly generated data will be
discussed more in depth in Chapter 3 section 3.4 Simulation Design Methodology. All of the
above stated conditional properties contribute to the outcome of Infection Rates based on the
topology, infection probability and susceptibility to provide data for comparison as it may relate
to the human factor and network security elements as discussed in chapter 2. It should be
documented and understood that the original intent of the document stated above was for the
analysis of the biological spread, however the simple concept for infection was manipulated to

provide the layout for the various Law Enforcement Network architectures.

1.7 Thesis Organization

The organization of the following thesis research is organized in a manner which
facilitates the understanding of the development of the Law Enforcement Model of Network
Susceptibility (LEMONS). Section Il of the thesis outlines the background information on the

model development, the Florida Law Enforcement Network, the Pennsylvania Law Enforcement
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Network, information security, network vulnerability, human factor vulnerability and spear
phishing. Section 11 outlines the methods in which data was derived and the simulation was
conducted to achieve measurable results. Section IV outlines the results of the simulation
conducted and addresses the critical research questions pertaining to the Law Enforcement

Network Infection probabilities.
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CHAPTER 2: BACKGROUND

This section provides the reader with a background of the Model Design Concepts,
Florida Law Enforcement Network breakdown, Pennsylvania Law Enforcement Network
breakdown, Information Security, Network Vulnerability Measurement, Human Factor

Vulnerability Analysis, and an understanding of Spear Phishing.

2.1 Model Design, Implementation and Backqround Basics

The short history of Complex Model Design utilizing python package Networkx
regarding the infection of viruses on a specified network has been developed, however the ability
to create a model for Law Enforcement Interoperability has not. The simulation model based on
the metapopulation code developed by Timothée Poisot provided the basic code platform for
node development, occupation status, and the base analysis of spread over time. The code stated
above was taken and further developed to increase the usability of the simulation, CSV file
manipulation, directed node output, directed connections, and directed probabilities associated
directly with the County and local Law Enforcement Nodes. The code breakdown as well as the
methodology derived, was taken from the Networkx Reference 1.9 (Hagberg, Schult, & Swart,
2018). The development of the CSV files utilized pertaining to the Law Enforcement Network
Model works in conjunction with the python code to extract node sizes, node labels, and
infection probabilities intended for infection comparison. The nature of the infection model is
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based on the susceptibility of the network as a whole in conjunction with the probability of
infection at the state, region, County and local levels which is assumed for the purposes of the
execution and data collection. The development of the Law Enforcement Model of Network
Susceptibility (LEMONS) is designed providing the ability to insert real-time infection
probability data into the CSV by utilizing the human factor measurement tools alongside the
network vulnerability calculation to achieve the total infection probability value. Human Factor
vulnerabilities and Network Vulnerabilities create large risk areas even in the most secure
networks leading to the exposure of critical or sensitive information.

Along with the network vulnerability and human factor vulnerability is the infection
probability of the spear phishing attack on the desired network. Based on the structural design
and size of both Florida and Pennsylvania Law Enforcement Networks, each was chosen to be
utilized for the simulation analysis of network infection. The Florida and Pennsylvania Law
Enforcement Networks are outlined in the following subsections based on the data collected
from each of the states. The purpose for outlining each state is to ensure the understanding of the
complexity of each as well as to the amount of personnel residing within a state susceptible to

the human factor vulnerabilities.

2.1.1 Florida Law Enforcement Network Elements

The state of Florida geographically identifies 67 counties employing 387 law
enforcement agencies. The 387 law enforcement agencies employ 46,105 sworn police officers,
about 250 for every 100,000 residents. The Florida Law Enforcement network is structured with
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7 regions, where each region contains a number of counties under the regional network creating
multiple network domains within the state (Enforcement, 2018). The utilization of the seven
regions requires a networking linkage between each region to allow for information sharing
across the state which is the Florida Law Enforcement Exchange (FLEX) program (Chawdry,
2017). The seven regions use information sharing through the Florida Law Enforcement
Exchange to increase the state collaboration in conjunction with the requirement to upload data
to the National Data Exchange System (Chawdry, 2017). The Pensacola region is the first region
containing ten counties operating under the SmartCop software platform. The Tallahassee
region is the second containing thirteen counties operating under the RLEX software. The
Jacksonville region is the third region containing thirteen counties operating under the LINX
software platform. The Orlando region is the fourth region containing nine counties operating
under the FINDER software platform. The Tampa region is the fifth region containing nine
counties also operating under the COPLINK software platform. The Fort Myers region is the
sixth region containing nine counties operating under the RLEX software platform, and the
Miami region is the seventh region containing four counties operating under the RLEX software

platform as well. The following image depicts the above regional breakdown.
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Figure 1 - Florida region Breakdown (Taken from Chawdry, R. (2017). Accelerating the Data Sharing Process.
Sypher Link)

The breakdown by region identifies the implications of information sharing amongst all
law enforcement agencies within the state while exposing the potential cyber vulnerabilities.
The state and local law enforcement requirements for accessing informational databases provide
the foundation for the operation within the identified networks. Identifying the seven regional
databases converging on a neutral database connecting to the federal level database creates a
level of risk based on the number of platforms and networks to be managed within the law
enforcement network of Florida. Information sharing in the state of Florida within the FLEX
system is defined as information that is routinely collected through the everyday operations of

law enforcement agencies (Scott, 2006). Florida law enforcement agencies conduct the
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information sharing operation in a manner that requires a subscription to the other networks
running within the state as well as to the FLEX system network not only decreasing
interoperability, but increasing the cyber vulnerabilities at various entry points
(ENFORCEMENT, 2017). The state of Florida currently uses the regional hub networks from
grant money distributed by the Department of Homeland Security (DHS) to provide
interoperability within the state, however the state of Florida is trying to merge to the single
network FLEX (ENFORCEMENT, 2017). Based on the desired network of the state the current
model identified demonstrates the regional hub connecting directly to the National Data
Exchange (N-DEX) System as well as the Florida FLEX which in reality creates a high level of
risk for a cyber intrusion to occur. The information sharing techniques utilized by the state of
Florida creates potential gaps in system connectivity requiring the need for a law enforcement
agency or officer to access multiple systems at once on the issued computer platform
(ENFORCEMENT, 2017). The increased requirements for cross-agency information
collaboration within the state of Florida to include National Data Exchange (N-DEX) System for

the purpose of state distribution exposes multiple network vulnerabilities among all agencies.
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2.1.2 Pennsylvania Law Enforcement Network Elements

The state of Pennsylvania geographically identifies 67 counties which utilize 1,117 law
enforcement agencies employing 27,413 sworn police officers, about 218 for every 100,000
residents. The Pennsylvania Law Enforcement network is structured with 15 regions, where
each region contains a designated number of counties under the regional network point to the
central network hub of the Pennsylvania Justice Network (JNET) creating a single informational
domain within the state (Department, JNET Pennsylvania Justice Network , 2018). The single
operational domain enables increased security management protocols, increased situational
awareness throughout the entire state structure amongst all law enforcement agencies at the
lowest levels. The JNET system is a web-based platform that all agency officers have access to
with the appropriate credentials providing the ability to access all criminal history, search
requirements, and the need to request desired information. The JNET requires a username and
password login, once entering the login a verification code is sent granting access to the system
for only 24 hours (Department, JNET Pennsylvania Justice Network , 2018). A new verification
code is required to access the JINET system every 24 hours providing the ability to monitor
access within the system. The singular platform operation creates risk management abilities
identifying the cyber vulnerabilities from the local departments to the state level. region A of
the JINET network contains four counties, region B of the JINET network contains four counties,
region C of the INET network contains six counties, region D of the JNET network contains four
counties, region E of the INET network contains four counties, region F of the JNET network

contains nine counties, region G of the JNET network contains seven counties, region H of the
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JNET network contains six counties, region J of the JNET network contains two counties, region
K of the INET network contains three counties, region L of the INET network contains three
counties, region M of the JNET network contains three counties, region N of the JNET network
contains four counties, region P of the JINET network contains four counties, and region R of the
JNET network contains four counties (Department, INET Pennsylvania Justice Network , 2018).

The below figure outlines the above described regions for the state of Pennsylvania.

SUSQUEHANNA

< ALLEGHENY |

; PHILADELPHIA

Figure 2 - Pennsylvania region Breakdown (Taken from Department, P. J. (2018, August 28). Pennsylvania Justice
Network. Pennsylvania Justice Network, United states. Retrieved from Pennsylvania Justice Network:
https://www.pajnet.pa.gov)

The state of Pennsylvania over the last two years has operated on a server-based system

connecting the entire state through servers which were housed at the county courthouses for
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collaboration. The transition has begun to move to a complete web-based platform to allow
every law enforcement agency to form the lowest local level to the highest federal the ability to
connect and share information with a click of a button. The sharing of information is immediate
with the web-based application creating the operational environment where collaboration is
improving the atmosphere for the law enforcement officer during random traffic stops. The
transition from the server-based network to the web-based application creates an increased risk

in relation to the cyber vulnerabilities in the current cyber environment.

2.2 Information Security

Cyber vulnerabilities among many security networks lead to breaches in the
confidentiality, integrity and the availability of information, thus, the ability to defend against
various cyber-attacks is of utmost importance in cybersecurity. According to Von Solms and Van
Niekerk (2013), information and communication technology (ICT) security describes the
protection of technology-based networks where confidential information is commonly
transmitted and/or stored. In cybersecurity, countermeasures or security controls are
implemented to help prevent and reduce potential risks caused by cyber vulnerabilities. One of
the most common forms of cyber-attacks is phishing — a scam, usually in the form of an email,
designed to gain sensitive information from an intended victim (Workman, 2008). Attackers
utilize social engineering tactics to lure and trick victims into supplying information that can be

used to corrupt and/or destroy a network. In terms of information security, the assets that need
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the greatest understanding and protection against cyber vulnerabilities, such as phishing, are the

network infrastructure itself.

The robustness of a network infrastructure with respect to various cyber vulnerabilities, is
strongly influenced by the network’s topology. Often times with regard to information sharing
networks, an attacker will attempt to disconnect a network or intensify the spread by destroying
specific edges or nodes while a cybersecurity expert defends with resilience mechanisms
(Anderson & Moore, 2006). An example of this would be an attempt to shut down an
organization's file-sharing network, like that of a Florida’s or Pennsylvania’s law enforcement
network. (Albert, Jeong, and Barabasi (2000)) discovered that specific real-world networks with
scale-free degree distributions are less susceptible to random cyber-attacks than to targeted
attacks. This is related to how the topology of many scale-free networks depends on a minority
of nodes with high vertex orders to gain connectivity, however, this does not mean their
impenetrable. If an attacker was capable of destroying the “central” nodes within the network,
then all connectivity and security would be lost.

Understanding how state and local law enforcement networks are structured provides
insight into the potential cyber-attacks that the system may be susceptible to. However, exactly
how these cyber-attacks spread throughout law enforcement networks is still unknown, therefore
the ability to stop damage from spreading is limited. This study aims to introduce a model that

will simulate how various cyber-attacks spread and defense measures interact.
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2.3 Spear Phishing

The most common attack and infection occurring within the rapidly changing cyber
operational domain is Spear Phishing not only on individuals with no connection but increasing
by the day against government agencies. Extensive research has been conducted to examine the
effectiveness of phishing attacks and defenses, based on the research paper “User Context: An
Explanatory Variable in Phishing Susceptibility” written by Kristen K. Greene, Michelle P.
Steves, Mary F. Theofnaos, and Jennifer Kostick (Greene, Kostick, Steves, & Theofanos, 2018).
The problem of spear phishing is not solved but rather it is an increasing issue within the cyber
community that all law enforcement organizations are facing (Greene, Kostick, Steves, &
Theofanos, 2018). It is critical to understand that spear phishing has evolved over time shifting
from the traditional scam of obtaining user name and password to the implanted viruses within
emails (Greene, Kostick, Steves, & Theofanos, 2018). Spear phishing is determined to be
successful not based solely on the success of system vulnerabilities but rather human deception
based on the human factors aspect addressed above (Greene, Kostick, Steves, & Theofanos,
2018). The ability to understand and recognize spear phishing emails many organizations
developed training programs for individual within the specified organize to reduce the human
factor, providing the ability to address the consequences associated with the spear phishing
attacks (Greene, Kostick, Steves, & Theofanos, 2018). The research was conducted within a lab
over a 4 % year time frame to collect the data acquiring the results relevant to the Law
Enforcement Model Design. Along with the lab exercise, there was a survey that accompanied

examining non-lab participants assessing their responses regarding the spear phishing attempts
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made on them (Greene, Kostick, Steves, & Theofanos, 2018). The results for the experiment are
broken down into three categories which are receiving a digital voicemail, receiving an unpaid
invoice, and an order confirmation (Greene, Kostick, Steves, & Theofanos, 2018). The results
for the new digital voicemail spear phishing instance are that 11.6 percent rate (8 out of 69)
clicked on the voicemail, and 21.3 percent (13 out of 61) of the surveyors did not click on the
voicemail. The results for the unpaid invoice spear phishing instance are that 20.5 percent rate
(15 out of 73) clicked on the invoice, and 25.9 percent (15 out of 58) of the surveyors did not
click on the invoice. The results for the order confirmation spear phishing instance are that 9.1
percent rate (6 out of 66 subjects tested) clicked on the order confirmation, and 50.0 percent (30
out of 60 subjects tested) of the surveyors did not click on the order confirmation (Greene,
Kostick, Steves, & Theofanos, 2018). This research was then able to be taken to develop an
overall assessment of the percentage of vulnerability to accepting the spear phishing which was
assessed to be between the range of 43.8 percent to 49.3 percent of users accepting spear
phishing attacks (Greene, Kostick, Steves, & Theofanos, 2018). The assessment of the spear
phishing infection probability for the Law Enforcement Model Design is an assumption that
determines the level of susceptibility of the networks in relation to identifying the attacks and
stopping them before reaching the node levels. This research could be further developed to
assess the vulnerability of the network in relation to the detection of spear phishing attempts

reaching their target locations.
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2.4 Infection Model Design Foundation

Infection based model designs have been used in various cases to determines human virus
infection patterns as well as spread rate based on selected nodes within a specific model design.
The first case scenario that was analyzed to understand a simple design utilizes the SIR model,
which is a model based on the susceptibility, infection and removal of a virus within the human
loop of infection (Shulgin, Stone, & Agur, 1998). The development of this model-based code
does create a platform for understanding the Networkx package within python, however for the
purpose of the Law Enforcement Model of Network Susceptibility (LEMONS) the removal of
the infected nodes does not apply to the real-world application. The rational reasoning for this is
the nodes represent the law enforcement agencies within the states and as they become infected,
they still have a real-world mission to conduct and must be neutralized within the infected
network. The ability to become un-infected within the model is a critical piece that will be
addressed within chapter 5. Although there are many cases found that utilize the SIR model
platform the constructs were not suitable for the development of the Law Enforcement Model of
Network Susceptibility (LEMONS). The second model analyzed was the occupancy infection
model design created by Timothée Poisot referencing the base python code within the “Using

Networkx to Simulate Metapopulations in Python ™ which utilizes a population of nodes being

occupied at over several iterations. This particular case of code that was formed determined the
occupancy based on the probabilities associated with each node comparing them to random
numbers determining the infection status at a random rate. The research and development

conduct by Timothée Poisot were instrumental in the development of the basic model code for
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the Law Enforcement Model of Network Susceptibility (LEMONS). The concept of the code
provided the ability to understand the random number comparison determining the infection
status amongst the nodes as well as the spreading rate throughout the model. The framework as
well as foundation created by the research of these past models enabled the development of the
Law Enforcement Model of Network Susceptibility (LEMONS), needed to replicate the live
network for purposes of infection spread probabilities. The background research conducted by
various network models such as the two described above provided the mold for the Law
Enforcement Model of Network Susceptibility (LEMONS) enabling modification using CSV
files to build the model. The past research and development of models within python have been
conducted based on the instructions derived from the Networkx reference (Hagberg, Schult, &
Swart, 2018) and the expert experience of Dr. Joe Kider. The development of the model
utilizing the CSV file is instrumental in the data extraction for the purposes of the node
placement as well as the size and infection probabilities for execution within the design.
Although the Networkx reference guide clearly identifies the code for utilizing the CSV file for
data input there is no direct reference for utilization leaving the ability for usage open for

interpretation on implementation.
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CHAPTER 3: MODEL DEVELOPMENT METHODOLOGY, DATA DEVELOPMENT,
SIMULATION METHODOLOGY, AND PYTHON CODE BREAKDOWN

This section describes the basic model developmental methods used in relation to the
past, current, and potential future network architectures, the basic infection probability data
development, simulation methods in detail, and a breakdown of the python code utilized for
simulation execution. The model developed in this section is intended for users who want to
replicate or build off the model in order to increase network architecture foundation. The
approach utilized in the following section utilized randomly generated data sets capable of being
replaced with real-time data of Law Enforcement Agency Network Statistics. The Python Code
approach that was used is outlined in detail within this section to provide the novice coder the
ability to replicate the model and simulation providing a very understandable foundation for

coding purposes ensuring there is a common operational picture developed.

3.1 Model Network Development

The interoperability capabilities among the Federal, state, County and local law
enforcement agencies present a cyber vulnerability that is not afforded the appropriate attention
regarding the current technological era within the Law Enforcement Community. The initial
design concept of the base model was developed utilizing paper and pencil to illustrate the node

design. The purpose of diagraming the node concept on paper developed the foundation for the
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quantity of nodes created at the local level without degrading the model design. Creating the
model layout on paper enabled the analysis of the Florida and Pennsylvania Law Enforcement
Networks from the region level to the county level and down to the local levels. Only three local
level nodes where utilized in order to model the infection rate as well as information flow, while
at the same maintaining the ability to keep the model size reasonable. The initial step before
drawing out the nodes was to determine the branches of state nodes from the FBI N-DEXx system
to the state level nodes. The next step was determining the number of regions identified within
each state which created the foundation for the number of sub system networks connecting the
state levels or the FBI N-DEX system. It is critical to understand the amount of time and work
expended analyzing the sub networks of reach state, which required identification and mapping
of the counties as well as local nodes for each specific regional level node. The following figure

displays the initial county and local level node mapping on paper:

Figure 3 - Drawn County and local Nodes
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After completion of the county and local level node layout the next objective is to outline
the number of counties per region on paper providing the visualization for each regional level.
The importance of this step for each region is the connections between the region to the county
down to the local level nodes. The connections (edges) between the regions and counties are
critical in the aspect of connection identification for the future development of the relationships
among all the nodes. The following figure is an example of a Florida Network regional node

drawn out with the respective number of counties and three local nodes per county node.
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Figure 4 - regional Node Drawing

Completion of the regional node drawing outlines with the respective counties and local
nodes for both of the states (Florida and Pennsylvania) develops the operational platform for the

state composition network architecture. Once the regions are detailed on paper the following
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design is to map the Florida regions to the N-DEXx and the Pennsylvania regions through the
JNET node to the N-DEx Node. This provides the overarching outline of the regions to the
states to the FBI database essentially creating the top-level architecture of the model. The
drawing outlining the regions to the states to the FBI N-DEX system node can be referenced in
Appendix A in conjunction with all preliminary drawings developing the initial paper drawn
model providing the foundation for the Law Enforcement Model of Network Susceptibility
(LEMONS) development. Accompanying the initial drawings for understanding the operational
platform is a digital set of prints were developed for the ability to more clearly visualize the
connections and relationship among all nodes. This set of digital prints is able to be referenced

in Appendix B for a visual representation of the networks initially developed.

Utilizing the above referenced drawings of the node relationships, a basic model design is
developed using Python code in collaboration with the Networkx package providing the ability
to replicate the layout of the various network structures among law enforcement agencies. The
python code derived was utilized in collaboration with the research of Timothée Poisot

referencing the base python code within the “Using Networkx to Simulate Metapopulations in

Python ” resource which can be found at http://timotheepoisot.fr/2012/05/18/networkx-
metapopulations-python. The code used within the Law Enforcement Model of Network
Susceptibility (LEMONS) will be outlined in further detail later in this section. For the purpose
of the Law Enforcement Model of Network Susceptibility (LEMONS) design the states of
Florida and Pennsylvania law enforcement networks are used based on the network structure of
the past and current network architectures. The states of Florida and Pennsylvania are replicated

utilizing the node and edge concept to design the network structure providing the replication of
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the flow of network traffic from the lowest local level law enforcement agency to the National
Data Exchange (N-DEX) system located within the FBI. Based on the number of local law
enforcement agencies within various counties to the state level, the decision to replicate and
simulate only three agencies at the local level increases the scope of the model development

referenced in the figure 3 below.

Figure 5 - Digital local and County Node Design

Utilizing small scale node composition provides the ability to deep dive into local
agencies while at the same time keeping the broadness of scope open for a large-scale
simulation. Assigning only three local level nodes to the county nodes increases the state
participation within the model design increasing the various platforms from all states to be
incorporated within the model. For the purpose of this particular model, the states of Florida and
Pennsylvania are developed independently from each other to examine the flow of information
based on the state-dependent architecture. Florida Law Enforcement Network structure contains

seven regional nodes and the state of Pennsylvania contains fifteen regional nodes. The
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overarching network architecture demonstrated in figure 4 displays the connection from regional

nodes to state level to the National Data Exchange (N-DEX) System.
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Figure 6 - Federal level Law Enforcement Network Structure to the state level

After completion of the replication of the past and current network structure utilized in
both states with various alterations in the node levels, the analysis was conducted identifying the
shift in technology creating the need to shift the network architecture. Examining the Florida
Department of Justice (Enforcement, 2018) and the Pennsylvania Department of Justice
(Department, Pennsylvania Justice Network, 2018) the manipulation regarding the topology of
the network structure is able to be done by eliminating the region level and county level nodes
within the python code creating the web-based network that many states are moving towards
based on the technological shift. Conducting this manipulation in the network architecture
produces a web-based structure for both states connecting to the federal level National Data

Exchange System referenced in the figure 5 below.
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Pennsylvania

Figure 7 - Federal level Law Enforcement Network Structure to the state level

3.2 Comma-Separated Values (CSV) File Utilization

The Law Enforcement Model of Network Susceptibility (LEMONS) structure design is
driven from the use of a Comma-Separated Values (CSV) file(s), identifying the variables (state,
state node size, state infection, region, region node size, region infection, county, county node
size, county infection, local, local node size and local infection) utilized to build the model as
well as conduct the simulation. Understanding the data input from each column with the CSV
file is critical in the development and execution of the simulation iterations allowing for random
data creation. The state column identifies the state level node; the state node size identifies the
numerical size of the state node; the state infection column inputs the infection probability of the
state node; the region column identifies the region level node; the region node size identifies the

numerical size of the region node; the region infection column inputs the infection probability of
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the region node; the county column identifies the County level node; the county node size
identifies the numerical size of the county node; the county infection column inputs the infection
probability of the county node; the local node size identifies the numerical size of the local node;
the local infection column inputs the infection probability of the local node; this information
database is able to be manipulated based on the state network procedures. Data breakdown of
the CSV file columns are organized in specific column ordered format creating the database
foundation for both the model structure as well as the simulation execution. The four CSV files
that are used for databases are the Florida Law Enforcement Network, Pennsylvania Law
Enforcement Network, Federal Law Enforcement Network and the Federal Web-Based Law
Enforcement Network. The purpose for the four different files is designed for the ability to input
accurate real time data into the database in order to enhance the simulation network replication.
The following table identifies the breakdown of the CSV file in conjunction with the data inputs

required for the model structure and simulation execution.

Table 2 - CSV File Column Data Breakdown

state state_node_size state_infection region region node_size region infection station name county county_node_size county infecion local local node_size local infection

Florida 5000 0.001 Region A 3000 0.01 Node 2 Node 2 1000 0.16 Node 3 500 0.02
Florida 5000 0.001 Region A 3000 0.01 Node 2 Node 2 1000 0.03 Node 4 500 0.11
Florida 5000 0.001 Region A 3000 0.01 Node 2 Node 2 1000 0 Node 5 500 0.16
Florida 5000 0.001 Region A 3000 0.01 Node 6 Node 6 1000 0.15 Node 7 500 0.16
Florida 5000 0.001 Region A 3000 0.01 Node 6 Node 6 1000 0.17 Node 8 500 0.07
Florida 5000 0.001 Region A 3000 0.01 Node 6 Node 6 1000 024 Node 9 500 02
Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 02 Node 11 500 0.38
Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 0.17 Node 12 500 0.45
Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 0.1 Node 13 500 0.19
Florida 5000 0.001 Region A 3000 0.01 Node 14  Node 14 1000 0.11 Node 15 500 05
Florida 5000 0.001 Region A 3000 0.01 Node 14  Node 14 1000 0.25 Node 16 500 0.1
Florida 5000 0.001 Region A 3000 0.01 Node 14  Node 14 1000 0.22 Node 17 500 0.52
Florida 5000 0.001 Region A 3000 0.01 Node 18 Node 18 1000 0.06 Node 19 500 0.72
Florida 5000 0.001 Region A 3000 0.01 Node 18 Node 18 1000 0.16 Node 20 500 0.65
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3.3 Model and Simulation Data Development

The node size data development is dependent on the relation of the node to neighboring
nodes within model providing identification of the nodes. The Top-level node is identified as the
National Data Exchange (N-DEXx) System, which is set at size 10,000. The state level nodes are
identified as the states of Florida and Pennsylvania, which are set at size 5000. All region level
nodes identified within the model are set to node size 3000. All County level nodes identified
within the model are set at node size 1000. All local level nodes identified within the model are
set at node size 500. Federal, state, County, and local law enforcement agencies cyber protocols
and databases are considered to be sensitive information in nature creating potential risk in the
unclassified model development. For the purpose of the model design described above the
informational database containing the infection probabilities in relation to the state, region,
County and local nodes the probabilities were developed at random (fabricated). The following
numerical values are all assumed. The state level node for the model is assumed to be set as
0.001 (.01%) and the region level node is set at 0.01 (1.0%). The county and local nodes were
derived utilizing the Random Number function within excel creating an unbiased range of
probabilities between the desired range. The county level infection probability utilized four
levels of probabilities which are as follows: =RANDBETWEEN (0,2)/100, =RANDBETWEEN
(0,15)/100, =RANDBETWEEN (0,25)/100, and a fixed probability set at 0.0001. The local
infection probabilities utilized four levels of probabilities which are as follows:
=RANDBETWEEN (0,5)/100, =RANDBETWEEN (0,25)/100, and =RANDBETWEEN
(0,75)/100. The final data set utilized in the simulation execution is where the state is equal to
0.0001, the region is set to 0.001, the county level is set 0.0001, and the local levels are set to
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0.0001 (only 1 node starts as infected). The use of the ranges for the both the county and local
levels imply security measures have been conducted associating the levels of risk with the
randomly generated probabilities which either identifies the risk probabilities of the law
enforcement agency. The use of the randomly generated data creates the ability to input various
data sets into the model and simulation. The development of the database for each model
enables real time data to replace the randomly generated data creating a real time model for real
data analysis. Development of real data which was outlined in Chapter 2. The above referenced

development method is outlined in figure 6 below.

2 WDl -ty rormaming ~ 1abie~ Oyl
Clipboard [ Font T Alignment ¥ Number M Styles
A B C D F G | J] K L M N
1 |state state_nodstate_inferegion  region_ncregion_in‘station_n:cou ty_nccounty_in local local_nod,_rocal m?gmon
2 |Florida 5000 0.001 Region A 3000 0.01 Node2 Node2 0.022 Node 3 0.009
3 |Florida 5000 0.001 Region A 3000 0.01 Node2 Node2 0.025
4 |Florida 5000 0.001 Region A 3000 0.01 Node2 Node2 0.014
5 |Florida 5000 0.001 Region A 3000 0.01 Node6 Node6 0.005
6 |Florida 5000 0.001 Region A 3000 0.01 Node6 Node6 0.02
7 |Florida 5000 0.001 Region A 3000 0.01 Node6 Node6 0.015 Node 9 0.01
8 |Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 0.009 Node 11 0.042
9 |Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 0.025 Node 12 0.033
10 Florida 5000 0.001 Region A 3000 0.01 Node 10 Node 10 1000 0.005 Node 13 0.024
11 Florida 5000 0.001 Region A 3000 0.01 Node 14 Node 14 1000 0.007 Node 15 0.009
12 Florida 5000 0.001 Region A 3000 0.01 Node 14 Node 14 1000 0.011 Node 16 0.025
13 |Florida 5000 0.001 Region A 3000 0.01 Node 14 Node 14 1000 0.003 Node 17 0.001

14 Florida 5000 0.001 Region A 3000 0.01 Node 18 Node 18 1000 0.003 Node 19

0.04

Figure 8 - CSV File Infection Probability Design

The establishment of the infection probability data is only one piece of the puzzle needed
in relation to the development of the desired outcome. The Law Enforcement Simulation Model
is designed utilizing 3 independent variables which contribute to the direct output of the direct
variable. The three Independent variables within the model are the Susceptibility of the network,

the topology of the network and the infection probabilities of the nodes. The infection
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probabilities consist of the data outlined in the above paragraph. These three variables directly
produce the infection rate (dependent variable) through the simulation of the data. Upon the
output of the dependent variable (infection rate), creates the ability to calculate statistical data for
comparison among the various data sets in relation to the network architectures selected as
defined in table 6. The statistical data outputs that are utilized are as follows: the mean, the
standard error, the standard deviation, the sample variance, Kurtosis, and skewness. The
following figure clearly demonstrates the independent variables feeding the dependent variable

as well as the statistical outputs.

0.0001

Susceptibility - IV 0.001
0.01

Florida  dnia Inecion DV
Topology - TV Pennsylvania ; _
Federal { W
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State

) . Region
Infection Probability - IV County

Local ‘ Statistical OutButs ‘

Figure 9 - Independent and Dependent Variable Breakdown
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3.4 Simulation Design Methodology

The purpose of the simulation model design is to replicate cyber intrusions at the local,
county, state and federal levels simulating the rate of spread of an infecting virus introduced to
the network. The introduction of a virus is dependent on the probability of risk-oriented
behaviors directly relating to the probability designated to each node representing the
susceptibility of infection directly impacting the rate and directional spread within the model.
The probability is then compared against the random function within python providing a base of
random choice numbers introducing the ability to randomly identify infected nodes. The
simulation model is designed in such a manner that the National Data Exchange (N-DEX) System
is represented by Node 1581, the regions of the Florida Law Enforcement are identified with the
respective nodes 1, 42, 96, 149, 186, 233, and 270. The Pennsylvania Law Enforcement
Network funnels through the INET (CLEAN SERVER) which is identified as Node 304
establishing the connection from the state of Pennsylvania to the National Data Exchange (N-
DEx) System. The simulation is designed to run one iteration at 500 timesteps to provide 500
possible times of infection over the network. There were nine total simulation models that were
developed to dissect the infection spread through the law enforcement networks to the lowest
nodes. Before the 500 timesteps are conducted the simulation starts by producing an initially
infected plot identifying the initial nodes within the simulation based on the infection
probabilities. The methodology of simulation development was derived from the article
Comparing Methods for Measuring the Rate of Spread of Invading Populations where there were

certain parameter aspects maintained to ensure simplicity and unbiased measurements. In the
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Florida, Pennsylvania, Federal level, and Federal Web-Based level Law Enforcement Network

Simulations the parameters that were maintained are probability of infection, probability of

initial infection, and edge weight. The probability of infection is the measurement of 0.0001

compared to the status of the node which is determined with the formula np.random.uniform () <

Infected, which is comparing the random number to the probability of infection on a specific

node to determine the infection status. The probability of initial infection is the measurement of

0.001 compared to the status of the first node (1581), which is determine by the formula 1 if

np.random.uniform() < Initial_Infection else 0. This means if the random number generated is

less than 0.001 then the node 1581 is infected; else 0 means the node is not infected. The edge

weight which is maintained at the measurement of 0.005 which determined the flow of

information within the undirected graph. These simulation parameters are outlined in the table 6:

Table 3 - Simulation Infection Probability Parameter Table

4 0.0001 0.001 0.01 RANDBETWEEN(0.15)/100 | RANDBETWEEN(0,25)/100
5 0.001 0.001 0.01 RANDBETWEEN(0.15)/100 | RANDBETWEEN(0.25)/100
6 0.01 0.001 0.01 RANDBETWEEN(0,15)/100 | RANDBEETWEEN(0,25)/100
7 0.0001 0.001 0.01 RANDBETWEEN(0.25)/100 | RANDBETWEEN(0,75)/100
3 0.001 0.001 0.01 RANDBETWEEN(0.25)/100 | RANDBETWEEN(0.75)/100
9 0.01 0.001 0.01 RANDBETWEEN(0,25)/100 | RANDBETWEEN(0,75)/100

Utilizing the infection parameter data sets from the above table to execute the simulations

of Florida, Pennsylvania, the Federal level Network and the Federal Web-Based Law

enforcement Network, provides the ability to achieve quantifiable data for comparison and

analysis each data set was run 4000 iterations at 500 timesteps. The purpose of the simulation

runs of 4000 iterations created the ability to derive an average for the statistical measures of
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initial node infection, average infection rate, and the average total node infection. The execution
of one simulation run takes an average of about 1 second to execute, record the data, and
1second to calculate the node infection at timestep desired. The execution of the 4000 iterations
is achieved with a Run.py file created to execute the script 4000 times while simultaneously

recording the data into a text file analysis for recoding and calculation purposes.

3.5 Python Code Breakdown

The purpose of this section is to outline in detail the python code, which is broken down
below as it pertains to the model and simulation creating a common understanding for all future
users. The python code is very basic in nature utilizing the Networkx package in conjunction
with Matplotlib to create the visual representation of the infection plots at the initial point and the
end infection node status. The first step in the code development is installing the packages
required within python to run the appropriate code. For the purpose of running the code the
platform utilized in the following code was PyCharm, which is easily operational and can be
accessed at the following location https://www.jetbrains.com/pycharm. The packages to be
installed are Networkx Package, NumPy Package, Matplotlib Package and the CSV Package.
The Networkx package provides the ability to graph the nodes and edges required for the
network development. The NumPy package provides the mathematical capabilities for random
number generation as well as statistical measures. The Matplotlib package provides the ability to

graph in figures enabling the ability to visualize the graph in real time, and the CSV package is
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utilized to read the CSV files with the network database. Additional packages are able to be
added to the code if required to increase the performance of the simulation or model. The
following excerpt displayed in figure is the code required for inputting the packages within

PyCharm Coding Platform:

import networkx as nx

import numpy as np

import matplotlib.pyplot as plt
import csv

Figure 10 - Package Import Code

The section of code to be utilized are the inputs of the measurements utilized in the
simulation which are agencies (comparing and displaying nodes infected on line plot), Infected
(Probability of Infection to a given node), Susceptible (Susceptibility of the whole network),
Initial Infection (the infection status of the first node created), and P_init_local (edge weight).
Next the text n_size =[] is utilized to establish a container for the nodes size variables utilized
within the excel file for the levels of the agencies such as state, region, county and local. The
code G = nx. Graph () establishes the graph within the Networkx package and the
plt.figure(figsize=(20, 15)) determines the size of the figure when printed. Time is utilized for
the start in the simulation timestep period. The mFileName = desired fire is required for drawing
the data from the database file, and the counter starts at 0 when inputting all the nodes into the
graph creating the linkage between the correct nodes. All of these coding requirements are

displayed in the following excerpt.
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Agencies 1 # Number of patches
Infected = 0.0001 # Probability of Infection
Susceptible = 0.0001 # Probability of being Susceptible
Initial Infection = 0.001 # Probability a patch will be
infected at the beginning
P init local = 0.005 # made this high to weight the
edge of the graph to start

n size = []

G = nx. Graph ()

plt. figure (figsize= (20, 15))
Time = [0]
mFileName

= "Florida Law Enforcement Network.csv"
counter = 0

Figure 11 - Condition Setting Code

The next step to begin the development of the Network Architecture Model is to insert to
create the beginning patch which establishes the node’s status, and pos. The patch is created in a
class enabling multiple patches (nodes) to be created, followed by the establishment of an object
using def_init identifying the status and pos of a particular object or node. The code def_str(self)
followed by return(str(self.status)) is used to return the status of a particular node where required
to compare the probabilities against the infection status within the model. The following excerpt

lays out the required code for the creation of the class.
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class patch
def init  (self, status=0, pos=0):
self. status = status
self.pos = pos
def str (self):
return (str (self. status))

Figure 12 - Class Defining Code

Inserting data and creating the model is done so by using def LoadData (file) command
pulling the information from the database. When developing the graph of the model the initial
node is created using the global counter which starts at 0 and adds 1 for every next node that
needs to be created within the model. The counter reads the CSV file for the next line within the
file and respective node identification creating the connections based on the development of the
database. The next line within the code for the data requirement is the initial status of the first
node created where 1 is infected and 0 is normal. The determination of infection is calculated by
comparing the random number generated between 0 and 1 against the Initial Infection value.
P_Top is the top-level node using the code patch (Stat, counter) determining the infection status
and count 0. The next line in the code establishes the first node within the graph where node =
G.add_node(p_top) is the command to add node with no connections. The counter = counter + 1
establishes any following node addition must add 1 to the value in sequence creating the list.

The last piece of code within the data load section establishes the size of the top-level node using
n_size. append (10000) setting the size of the node to 10000 within the created graph. All of the

required python code for the section is in the excerpt below.
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def Load Data(file):
global counter

Pos = (np. random. uniform () * 10 - 5, np. random. uniform
p_top = patch (Stat, counter)

node = G.add node (p top, time="lpm', name="N-DEx")

counter = counter + 1

n_size. append (10000)

Stat = 1 if np. random. uniform () < Initial Infection else 0

() * 10 - 5)

Figure 13 - Top Node Development and Counter Code

The code required for opening the CSV file within the model development for extracting
the data is with open command as csvfile, followed by determining the reader requirement within
python telling the package to read the file with the command reader = csv. DictReader(csvfile).

The lines following those commands are required to create the required fields for the following

code in the file.

with open (file, newline='"') as csvfile:
reader = csv. DictReader (csvfile)
state = ""
oldstate = ""
state counter = 0
county counter = 0
region counter = 0
local counter = 0
region = ""
oldregion =

wn

county =
oldcounty =
local = ""
oldlocal = ""
p state = ""

nw

p_reg =
p_count = ""

nwn

Figure 14 - Reading CSV File Code
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Reading the CSV file requires code to determine how to read the file by row or column
using the command: for row in reader followed by the line state = row [ ‘state’] providing the
command to read from the state level down to the local level nodes within the CSV file. The
command if state != oldstate is used to only populate one node at the state level which
determines if the same state is listed it goes onto the next cell in the row to populate the next
available node. The next line within the code for the data development is the status of the state
node where 1 is infected and 0 is normal. The formula for this is np.random.uniform() <
float(row| ‘state_infection’]) where the randomly generated number is compared to the infection
probability located in the respective cell within the CSV file. The next aspect of the state
development is establishing the state node with p_state = patch (status and pos) followed by the
addition of the node at the state level. This is done using G.add_node (p_state, name=state)
pulling the information from the CSV file identifying the state being read within the appropriate
line. The next critical line of code attaches an edge from the top-level node to the state level
node with the code G.add_edge (p_top, p_state, weight=.25) where the edge is created and the
length of the edge is in relation to the weight. The next aspect of the code is to establish the size
of the state level node by utilizing the code n_size.append (int(row[ ‘state_node_size’])) which
means the code is reading the respective cell under state node size as in integer creating the size
of the state node. All of the required python code for the section is in the excerpt below outlining

reading file code and state level code model development.
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random.uniform() < leﬁ;(;;wL'sLaLe_inLer;iu:'J] else 0
m.uniform() * 10 - 5, np.random.uniform() * 10 - 5)

tat, Pos)

1 node (p_state, name=state)

dd edge(p top, p state, weight=.25)
“ounter = counter
counter = counter + 1

ate = state

n size.append(int (row['state node size']))

Figure 15 - state Node Development Code

This section of code identifies the region level node with the following line region = row
[‘region’] providing the command to read from the region level down to the local level nodes
within the CSV file. The command if region = oldregion is used to only populate one node at
the region level which determines if the same region is listed or goes onto the next cell in the row
to populate the next available node. The next line within the code for the data development is
the status of the region node where 1 is infected and 0 is normal. The formula for this is
np.random.uniform() < float(row[ ‘region_infection’]) where the randomly generated number is
compared to the infection probability located in the respective cell within the CSV file. The next
aspect of the region development is establishing the region node with p_region = patch (status
and pos) followed by the addition of the node at the region level. This is done using G.add_node
(p_region, name=region) pulling the information from the CSV file identifying the region being
read within the appropriate line. The next critical line of code attaches an edge from the state-
level node to the region level node with the code G.add_edge (p_state, p_region, weight=.25)

where the edge is created and the length of the edge is in relation to the weight. The next aspect
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of the code is to establish the size of the region level node by utilizing the code n_size.append
(int(row[ ‘region_node_size’])) which means the code is reading the respective cell under region
node size as in integer creating the size of the region node. All of the required python code for

the region level node development section is in the excerpt below.

region = row['region']

if region != cldregion:
# stat = 1 if np.random.uniform() < regicn infection else 0
Stat = 1 if np.randem.uniform() < float(row['region_ infection']) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)

p_reg = patch(stat, Pos)

G.add node(p reg, name=region)

G.add_edge (p_state, p_reg, weight=.25)
region_counter = counter

counter = counter + 1

cldregion = region

n_size.append(int (row['region node size']))

Figure 16 - region Node Development Code

This section of code identifies the county level node with the following line county = row
[‘county’] providing the command to read from the county level down to the local level nodes
within the CSV file. The command if county != oldcounty is used to only populate one node at
the county level which determines if the same county is listed or goes onto the next cell in the
row to populate the next available node. The next line within the code for the data development
is the status of the county node where 1 is infected and O is normal. The formula for this is
np.random.uniform() < float(row[ ‘county infection’]) where the randomly generated number is
compared to the infection probability located in the respective cell within the CSV file. The next
aspect of the county development is establishing the county node with p_county = patch (status

and pos) followed by the addition of the node at the county level. This is done using G.add_node
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(p_county, name=county) pulling the information from the CSV file identifying the county being
read within the appropriate line. The next critical line of code attaches an edge from the region-
level node to the county level node with the code G.add_edge (p_region, p_county, weight=.25)
where the edge is created and the length of the edge is in relation to the weight. The next aspect
of the code is to establish the size of the county level node by utilizing the code n_size.append
(int(row[ ‘county node_size’])) which means the code is reading the respective cell under county
node size as in integer creating the size of the county node. All of the required python code for

the county level node development section is in the excerpt below.

county = row['county']

if county != oldcounty:
# stat = 1 if np.random.uniform() < county infection else 0
Stat = 1 if np.random.uniform() < float(row['county infection']) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)

p_count = patch(Stat, Pos)
G.add node (p count, name=county)

G.add_edge (p_reg, p_count, weight=.25)
county_counter = counter

counter = counter + 1

oldcounty = county

n_size.append(int (row['county node size']))

Figure 17 - County Node Development Code

This section of code identifies the local level node with the following line local = row
[‘local’] providing the command to read from the local level down to the local level nodes within
the CSV file. The command if local != oldlocal is used to only populate one node at the local
level which determines if the same local is listed or goes onto the next cell in the row to populate
the next available node. The next line within the code for the data development is the status of

the local node where 1 is infected and 0 is normal. The formula for this is np.random.uniform()
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< float(row[ ‘local infection’]) where the randomly generated number is compared to the
infection probability located the respective cell within the CSV file. The next aspect of the local
development is establishing the local node with p_local = patch (status and pos) followed by the
addition of the node at the local level. This is done using G.add_node (p_local, name=local)
pulling the information from the CSV file identifying the local being read within the appropriate
line. The next critical line of code attaches an edge from the county-level node to the local level
node with the code G.add_edge (p_region, p_local, weight=.25) where the edge is created and
the length of the edge is in relation to the weight. The next aspect of the code is to establish the
size of the local level node by utilizing the code n_size.append (int(row[ ‘local node_size’]))
which means the code is reading the respective cell under local node size as in integer creating
the size of the local node. All of the required python code for the local level node development

section is in the excerpt below.

local = row|['local']
if local != cldlocal:
Stat = 1 if np.random.uniform() < float(row['local infection']) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)

# local Level

p loc = patch(stat, Pos)

G.add node (p_loc, name=local)
G.add edge (p_count, p_loc, weight=.25)
local counter = counter

counter = counter + 1

n_size.append(int (row['local node size'l))

Figure 18 - local Node Development Code

After completing the code for the development of the model architecture the next step in

the process is to establish the simulation steps pertaining to the infection status. To begin the
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simulation code section, you must first define the operation with def Simulate (Infection): this
creates the platform for execution. The next line in sequence for timestep in range (500) defines
the amount of times the simulation is cycled through. The next line Status () is printing the
status of each node after comparing the probabilities of each state, region, County, and local
nodes form the formulas above. After the completion of the initial status the next lines are
simply checking for the infection in the initial status which is then compared to the neighbors of
each infected node. The next line for n in G.nodes(): simply identifies that the simulation is
going to look at any node within the graph identified as G. Within this code the line if status ==
1 (not infected) and np.random.uniform() < Infected: then this identifies the node as infected
utilizing the code status = 1 (infected). After the initial infections have been identified the next
step is for the simulation to look at all the nodes within the graph G, where if the node is infected
using if n.status == 0 then it lists out all the neighbors of the infected node. Once these nodes are
identified the neighbor nodes are compared with a random number using if np. random.uniform()
is compared against the Susceptible value set above, which is a fluctuating variable within the
simulations between 0.0001, 0.001, and 0.01. Upon completion of the comparison of values and
infection probabilities with the nodes the first timestep is complete and is then run another 499
times to account for the 500 timesteps. Each timestep executed in the simulation sequence is
completed with the run function advancing the simulation one time by utilizing the code: time.
append (timestep + 1) and the next line of code appends the infection simulation in order to plot
each timestep of infected nodes over time. The required code conducting the simulation is in the

following excerpt.
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def Simulate(Infection):
for timestep in range (500):
Status ()
## Check for infections
for n in G.nodes():
if n.status == 1 and np.random.uniform() < Infected:
n.status =1
## Check for Agencies that are infected
for n in G.nodes():
if n.status == 0:
neighb = G[n] # That's it, a list of the neighbors
for nei in neighb:

if nei.status == 0:
if np.random.uniform() < Susceptible:
nei.status = 1
break

Time.append (timestep + 1)
Infection.append(np.sum([n.status for n in G]) / float (Agencies))

Figure 19 - Simulation Code Development

Once all the above code is entered and checked for errors then both the model and
simulation baseline code has been established and the next step in the process is to create and
define the main operational code which executes the previous code created. The code to define
the main operation is def main(): followed by various commands to load the data as well as
printing the CSV file information. The next critical piece of code listed within the main code
section is identifying the pos and infection status with the code occup = [n.status for n in G].
After this section, the next area of code calculates the degree and centrality of the nodes within
the graph. After this code is established the plots must be established to create the visual
representations of the initial and post simulation infection statuses. The code used to create the
initial graph is the nx.draw() command where you must input G as the graph, node_size,
node_color, and labels to provide the information required for the graph. The command
plt.savefig() is utilized to save the figure drawn at the time of creation and then the code

plt.show() must be used after each desired graph creation to develop the graph itself. To better
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develop a graph, reliable resources for matplotlib libraries are able to be viewed at
https://matplotlib.org/2.1.1/api/_as_gen/matplotlib.pyplot.plot.html. To plot the graph with the
infections of the nodes the first code to be used must be the Infection simulation code followed
by the command Simulate (Infection) which inputs the simulation result into the graph being
created. The next steps are followed as outlined above for the intial graph to populate the graph
with the infected nodes identified. After both the initial plot and the infected plot have been
established the next step is to create the line plot chart to provide a clear understanding of the
infected nodes over the course of the timesteps. The critical code for establishing the line plot is
plt.plot(Time, Infection), where the data used for developing the graph is Time on X axis and the
simulation data on the Y axis laying out the infected nodes over the 1000 timesteps. The
commands plt.xlabel, plt.ylabel, plt.grid, and plt.savefig can be used to develop an understanding
of the graph. The command plt.show() must be used to create the graph. The following excerpt

clearly outlines the code requirements for execution the simulation file.
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def main():
print ("Loading Data from file.... ", mFileName)
LoadData (mFileName)
pos = {}
for n in G.nodes():
pos[n] = n.pos
occup = [n.status for n in G]

plt.title('Initial Infection Status', fontsize=30)

nx.draw(G, center=1581, node_size=(n_size), node_coclor=occup,with_labels=False, cmap=plt.cm.plasma,
vmin=0,vmax=1)

plt.show()

Infection = [np.sum([n.status for n in G]) / float(Agencies)]
Simulate (Infection)

plt.figure (figsize=(20, 15))

plt.title('Post Simulation Infection Status', fontsize=30)

nx.draw(G, center=1581, node size=(n_size), node_color=[n.status for n in G], with_labels=False,
cmap=plt.cm.plasma, vmin=0, vmax=1)

plt.show()

if _name_ == "_main_ ":
main ()

Figure 20 - Main Execution Code

The complete set of code is able to be referenced in Appendix C compiling all of the
above outlined python code for model development as well as simulation execution which allows

for direct implementation into any system.

3.6 Simulation Execution and Data Collection Methodology

Conducting the Florida, Pennsylvania, Federal level, and Federal level Web-Based Law
Enforcement Network Simulations was done so in a strategic manner to allow for data
production and analysis. This section outlines procedures utilized to conduct the simulations,
layout the procedures for data organization, and the methodology for achieving the averages for
comparison. The simulation is conducted by each network architecture setup (Florida,

Pennsylvania, Federal level, Federal level Web-Based) with 4000 simulation runs per the county
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and local infection probabilities which are outlined in the data development section above. After
one simulation run the data output for initial node infection and total node infection are recorded.
This is executed 4000 times per data set identified above as well in the Simulation Infection
Probability Parameter Table Figure. Upon completion of all simulation runs the data must be
organized for easy comparison across the data sets to provide functional analysis. To provide a
functional base for comparison the data is organized by Parameters and Results to achieve
common understanding of the data structure. The Parameters data section is organized by the
following categories Agencies, Timesteps, Probability of Infection, Probability of being
Susceptible, Probability of Initial Infection, Initial Edge Weight, state Infection Probability,
region Infection Probability, County Infection Probability, and the local Infection Probability.
Following the Parameters section is the results section which contains the Number of Nodes in
the Graph, Number of Edges in the Graph, Average Degree, Network Density, Initial Node
Infection, Rate of Infection, and the Nodes Infected. Both of these data areas are paired with a
line plot for each simulation that has been ran which provides detail for each simulation run.
These can be found in Appendix A though Appendix D. An example of the informational data
Parameters and results associated with each of the simulations can be viewed in the following

table.
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Table 4 - Parameters and Results Output Example

Number of Nodes = 277

Number of Edges = 276

Average Degree = 19928

Results Network Density = 0.007220216606498195
Initial Node Infection = 26.0

Rate of Infection = 0.06 (6.0%)

Nodes Infected = 68.0

The Rate of Infection seen in the figure above is calculated first by finding the Node
Infection (NI) which is the Total Node Infection value at timestep 500 minus the Initial Node

Infection value delivering the Node Infection (NI) value.

NI = Node Infection @ TS 500 — Initial Node Infection (1)

The next step is to calculate the Node Infection Rate (NIR) which is the Node Infection
(NI) value divided by 500 identifying the timestep analysis delivering the NIR. Both of these
equations can be seen in the below figures clearly identify the represented values utilized for the

calculation. The first equation defined is

NI
NIR = — (2)

Upon completion of each data set simulation consisting of the 4000 iterations the average

for the required measurable values are able to be calculated. The values that are used to compare
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the simulation data sets are the Average Initial Node Infection, the Average Rate of Infection,
and the Average Nodes Infected. The Average Initial Node Infection (AINI) is calculated by
taking the value NI then divided by 4000 (number of simulations run in the iteration) to calculate

the Average Initial Node Infection. The equation is displayed in the figure below:

AINI = 2L (3)
4000
After the calculation of the NI and NIR values the Average Infection Rate (AIR) can be
calculated by finding the SUM of the Node Infection Rate (NIR) where the 4000 simulation
infection rates of one iteration are added to produce a total value. This value is then divided by

4000 to deliver the AIR. The equation is displayed in the following figure below:

SUM(NIR)
4000

AIR = (4)
The Average Total Nodes Infected (ANI) is calculated by finding the SUM of the 4000

simulations Node Infected values producing a total value number divided by 4000 representing

the simulation within the data set iteration. The equation is displayed in the following figure

below:

SUM(Total Nodes Infected)
4000

ANI =

()
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Calculation of all the above values enables the platform to be established for analysis of
the average data sets within each infection probability set to be compared in relation to the
Susceptibility values against other network architectures. In conjunction with node infection
rates and average initial infections the ability to compare against network density is critical. The
network density is a representation of the connections within any given network architecture.
The denser the architecture of the network the easier it is for information to flow as compared to
a network with a sparse structure which constricts the flow of information based on the limiting
connections. The utilization of Network Density in the Law Enforcement Networks comparison
allows for the demonstration of information flow based on the given architecture within the
selected states and federal government. Network density is calculated utilizing two key
equations which provide the foundation for the numerical value demonstrating the density of a
given network. The first step is to determine the number of connections within a given network
by taking number of possible connections (N) and multiplying it with N-1 and then dividing by
2, which provides the number of Potential Connections (PC) displayed below in equation 8. The
next step is to take the number of Actual Connections (AC) and then divide that by the Potential
Connection (PC) determining the network density of the selected architecture demonstrated in

equation 9 below.

PC:N*% (6)

Network Density = % (7
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3.6.1 Statistical Data Development and Comparison

At the completion of development and data output of the above equations, the ability to
derive the statistical outputs is driven by the functions of utilizing excel. The purpose of using
excel for deriving a statistical data set for each simulation run iteration based on the initial node
infection, node infection at timestep 500, and infection is to provide the ability to cross examine
the data sets for each susceptibility range as well as probability sets. The method for data
development is utilized with the function (data analysis) within excel under the data tab
accessing the descriptive statistics method. This method under the data analysis tab provides the
ability to derive the summary statistics within the descriptive setting as well as the confidence
level for the mean set at .95 (95%). The summary statistics within the descriptive statistics
function provides the data for the following: mean, standard error, median, mode, standard
deviation, sample variance, kurtosis, skewness, range, minimum, maximum, u+ lo, u- lo, u +
20, 1 - 26, and confidence level. The mean defines the average of the data set, the standard error
is the measure of the statistical accuracy of an estimate, the median is the midpoint of a
frequency distribution and the mode is the most reoccurring numerical value. The standard
deviation is the distance from the mean, the kurtosis is the sharpness of the peak of a frequency-
distribution curve and the skewness is the amount of deviation from the normal distribution. All
of the above-outlined statistics are accompanied by a histogram of the 4000 iterations and the
results plotted with a normal distribution identifying the standard deviations as well as the mean

on the visible chart. The purpose of this measure is to ensure the data is identifiable in the
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simulation runs conducted allowing for cross analysis. The ability to compare the deviations as
well as the averages among the susceptibilities and probabilities ensures the platform for
infection measurements. All of the data sets are conducted in this manner to identify the
statistical measures. Figure 18 below outlines a sample of the histogram model utilized as well

as the data set table accompanying the data set for analysis.

FL: Data Set 1 (IR) : u=0.045, 0=0.008

: : 1 : : Mean 0.0446635
160 - I I | I 1 Standard Error 0.000130359
: { M : : : Median 0.044
140 4 1 1 I (| 1 Mode 0.046
| 1| | | | Standard Deviation 0.00824462)
g 1207 I ] I I ] Sample Variance 6.79738E-05
g | : : .| ! Kurtosis -0.036432299
g 100 I I I I Skewness 0.138311236
S ol | 3 Rance
z | I | I Minimum 0.018]
5 o : : : . Maximum 0.074
I ] I ] i+ 1o 0.05290812)
40 4 | : | ] . | - 1o 0.03641888
I I 1 i L+ 20 0.06115274)
20 4 ! H : : :H i -20 0.02817426
ﬂ | H : ! H || §|:“ ) Confidence Level(95.0%) 0.000255576
0 0.02 0.03 0.04 0.05 0.06 0.07 I - Mean [ = +- 1o
Infection Rate [ 1=PDF I - +- 2c

Figure 21 - Histogram Data Set and Statistics Table

Given these methods of analyzing the statistical outcomes is based on the confidence

level of 95 percent across the board. The ability to identify the average infection rate across the

data sets creates the ability to understand the infection across the various network architectures.

Understanding and outlining the architectures enables the simulation to produce the result-

oriented data that enables correlation analysis with the structure, nodes, probabilities, and

susceptibility of network infections.
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CHAPTER 4: RESULTS

This section presents the data from the conducted simulations based on each
network architecture in correlation with the designed data sets. Tables of statistical outputs will

follow pertaining to the executed simulations.

4.1 Network Architecture Statistical Comparison

There are four network architectures utilized during the execution of the simulation to
provide the foundation for determining the infection rate (spread) based on the susceptibility of
the network, topology of the network and the infection probabilities at the various law
enforcement agency nodes. The four architectures utilized as outlined in chapter 3 are the
Florida Law Enforcement Network, Pennsylvania Law Enforcement Network, Federal Law
Enforcement Network, and the Federal Web-Based Law Enforcement Network. Understanding
the fundamentals for degrees and density provides the foundation for comparison among the
various network structures. The average degree as referred within this thesis examines the
number of connections other nodes (Hagberg, Schult, & Swart, 2018). The network density
refers to the portion of potential connections in a network that are actual connections (Hagberg,
Schult, & Swart, 2018), which is explained in chapter 3 in equations 6 and 7. The Florida Law
Enforcement Network contains 277 nodes, 276 edges, an average degree of 1.9928, and a
network density of 0.007220216606498195. The Pennsylvania Law Enforcement Network

contains 285 nodes, 284 edges, an average degree of 1.9930, and a network density of
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0.007017543859649123. The Federal Law Enforcement Network contains 561 nodes, 560
edges, an average degree of 1.9928, and a network density of 0.0035650623885918. The
Federal Web-Based Law Enforcement Network contains 405 nodes, 404 edges, an average
degree of 1.9951, and a network density of 0.0049382716049382715. Breaking down each
network architecture provides the fundamental understanding of the compositions as well as
densities enabling comprehension of the information flow capabilities as it relates to the spread
of infection. The Law Enforcement Model of Network Susceptibility (LEMONS) 10 total
simulation iterations per network architecture are based on the data sets outlined in chapter 3
table 6 which are broken down into the statistical data result explanations in the following
sections. The breakdown of statistical data encompasses the Standard Deviation (SD), the
Standard Error (SE), the Kurtosis, and the Skewness. The kurtosis regarding the Law
Enforcement Model of Network Susceptibility (LEMONS) will demonstrate the sharpness of the
frequency-distribution curve (Groeneveld & Meeden, Dec., 1984). The skewness is a measure of
the asymmetry of the probability distribution of a real-values random variable, which can be
valued as positive, negative or undefined (Groeneveld & Meeden, Dec., 1984). The overall

findings and statistical comparisons are able to be viewed in the following table below.

60



Table 5 - Network Infection Rate Comiarison

Nodes 277 285 561 405
Edges 276 284 560 404
Density 0.00722 0.00701 0.00356 0.00493
Average Degree | 1.9928 1.9930 1.9928 1.0951

Data Set 4 0.039 0.072 0.105 0.008
Data Set 5 0.167 0.205 0.402 0.008
Data Set 6 0214 0218 0.433 0.008

The complete statistical breakdown overview in correlation with the graphed results for
each iteration are available in Appendix D (Florida Law Enforcement Network), Appendix E
(Pennsylvania Law Enforcement Network), Appendix F (Federal Law Enforcement

Network), and Appendix G (Federal Web-Based Law Enforcement Network).

4.2 Florida Law Enforcement Network Simulation Results

This section provides the results of the Law Enforcement Model of Network
Susceptibility (LEMONS) for the Florida Network Architecture. The results are outlined from

simulation one through the tenth simulation.



The first simulation conducted is based on Data Set # 1, utilizing the susceptibility

equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to

(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 5 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 130 — 131.

Table 6 - Florida Network Simulation Results Data Set 1

Measured Statistical Ouputs

Descriptive Statistics

Mean | SD SE | Median | Mode | Kurtosis | Skewness |Range| Min | Max
Initial Infection 3.812 | 2359300378 6 3 0.295 0.49% 18 0 18
Infection @ TS 500| 28.143 |4 365 | 0.0721 28 29 -0.006 0.175 31 14 45
Infection Rate 0.045 | 000800001 0044 [0.046| -0.036 0.138 00536 [0.018 | 0.074

The second simulation conducted is based on Data Set # 2, utilizing the susceptibility

equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to

(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 6 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 131 — 132.

Table 7 - Florida Network Simulation Results Data Set 2

Measured Statistical Ouputs

Descriptive Statistics

Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min | Max

Initial Infection 5.604 |2.359|0.0373 5 5 0.109 0.371 15 ] 15
Infection @ TS 500 | 100.592 | 5.594 [ 0.0884| 101 101 | -0.066 0.071 38 83 121
Infection Rate 0.19 | 0.011|0.0001| 0.19 0.19 | -0.071 0.095 0.074 [ 0.156 | 0.23
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The third simulation conducted is based on Data Set # 3, utilizing the susceptibility

equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to

(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 7 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 133 — 134.

Table 8 - Florida Network Simulation Results Data Set 3

Measured Statistical Ouputs

Descriptive Statistics

Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 5475 | 2.291) 0.0362 5 5 0.111 0.408 16 0 16
Infection @ TS 500 | 124.734 | 6.949 [ 0.1098 | 125 122 | -0.179 -0.013 45 101 | 146
Infection Rate 0.239 |(0.014|0.0002| 0.238 | 0.238| -0.099 0.025 0.095 | 0.188 | 0.286

The fourth simulation conducted is based on Data Set # 4, utilizing the susceptibility

equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to

(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The

results found from the simulation are outlined in table 8 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 134 — 135.
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Table 9 - Florida Network Simulation Results Data Set 4
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 30.632 | 5.121 | 0.0809 30 30 0.083 0.171 39 13 52
Infection @ TS 500| 50.150 | 5.889| 0.0531 50 49 -0.075 0.005 40 32 72
Infection Rate 0.039 |0.008|0.0001| 0.038 |0.036( -0.042 0.122 0.052 | 0.014 | 0.066

The fifth simulation conducted is based on Data Set # 5, utilizing the susceptibility
equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 9 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 136 — 137.

Table 10 - Florida Network Simulation Results Data Set 5
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min | Max
Initial Infection 30.043 | 5.078 | 0.0803 30 28 0.000 0.111 40 12 52
Infection @ TS 500| 113.509 | 6.163 [ 0.0974| 113 113 0.018 0.049 44 91 135
Infection Rate 0.167 (0.012(0.0001( 0.188 | 0.17 | -0.037 0.004 0.084 [ 0.126( 0.21

The sixth simulation conducted is based on Data Set # 6, utilizing the susceptibility
equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The

results found from the simulation are outlined in table 10 below; the associated graphical outputs
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for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 137 — 138.

Table 11 - Florida Network Simulation Results Data Set 6
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 30.279 | 5.067 | 0.0801 30 31 -0.063 0.134 36 15 51
Infection @ TS 500| 137.501 | 7.148 | 0.1131| 138 138 | -0.195 -0.027 46 114 | 160
Infection Rate 0.214 |0.014| 0.0002| 0.214 |0.216( -0.114 0.027 0.094 | 0.166| 0.26

The seventh simulation conducted is based on Data Set # 7, utilizing the susceptibility
equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 11 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 139 — 140.

Table 12 - Florida Network Simulation Results Data Set 7
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min | Max
Initial Infection 85.231 | 7.26 | 0.114 85 86 -0.133 -0.041 46 61 107
Infection @ TS 500| 99.963 | 7.335| 0.116 100 98 -0.054 -0.072 S0 76 126
Infection Rate 0.029 |(0.007|0.0001| 0.03 |0.028| 0.039 0.231 0.048 | 0.008 | 0.056

The eighth simulation conducted is based on Data Set # 8, utilizing the susceptibility
equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
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results found from the simulation are outlined in table 12 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 140 — 141.

Table 13 - Florida Network Simulation Results Data Set 8
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 21487 | 6.805( 0.107 81 ':'I.IL-'D 0.029 0.058 49 58 107
Infection @ TS 500 | 147.771| 6.121| 0.096 148 149 -0.066 -0.024 46 126 | 172
Infection Rate 0.133 (0.011|0.0001| 0.132 | 0.13 | -0.055 0.022 0.082 | 0.098 | 0.18

The ninth simulation conducted is based on Data Set # 9, utilizing the susceptibility
equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 13 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 142 — 143.

Table 14 - Florida Network Simulation Results Data Set 9
Measured Satistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min | Max
Initial Infection 85.498 | 6.598 | 0.104 85 84 -0.101 0.101 45 65 110
Infection @ TS 500 | 170.554 | 5.822 | 0.092 171 172 0.152 -0.093 45 146 | 191
Infection Rate 0.17 | 0.012|0.0001| 0.17 |0.166( 0.134 -0.004 §0.082 ( 0.13 |0.212

The tenth simulation conducted is based on Data Set # 10, utilizing the susceptibility
equal to 0.0001, state Nodes = to 0.0001, region Nodes = to 0.0001, County Nodes = to 0.0001
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and the local Nodes = to 0.0001(only 1 node infected at .25 infection probability). The results
found from the simulation are outlined in table 14 below; the associated graphical outputs for the
Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in Appendix D

on pages 143 — 144,

Table 15 - Florida Network Simulation Results Data Set 10

Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 0.283 | 0.47 | 0.0074 ] ] 0.248 1.226 3 ] 3
Infection @ TS 500 | 23.433 | 4.217| 0.0666 23 23 0.004 0.136 31 10 a1
Infection Rate 0.046 |0.008 | 0.0001| 0.046 |0.044 ( -0.014 0.126 0.06 | 0.02 | 0.08

4.3 Pennsylvania Law Enforcement Network Simulation Results

This section provides the results of the Law Enforcement Model of Network
Susceptibility (LEMONS) for the Pennsylvania Network Architecture. The results are outlined
from the eleventh simulation through the twentieth simulation.

The eleventh simulation conducted is based on Data Set # 1, utilizing the susceptibility
equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
results found from the simulation are outlined in table 15 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 146 — 147.
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Table 16 - Pennsylvania Network Simulation Results Data Set 1

Measured Statistical Ouputs Descriptive Statistics
Mean | SD | 8E  |[Median|Mode|Kurtosis|Skewness)Range| Min | Max
Initial Infection 3.732 | 2.369| 0.0374 6 3 -0.102 0.25 14 0 14

Infection @ TS 500 | 46.817 | 5.323 | 0.0841 47 46 0.053 0.084 36 30 60
Infection Rate 0.082 | 0.01 | 0.0001| 0.082 |0.082| 0.127 0.064 0.074 | 0.048 | 0.122

The twelfth simulation conducted is based on Data Set # 2, utilizing the susceptibility
equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
results found from the simulation are outlined in table 16 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 147 — 148.

Table 17 - Pennsylvania Network Simulation Results Data Set 2

Measured Statistical Ouputs Descriptive Statistics
MMean sD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 5.679 | 2.346| 0.0371 il il 0.029 0.355 15 ] 15

Infection @ T5 500 | 120.626| 6.92 | 0.1054 | 121 116 | -0.067 0.072 50 95 145
Infection Rate 0.231 | 0.014|0.0002| 0.23 0.23 | -0.054 0.101 0.096 | 0.188 | 0.284

The thirteenth simulation conducted is based on Data Set # 3, utilizing the susceptibility
equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 17 below; the associated graphical outputs
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for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 149 — 150.

Table 18 - Pennsylvania Network Simulation Results Data Set 3

Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial \Infection 5707 | 2.346| 0.0371 i] ] 0.291 0.434 17 ] 17

Infectinr#@ T5500| 127.38 | 7488 ( 0.1184 | 127 127 | -0.048 -0.015 52 104 | 156
Infection Rate 0.243 | 0.015| 0.0002| 0.244 |0.244| 0.042 -0.011 0.11 | 0.19 | 0.3

The fourteenth simulation conducted is based on Data Set # 4, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100).

The results found from the simulation are outlined in table 18 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 150 — 151.

Table 19 - Pennsylvania Network Simulation Results Data Set 4

Mean sD SE | Median | Mode | Kurtosis | Skewness | Range [ Min | Max

Initial Infection 28.686 | 4.98 | 0.0787 29 28 0.067 0.084 38 11 419

Infection @ TS 500 | 64.496 |6.116|0.0967| 64 b5 0.138 0.061 45 42 87

Infection Rate 0.072 |0.011|0.0001| 0.072 [0.072| -0.035 0.081 0.064 | 0.042 | 0.106

The fifteenth simulation conducted is based on Data Set # 5, utilizing the susceptibility
equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to

(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
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results found from the simulation are outlined in table 19 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 150 — 151.

Table 20 - Pennsylvania Network Simulation Results Data Set 5

Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 28.783 | 4.971 | 0.OT7EL 29 28 -0.082 0.175 35 12 ay

Infection @ TS 500| 131.072| 6.966| 0.1101| 131 131 | -0.113 0.055 48 108 | 156
Infection Rate 0.0205 | 0.014 | 0.0002| 0.204 |0.208 | -0.037 0.054 0.116 | 0.152 | 0.268

The sixteenth simulation conducted is based on Data Set # 6, utilizing the susceptibility
equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 20 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 153 — 154.

Table 21 - Pennsylvania Network Simulation Results Data Set 6

Measured Statistical Ouputs Descriptive Statistics
MMean SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 28.613 | 4.987| 0.0788 29 29 -0.091 0.121 34 13 a7y

Infection @ T5 500| 137.607| 7.55 | 0.1193| 138 140 | 0.019 -0.002 53 110 | 163
Infection Rate 0.218 | 0.015|0.0002| 0.218 |0.216| 0.074 0.054 0.108 | 0.164 | 0.272

The seventeenth simulation conducted is based on Data Set # 7, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
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to (RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100).
The results found from the simulation are outlined in table 21 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 155 — 156.

Table 22 - Pennsylvania Network Simulation Results Data Set 7
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 90.24 | 6.741| 0.1066 90 89 0.026 0.007 51 67 118
Infection @ TS 500| 117.131 | 6.858 | 0.1084 | 117 115 -0.119 -0.047 45 95 140
Infection Rate 0.054 |0.009|0.0001| 0.054 |0.052| -0.109 0.139 0.056 | 0.026 | 0.082

The eighteenth simulation conducted is based on Data Set # 8, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 22 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 156 — 157.

Table 23 - Pennsylvania Network Simulation Results Data Set 8
Measured Statistical Ouputs Descriptive Statistics
MMean SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 90.473 | 6,925 0.1095 90 90 -0.074 0.015 54 61 115
Infection @ TS 500| 172.591 | 6.117 | 0.096 173 173 | -0.051 -0.027 45 145 | 193
Infection Rate 0.164 (0.012(0.0001( 0.184 |0.1e6| -0.001 0.041 0.08 | 0.124)|0.204
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The nineteenth simulation conducted is based on Data Set # 9, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 23 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 158 — 159.

Table 24 - Pennsylvania Network Simulation Results Data Set 9
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 90.423 | 6,933 | 0.1096 91 92 -0.042 -0.068 51 65 116
Infection @ TS 500 | 179.102 | 6.193 | 0.0979| 179 178 | -0.011 -0.044 41 158 | 199
Infection Rate 0.177 |0.012|0.0001| 0.178 | 0.18 -0.01 0.128 0.082 | 0.14 | 0.222

The twentieth simulation conducted is based on Data Set # 10, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.0001, region Nodes = to 0.0001, County Nodes
=10 0.0001 and the local Nodes = to 0.0001(only 1 node infected at .25 infection probability).
The results found from the simulation are outlined in table 24 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 159 — 160.

Table 25 - Pennsylvania Network Simulation Results Data Set 10

Measured Statistical Ouputs Descriptive Statistics
MMean sD SE |Median|Mode |Kurtosis|SkewnessjRange| Min | Max
Initial Infection 0.245 |(0.442 | 0.0069 1] 1] 0.568 1.384 3 ] 3

Infection @ T5 500 | 42.298 | 5.027| 0.0754 42 42 0.061 0.017 38 24 62
Infection Rate 0.084 | 0.01 | 0.0001| 0.084 |0.084| 0.047 0.017 0.076 | 0.048 | 0.124
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4.4 Federal Law Enforcement Network Simulation Results

This section provides the results of the Law Enforcement Model of Network
Susceptibility (LEMONS) for the Federal Network Architecture. The results are outlined from
the twenty-first simulation through the thirtieth simulation.

The twenty-first simulation conducted is based on Data Set # 1, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
results found from the simulation are outlined in table 25 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 162 — 163.

Table 26 - Federal Network Simulation Results Data Set 1

‘ Measured Statistical Ouputs ‘Descripr[ve Statistic 5\

Initial Infection 61.858 | 7.171| 0.1133 B2 63 0.012 0.111 53 37 50
Infection @ T5 500 | 101.829 | 8.295| 0.1311| 102 104 | -0.113 0.001 55 74 129
Infection Rate 0.08 |0.011(0.0001( O0.08 0.08 | 0.065 0.028 0.084 | 0.042| 0.126

The twenty-second simulation conducted is based on Data Set # 2, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 26 below; the associated graphical outputs
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for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 163 — 164.

Table 27 - Federal Network Simulation Results Data Set 2

‘ Measured Statistical Ouputs ‘Descripr[va Statistic 5\

Initial Infection 61.798 | 7.151 | 0.1131 B2 62 -0.067 0.113 51 36 a7
Infection @ TS 500| 234.081 | 8.678| 0.1372| 234 231 | -0.047 0.051 64 203 | 267
Infection Rate 0.245 | 0.016| 0.0003| 0.2344 |0.346| 0.003 0.093 0.116 | 0.292 | 0.408

The twenty-third simulation conducted is based on Data Set # 3, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
results found from the simulation are outlined in table 27 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 165 — 166.

Table 28 - Federal Network Simulation Results Data Set 3

‘ Measured Statistical Ouputs ‘Descﬁpth-‘e Statistic 5\

Initial Infection 62.110 | 7.161 | 0.1132 b2 B3 0.168 0.030 59 28 87
Infection @ T5 500 | 279.406 | 10.23 | 0.1617 | 280 282 | -0.206 0.012 69 245 | 314
Infection Rate 0.435 | 0.020| 0.0003| 0434 | 0.43 | -0.095 0.015 0.142 | 0.356| 0.498

The twenty-fourth simulation conducted is based on Data Set # 4, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100).
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The results found from the simulation are outlined in table 28 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 166 — 167.

Table 29 - Federal Network Simulation Results Data Set 4

‘ Measured Statistical Ouputs ‘Descripr[va Statistic 5\

Initial Infection 61.354 | 7.143| 0.113 b1 60 -0.021 0.103 47 39 80
Infection @ TS 500 | 101.308 | 8.303 | 0.131 101 103 0.037 -0.005 6o 64 130
Infection Rate 0.105 | 1.611| 0.025 0.08 |[0.076(3999.62| 63.241 |101.96| 0.04 | 102

The twenty-fifth simulation conducted is based on Data Set # 5, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 29 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 168 — 169.

Table 30 - Federal Network Simulation Results Data Set 5

‘ Measured Statistical Ouputs ‘Descﬁpth-‘e Statistic 5\

Initial Infection 61.287 | 7.304| 0.115 bl 60 0.012 0.107 54 35 89
Infection @ T5 500| 232.791| 9.101 | 0.143 233 232 | 32.072 -1.676 203 60 263
Infection Rate 0.402 | 3.694| 0.058 | 0.344 |0.346|3999.83 | 63.243 | 233.7 (0.278| 234

The twenty-sixth simulation conducted is based on Data Set # 6, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
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(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 30 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 169 — 170.

Table 31 - Federal Network Simulation Results Data Set 6

‘ Measured Statistical Ouputs ‘Descripr[va Statistic 5\

Initial Infection 61.24 | 7.189| 0.113 b1 61 -0.0328 0.072 50 38 88
Infection @ TS 500 | 277.633 | 10.34| 0.163 278 277 | -0.062 -0.033 73 239 | 312
Infection Rate 0.433 | 0.021|0.0003| 0.432 |0.440| -0.011 0.016 0.138 | 0.364 | 0.502

The twenty-seventh simulation conducted is based on Data Set # 7, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100).

The results found from the simulation are outlined in table 31 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 171 — 172.

Table 32 - Federal Network Simulation Results Data Set 7

‘ Measured Statistical Ouputs ‘Descﬁpth-‘e Statistic 5\

Initial Infection | 170.211|9.472| 0.149 170 169 | -0.021 0.014 71 135 | 208
Infection @ TS 500| 200.73 | 9.885| 0.156 201 201 | 0.043 0.036 81 162 | 243
Infection Rate 0.061 |0.010|0.0001| 0.06 |0.062| 0.086 0.105 0.072 | 0.028| 0.1
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The twenty-eighth simulation conducted is based on Data Set # 8, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 32 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 172 — 173.

Table 33 - Federal Network Simulation Results Data Set 8

‘ Measured Statistical Ouputs ‘Descripr[va Statistic 5\

Initial Infection | 170.004|9.419| 0.148 170 171 | 0.057 -0.013 72 133 | 205
Infection @ TS 500 | 305.073 | 8.687| 0.137 305 307 | 0.051 -0.059 65 270 | 335
Infection Rate 0.270 | 0.016|0.0002| 0.270 |0.268| -0.063 -0.024 0.11 (0.214|0.324

The twenty-ninth simulation conducted is based on Data Set # 9, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 33 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 174 — 175.

Table 34 - Federal Network Simulation Results Data Set 9

‘ Measured Statistical Ouputs ‘Descﬁpth-‘e Statistic 5\

Initial Infection 169.93 | 9.523| 0.151 170 169 0.051 0.004 73 137 | 210
Infection @ TS5 500 | 346.779 | 8.58 | 0.135 347 346 | -0.121 -0.113 54 317 | 371
Infection Rate 0.334 | 0.017|0.0002| 0.334 | 0.35 | -0.167 0.037 0.116 | 0.296 | 0.412
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The thirtieth simulation conducted is based on Data Set # 10, utilizing the susceptibility
equal to 0.0001, state Nodes = to 0.0001, region Nodes = to 0.0001, County Nodes = to 0.0001
and the local Nodes = to 0.0001(only 1 node infected at .25 infection probability). The results
found from the simulation are outlined in table 34 below; the associated graphical outputs for the
Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in Appendix D

on pages 175 — 176.

Table 35 - Federal Network Simulation Results Data Set 10

‘ Measured Statistical Ouputs ‘Descripr[va Statistic 5\

Initial Infection 0.308 | 0.497| 0.0078 0 0 1.125 1.309 4 0 4
Infection @ TS 500| 47.528 | 5.987| 0.0546 47 48 0.935 0.012 67 0 67
Infection Rate 0.109 | 0.947|0.014%| 0.094 | 0.096 | 39938.74 63.23 59.95 [ 0.054| 60

4.5 Federal Web-Based Law Enforcement Network Simulation Results

This section provides the results of the Law Enforcement Model of Network
Susceptibility (LEMONS) for the Federal Web-Based Network Architecture. The results are
outlined from the thirty-first simulation through the fortieth simulation.

The thirty-first simulation conducted is based on Data Set # 1, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The

results found from the simulation are outlined in table 35 below; the associated graphical outputs
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for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 178 — 179.

Table 36 - Federal Web-Based Network Simulation Results Data Set 1
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min [ Max
Initial Infection 10.213 | 3.156| 0.0498 10 9 -0.011 0.289 20 2 22

Infection @ TS 500| 14.284 | 3.775| 0.0597 14 13 0.380 0.456 28 4 32
Infection Rate 0.008 | 0.004|0.0001| 0.008 |0.006| 3.231 1.432 0.032 | 0.002 | 0.034

The thirty -second simulation conducted is based on Data Set # 2, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
results found from the simulation are outlined in table 36 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 179 — 180.

Table 37 - Federal Web-Based Network Simulation Results Data Set 2
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min | Max
Initial Infection 10.401 | 3.136 | 0.0495 10 10 -0.189 0.259 19 2 21

Infection @ TS 500| 14.398 | 3.646| 0.0576 14 14 0.099 0.344 25 4 29
Infection Rate 0.008 | 0.004|0.0001| 0.008 |0.006| 3.666 1.474 0.024 | 0.002 | 0.036

The thirty -third simulation conducted is based on Data Set # 3, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,2)/100) and the local Nodes = to (RANDBETWEEN (0,5)/100). The
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results found from the simulation are outlined in table 37 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 181 — 182.

Table 38 - Federal Web-Based Network Simulation Results Data Set 3
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min [ Max
Initial Infection 10.395 | 3.164 | 0.0500 10 10 0.072 0.251 23 1 24

Infection @ TS 300| 14.377 | 3.252 | 0.0514 14 14 0.007 0.221 24 4 28
Infection Rate 0.008 | 0.002|0.0001| 0.008 |0.008| 1.763 0.418 0.014 | 0.002 | 0.016

The thirty -fourth simulation conducted is based on Data Set # 4, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100).
The results found from the simulation are outlined in table 38 below; the associated graphical

outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 182 — 183.

Table 39 - Federal Web-Based Network Simulation Results Data Set 4
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode [Kurtosis|Skewness|Range| Min | Max
Initial Infection 51.304 | 6.541| 0.1034 51 49 0.131 0.180 43 30 78

Infection @ TS 500 55.242 | 6.853 | 0.1083 35 53 0.186 0.138 56 34 90
Infection Rate 0.008 | 0.004|0.0001| 0.006 |0.006| 2.097 1.298 0.028 | 0.002| 0.03

The thirty -fifth simulation conducted is based on Data Set # 5, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
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(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 39 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 184 — 185.

Table 40 - Federal Web-Based Network Simulation Results Data Set 5
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min [ Max
Initial Infection 51.189 | 6.573| 0.10339 51 45 0.009 0.155 45 29 74

Infection @ TS 500| 55.207 | 6.825| 0.1079 55 55 0.013 0.145 47 34 81
Infection Rate 0.008 | 0.004|0.0001| 0.008 |0.006| 2.347 1.326 0.026 | 0.002 | 0.028

The thirty -sixth simulation conducted is based on Data Set # 6, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,15)/100) and the local Nodes = to (RANDBETWEEN (0,25)/100). The
results found from the simulation are outlined in table 40 below; the associated graphical outputs

for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 185 — 186.

Table 41 - Federal Web-Based Network Simulation Results Data Set 6
Measured Statistical Ouputs

Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness |Range| Min | Max
Initial Infection 51.276 | 6.537| 0.1033 51 50 0.133 0.056 45 29 74

Infection @ TS5 500| 55.246 | 6.589| 0.1041 35 35 0.108 0.041 47 32 79
Infection Rate 0.008 | 0.002)|0.0001| 0.008 |0.008| 1l.434 0.429 0.014 | 0.002 | 0.016
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The thirty -seventh simulation conducted is based on Data Set # 7, utilizing the
susceptibility equal to 0.0001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes =
to (RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100).

The results found from the simulation are outlined in table 41 below; the associated graphical
outputs for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 187 — 188.

Table 42 - Federal Web-Based Network Simulation Results Data Set 7
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min [ Max
Initial Infection |147.7535| 8.745|0.1382| 148 147 | -0.005 -0.043 60 115 179
Infection @ TS 500 | 151.780 | 8.902 | 0.1407| 152 150 0.061 -0.021 63 121 | 184
Infection Rate 0.008 |0.004|0.0001| 0.008 |0.004( 3.263 1.473 0.036 | 0.002 | 0.038

The thirty -eighth simulation conducted is based on Data Set # 8, utilizing the
susceptibility equal to 0.001, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 42 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 188 — 189.

Table 43 - Federal Web-Based Network Simulation Results Data Set 8
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode [Kurtosis|Skewness|Range| Min | Max
Initial Infection | 147.531|8.443|0.1335( 147 148 0.036 0.012 63 116 | 179
Infection @ TS 500 | 151.549 | 8.661 [ 0.1369| 152 152 0.101 0.049 69 118 | 187
Infection Rate 0.008 |(0.004|0.0001| 0.008 |0.006| 2.925 1.428 0.03 | 0.002)0.032
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The thirty -ninth simulation conducted is based on Data Set # 9, utilizing the
susceptibility equal to 0.01, state Nodes = to 0.001, region Nodes = to 0.01, County Nodes = to
(RANDBETWEEN (0,25)/100) and the local Nodes = to (RANDBETWEEN (0,75)/100). The
results found from the simulation are outlined in table 43 below; the associated graphical outputs
for the Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in

Appendix D on pages 190 — 191.

Table 44 - Federal Web-Based Network Simulation Results Data Set 9
Measured Statistical Ouputs Descriptive Statistics
Mean | SD SE |Median|Mode |Kurtosis|Skewness|Range| Min [ Max
Initial Infection |147.572|8.522|0.1347| 148 148 | -0.037 -0.023 63 116 | 179
Infection @ TS 500 | 151.558 | 8.591 | 0.1358| 152 153 -0.026 -0.013 62 120 | 182
Infection Rate 0.008 |(0.002|0.0001| 0.008 |0.008 | 2.192 0.835 0.022 | 0.002 | 0.024

The fortieth simulation conducted is based on Data Set # 10, utilizing the susceptibility
equal to 0.0001, state Nodes = to 0.0001, region Nodes = to 0.0001, County Nodes = to 0.0001
and the local Nodes = to 0.0001(only 1 node infected at .25 infection probability). The results
found from the simulation are outlined in table 44 below; the associated graphical outputs for the
Initial Infection, Infection at Timestep 500, and Infection Rate can be reference in Appendix D

on pages 191 — 192.
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Table 45 - Federal Web-Based Network Simulation Results Data Set 10

Measured Statistical Ouputs

Descriptive Statistics

Mean | SD SE |Median|Mode | Kurtosis|Skewness|Range| Min | Max
Initial Infection 0.294 | 0.481| 0.0076 0 0 0.228 1.219 2 0 2
Infection @ TS 500| 4.342 | 2.067| 0.0327 4 3 2.099 1.215 12 2 14
Infection Rate 0.008 |0.004|0.0001| 0.008 |0.006| 2.291 1.394 0.026 | 0.002 | 0.028

Although all the above tables clearly identify and layout the statistical results per data set

by network structure the ability to cross reference infection rates by network is needed. The

infection rate comparison provides the ability to understand the infection rate in relation to the

node count as well as the network design increasing the foundation. Table 45 below outlines

each network outlined above providing the infection rate organized by data for easy comparison.

Table 46 - Network Infection Rate Comiarison

Nodes 277 285 561 405
Edges 276 284 560 404
Density 0.00722 0.00701 0.00356 0.00493
Average Degree | 1.9928 1.9930 1.9928 1.0951

Data Set 4 0.039 0.072 0.105 0.008
Data Set 5 0.167 0.205 0.402 0.008
Data Set 6 0214 0218 0.433 0.008




Based on the ten data sets when viewing Table 45 analyzing the infection rate increase by
topology and infection probability is able to be outlined as follows. Data set one shows an
infection rate increase by 0.037 (3.7%) from Florida to Pennsylvania, an infection rate increase
by 0.035 (3.5%) from Florida to the Federal Network, an infection rate decrease by -0.002 (-0.2
%) from Pennsylvania to the Federal Network, and a -0.072 (-7.2%) infection rate decrease from
the Federal Network to the Federal Web-Based Topology. Data set two shows an infection rate
increase by 0.041 (4.1%) from Florida to Pennsylvania, an infection rate increase by 0.155
(15.5%) from Florida to the Federal Network, an infection rate increase by 0.114 (11.4 %) from
Pennsylvania to the Federal Network, and a -0.337 (-33.7%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set three shows an infection rate
increase by 0.004 (0.4%) from Florida to Pennsylvania, an infection rate increase by 0.196
(19.6%) from Florida to the Federal Network, an infection rate increase by 0.192 (19.2 %) from
Pennsylvania to the Federal Network, and a -0.427 (-42.7%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set four shows an infection rate
increase by 0.033 (3.3%) from Florida to Pennsylvania, an infection rate increase by 0.066
(6.6%) from Florida to the Federal Network, an infection rate increase by 0.033 (3.3 %) from
Pennsylvania to the Federal Network, and a -0.097 (-9.7%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set five shows an infection rate
increase by 0.038 (3.8%) from Florida to Pennsylvania, an infection rate increase by 0.235
(23.5%) from Florida to the Federal Network, an infection rate increase by 0.197 (19.7 %) from

Pennsylvania to the Federal Network, and a -0.394 (-39.4%) infection rate decrease from the
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Federal Network to the Federal Web-Based Topology. Data set six shows an infection rate
increase by 0.004 (0.4%) from Florida to Pennsylvania, an infection rate increase by 0.219
(21.9%) from Florida to the Federal Network, an infection rate increase by 0.215 (21.5 %) from
Pennsylvania to the Federal Network, and a -0.425 (-42.5%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set seven shows an infection rate
increase by 0.025 (2.5%) from Florida to Pennsylvania, an infection rate increase by 0.032
(3.2%) from Florida to the Federal Network, an infection rate increase by 0.007 (0.7 %) from
Pennsylvania to the Federal Network, and a -0.053 (-5.3%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set eight shows an infection rate
increase by 0.031 (3.1%) from Florida to Pennsylvania, an infection rate increase by 0.137
(13.7%) from Florida to the Federal Network, an infection rate increase by 0.106 (10.6 %) from
Pennsylvania to the Federal Network, and a -0.262 (-26.2%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set nine shows an infection rate
increase by 0.007 (0.7%) from Florida to Pennsylvania, an infection rate increase by 0.184
(18.4%) from Florida to the Federal Network, an infection rate increase by 0.177 (17.7 %) from
Pennsylvania to the Federal Network, and a -0.346 (-34.6%) infection rate decrease from the
Federal Network to the Federal Web-Based Topology. Data set ten shows an infection rate
increase by 0.038 (3.8%) from Florida to Pennsylvania, an infection rate increase by 0.063
(6.3%) from Florida to the Federal Network, an infection rate increase by 0.025 (2.5 %) from
Pennsylvania to the Federal Network, and a -0.101 (-10.1%) infection rate decrease from the

Federal Network to the Federal Web-Based Topology.
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Based on the above outlined results the increase in infection rates from Florida to
Pennsylvania is consistent among all ten data sets based in the 8-node increase from the Florida
topology to the Pennsylvania topology. The average increase in infection rate between Florida
and Pennsylvania utilizing the 0.0001 the average susceptibility parameter is 0.0316 (3.16%), for
the 0.001 the average susceptibility parameter is 0.0366 (3.66%) and the 0.01 average
susceptibility parameter is 0.005 (0.5%). The increase in infection rates from Florida topology to
the Federal topology is consistent among all ten data sets based in the 284-node increase from
the Florida topology to the Federal topology. The average increase in infection rate between
Florida and the Federal level utilizing the 0.0001 susceptibility parameter is 0.044 (4.4%), the
0.001 susceptibility parameter is 0.175 (17.5%) and the 0.01 susceptibility parameter is 0.199
(19.9%). The increase in infection rates from Pennsylvania topology to the Federal topology is
consistent among all ten data sets based in the 276-node increase from the Pennsylvania topology
to the Federal topology. The average increase in infection rate between Pennsylvania and the
Federal level utilizing the 0.0001 susceptibility parameter is 0.012 (1.2%), the 0.001
susceptibility parameter is 0.139 (13.9%) and the 0.01 susceptibility parameter is 0.194 (19.4%).
The decrease in infection rates from the Federal level topology to the Federal Web-Based
topology is consistent among all ten data sets based in the 156-node decrease from the Federal
level topology to the Federal Web-Based topology. The average increase in infection rate
between Federal level topology to the Federal Web-Based topology utilizing the 0.0001
susceptibility parameter is -0.074 (-7.4%), the 0.001 susceptibility parameter is -0.331 (-33.1%)

and the 0.01 susceptibility parameter is -0.399 (-39.9%).
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CHAPTER 5: SUMMARY OF FINDINGS

This section provides a summary of the results, contributions to the research, issues, and
limitations encountered during the research, and the potential for future research as well as the

implementation of the Law Enforcement Model of Network Susceptibility (LEMONS).

5.1 Results and Contributions

Based on the cybersecurity risks and issues on the rise in correlation to the Law
Enforcement community networks, the research of infection probabilities at the various law
enforcement levels is truly critical and possess the potential to directly affect the security of the
Law Enforcement Network structures at all levels and agencies. This work and research were
focused on the shifting network topologies in relation to the infection probabilities identifying
the infection rates in correlation to the virus injected within a specific network. The simulated
virus was utilized in the form of the susceptibility of the network in conjunction with the random
number generation compared to the infection probabilities determining the initial status of each

and every node within the simulation.
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5.1.1 Infection Rate Comparison

The results comprised in chapter 4 can be analyzed based on the node counts and
infection rates based on the data sets by network structure. There are several observations that
can be made according to the data outcome, where the first major observation is based on the
number of nodes within a given network architecture will increase the infection rate based on the
connections available to increase the spread of a virus. This is clearly identified when viewing
table 45 in chapter 4, which provides the comparison for each topology utilized identifying the
web-based topology as the lowest risk for infection spread. The second observation is the level
of infection probabilities at each of the node levels dramatically alters the infection rate based on
the network topology in relation to the infection probability levels. The nodes located at the
local level pose a greater risk for infection as the data sets are cycled through produce higher
levels of infection rates based on the RANDBETWEEN (0,75)100, which identifies the highest
level of infection probability within the simulation. The nodes at the county level pose the
second greatest threat for infection spread based on the infection probability within the data sets.

Based on the above statistical analysis provided in chapter 4, one can conclude by
utilizing a topology where network communications pass through from the local level to the
county level to the region and to the state creates a more vulnerable platform for infection to
spread based on the paths for information to travel increasing risk. The conclusion proven with
statistical data regardless of the vulnerability of the nodes at various level the web-based
approach is the most secure network topology to be utilized creating less intrusion risks when

utilizing a singular tunnel for information sharing, while simultaneously monitoring the security
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of the tunnel. Even with vulnerable nodes the mitigation of spread is provided based on the

security of the main hub node ensuring increased network security.

5.1.2 Research Question I (RQ1) Results

The answer to RQ 1 is the infection probability at the Federal, state, region, County and
local Nodes directly impact the spread of the infection. The infection is spread at higher rates
throughout the topology if the infection probabilities are higher among the nodes creating more
risk for not only initial infection but also infection throughout the simulation. It should be noted
that for the simulation the probabilities selected were essential in the comprehension of spread
impacts among law enforcement agency vulnerabilities (nodes) as the lower infection

probabilities did, in fact, mitigate the infection spread at a much higher rate.

5.1.3 Research Question 11 (RQII) Results

The answer to RQ Il is shifting the topology alone, whether increasing/decreasing the
node count or utilizing the web-based topology does in fact directly affect the infection rate.
Adding nodes within a network structure increases the infection spread due to the increased
network density (connections) among the nodes. However, the exception, by increasing the node
count and eliminating the path of travel for information travel utilizing the web-based topology
mitigates the infection spread dramatically by approximately -0.101 (10.1%) from the Federal
Network utilizing the susceptibility 0.0001 and 0.0001 infection probability for all nodes. The

susceptibility alteration does, in fact, increase the infection as the susceptibility increases from
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0.0001 to 0.001 to 0.01 which varies based on the topology utilized. In relation to each other the
topology and susceptibility, increases the infection rate based on node counts as well as overall
susceptibility. The overall impact of the topology and susceptibility provides the foundation for
analysis amongst the selected network in relation to the overall security providing the ability to

input real world network security measures into the simulation.

5.1.4 Research Question 111 (RQIII) Results

The answer to RQ 111 is by modifying network topology does in fact increase network
security based on the statistical outcomes outlined in the above section 5.1.1 Infection Rate
Comparison. The modification of the topologies by eliminating edges increases the network
security mitigating the infection rate. This is compared to having multiple information tunnels
for collaboration versus forcing all information to travel through one tunnel of flow which is

closely managed for cyber spear phishing threats.

5.1.5 Research Question IV(RQIV) Results

The answer to RQ 1V is the information flow among the various network topologies is
determined based on the edges within the specific network creating the path of travel for
information. In the Florida, Pennsylvania, and Federal Networks the configurations are similar
where the information travels from the lowest level node through three levels of nodes to reach
the N-DEx node, and the Federal Web-Based the information must on travel through one node to

reach the N-DEX node. The impact of this is information flow is constricted when in a complex
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network versus non-complex (web-based) as well as taking into account the infection
probabilities per node creating a very complex model to understand the effects of viruses within
the network.

Understanding the results and comparison of the topologies presented provides the
foundation for real-world data to be entered into the Law Enforcement Model of Network
Susceptibility (LEMONS) platform the following two sections 5.2 and 5.3 outline the proposed

methods to establish the real-world infection probabilities for law enforcement agencies.

5.2 Network Vulnerability Measurement

In the current Cyber operational domain, the ability to acquire and utilize real time
network data from law enforcement agencies are considered to be a risk based on the sensitivity
of the data as well as the classification of the model to execute the analysis. Therefore, the
infection probabilities are all assumed (fabricated using Microsoft Office Excel) to achieve
realistic comparable results. The development of real data based on the vulnerability of a
specified law enforcement agency network would be calculated based on the research from
Metrics of Security (Cheng, Deng, Li, Deloach, & Singhai, 2012) identifying the VVulnerable
Host Percentage (VHP). The VHP metric can represent the overall security level of a desired
network. The number of vulnerable hosts within a desired law enforcement network is able to be
derived by conducting a scan of a network utilizing a vulnerability scanning tool, which
identifies the number of active ports The equation for deriving the VHP is represented below in

Equation 1 modified from Metrics of Security (Cheng, Deng, Li, Deloach, & Singhai, 2012).
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Equation 1 represents the identified network, V is the sum of vulnerable hosts, and H is the sum

of all hosts within the desired law enforcement network (Cheng, Deng, Li, Deloach, & Singhai,

2012).

|4
100 Xy
2

VHP(G) = (8)

The vulnerable host percentage equation has been simplified to the lowest level to allow
for simple and quick real data collection as well as input into the database. The ability to input
real, accessible data would provide a platform for all agencies to utilize in order to assess their
cyber readiness against other agencies. After identifying the vulnerabilities associated with a
specified network the next step is to identify the severity of each vulnerability identified based
on the Common Vulnerability Scoring System (CVSS) which is identified in Table 2 below

reprinted from Metrics of Security (Cheng, Deng, Li, Deloach, & Singhai, 2012).

Table 47 - Severity levels of Vulnerabilities

CVSS Score Severity Level Guidance

7.0 through 10.0 High Severity Must be corrected with the highest priority

4.0 through 6.9 Medium Severity Must be corrected with high prionty

0.0 through 3.9 Low Severity Encouraged, but not required, to correct these vulnerabilities

Note. Reprinted from “Metrics of Security”, by Cheng, Y., Deng, J., Li, J., Deloach, S., & Singhai, A., 2012,
National Institute of Standards and Technology
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The past research conducted in relation to the vulnerability of the network as it pertains to
the infection probabilities provides the foundation for enhancing the ability to input reliable,
measurable, and effective data in to the simulation. Understanding the research conducted
provides the ability to effectively calculate the infection in conjunction with the human factor
research outlined in the section below. It is should be noted this has been introduced as a

stepping model with the intent to develop a probability model for real time infection data.

5.3 Human Factor Vulnerabilities Analysis

The Human Factor contribution to the model development has been researched in depth
using surveys and questionnaires to assess the vulnerabilities within various organizations. This
research methodology was conducted by Sten Mases outlined in the report Evaluation Method
for Human Aspects of Information Security which outlines critical aspects of the vulnerabilities
relating to the human in the loop risks (Mases, 2015). The first aspect of this research is relevant
to the Law Enforcement Model with the understanding of the vulnerabilities associated with the
human factors concept among the informational platforms of the law enforcement community
creating large risks for sensitive data. The evaluation method outlined in this paper address the
knowledge-attitude-behavior (KAB) model which iterates the role of knowledge as it pertains to
the logical relation to the intentionally related behaviors, where the KAB model suggests the
behavior of an individual changes gradually (Méses, 2015). It is important to highlight this study
states clearly the belief the relationship between knowledge, attitude and behavior is influenced
by many individuals, intervention and organizational factors (Mé&ses, 2015). The KAB model
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was used to create a prototype for assessing information security awareness and as it pertains to
the Law Enforcement Model Design would contribute to the calculation of the infection
probability for the law enforcement organizations (Mases, 2015).

The use of the KAB model provided the foundation for the ability to develop and
evaluation of the human factor relating to information security by examining defined
characteristics (Méses, 2015). The examination questions identified within this report measured
the security conscious behavior pertaining to information security were open-ended addressing
information sharing, sensitive information handling and password management (Mases, 2015).
Although the method to change security awareness is the intent of this research paper the Law
Enforcement Model Design is only interested in the risk-oriented behaviors relating to the
probability values. In an attempt to discover the knowledge, attitudes and behaviors relating to
the issue of information security within a desired network 35 questions were developed
regarding the Golden rules (Méses, 2015) as outlined in Chapter 1. The 35 questions were
derived relating to 21 sub-areas outlined in the paper Evaluation Method for Human Aspects of
Information Security which provided the feedback for the information security vulnerability or as
it relates to the Law Enforcement Model Design infection probabilities values respective to the
node levels. The questions utilized for the relative exam are located within the document which
are necessary to be implemented within any law enforcement organization to determine the
levels of knowledge and experience within the cyber operational domain.

Although the above research was conducted to implement a survey and experiment with
ability to derive results-based data for the Law Enforcement Model into a scalable table is

essential to achieve a probability for analysis. The methodology for the development of the
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criteria table, as well as the grading table for the purpose of finding a desired probability has
been developed which is outlined in “A Human Error Probability Estimate” by C.S. do
Nascimento and R.N. de Mesquita (Nascimento & Mesquita, 2009). This research provides the
fundamental understanding and association with the education levels as well as experience on the
job creating a measurable scale. The development of variable groups within the criteria provides
the ability to assess knowledge level in correlation with years of experience (Nascimento &
Mesquita, 2009). The grading table was introduced to weight the data composition creating the
ability to formulate the total for both Network Education as well as Experience as it relates to the
Law Enforcement Network Model (Nascimento & Mesquita, 2009). The Network Security
Vulnerability Assessment Criteria was modified from the original in the research paper to
address the probability of infection statuses within the Law Enforcement Model. The table can

be viewed below.

Table 48- Network Security Vulnerability Assessment Criteria (modified from (Nascimento & Mesquita, 2009)

NETWORK SECURITY EDUCATION POINTS (P1) EXPERIENCE (vears) POINTS (P2)
Masters 1 2810 35 1
Graduate l 21to 27 2
Bachelors 3 14 to 20 3
High School 4 7to13 4
MNone 3 ltob 5

The modification of the criteria table provided the foundation for the development of the

grading table Network Security Vulnerability Grading Table which was derived from the above
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identified research paper regarding assessment. The Network Security Vulnerability Grading

Table can be viewed below.

Table 49- Network Security Vulnerability Grading Table (modified from (Nascimento & Mesquita, 2009)

OPEEER NETWORK SECURITY EDUCATION POINTS (P1) EXPERIENCE (vears) POINTS (P2) ®1 _’I_f ;)

L1 Master 1 30 1 2
L2 Graduate 2 32 1 3
L3 Graduate 2 27 2 4
L4 High School 4 18 3 7
L5 Bachelors 3 10 4 7
L6 High School 1 12 4 8
L7 None ) 10 4 9

TOTAL =% PEi 40

The foundation provided by C.S. do Nascimento and R.N. de Mesquita in the

development of the tables above leads directly to the equation formulation which was modified

from the original variation to meet the output requirements of the infection-based probabilities

within the Law Enforcement Model Design. The equation represented for the Human Factor

Network Vulnerability Value (HFNVV) is calculated by taking the PEi value (P1 + P2) which is

then divided by the ) PEi (total value of all possible PEi combinations). The outcome is then

multiplied by 2.777775 to account for 50 percent of the infection probability values based on the

assumption the Human in the Loop factor is significant. The explained equation above is

outlined below:

HFNVV =

PEiQ
SPEi
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5.4 Future Work and Limitations

The Law Enforcement Model of Network Susceptibility (LEMONS) product has been
developed in such a manner that future work is able to be conducted in conjunction with already
established databases as well as code structures. The work that could be implemented in the
future is firstly the ability to establish the code for recovery of an infected network node creating
the ability to alter the infection rate over the timestep periods within the simulation. In
conjunction with the recovery aspect of the code the database can be altered to increase the state
count as well as the local node increasing the complexity of the model to more accurately
replicate the live network. The critical aspect of the future work is that it is not limited but rather
enhanced based on the technological changes to come within the cyber community. The ability
to implement unforeseen desired advantages for the simulation aspect to increase the
understanding of the law enforcement network vulnerabilities.

The limitations that occurred within the timeframe of conducting the research, design and
implementation of this thesis project were a wide range of aspects. The first limitation
encountered during the development of the Law Enforcement Model of Network Susceptibility
(LEMONS) was limited coding knowledge and ability creating various road blocks as well as
time-consuming weeks to complete the design. The second limitation encountered during the
research and development was the lack of established similar model designs creating the need to

develop the model from the ground up to provide the foundation for the CSV file usage allowing
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for data inputting simple. The limitations are not stoppages but rather hurdles along the way that

restricted the development of the desired outcome.
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APPENDIX A. HAND SKETCHED NETWORK DIAGRAM NODE LAYOUT
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APPENDIX B. DIGITAL NODE DIAGRAMS
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Florida Region A — Pensacola Region

Florida Region B — Tallahassee Region
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Florida Region C — Jacksonville Region
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APPENDIX C. COMPLETE PTYHON CODE FOR MODEL AND SIMULATION
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#!/usr/bin/env python

# encoding: utf-8

# Modified slightly from the gist at:

# http://timotheepoisot.fr/2012/05/18/networkx-metapopulations-python/
import networkx as nx

import numpy as np

import matplotlib.pyplot as plt

import csv

Agencies = 1 # Number of patches

Infected = 0.0001 # Probability of Infection

Susceptible = 0.01 # Probability of being Susceptible

Initial_Infection = 0.001 # Probability that a patch will be infected at the beginning
P_init_local = 0.005 # made this high to weight the edge of the graph to start

n_size =[]

G = nx.Graph()

plt.figure(figsize=(20, 15))

Time = [0]

mFileName = "Florida_Law_Enforcement_Network.csv"
counter =0

class patch:
def __init__ (self, status=0, pos=0):
self.status = status

self.pos = pos

def _str_ (self):
return (str(self.status))

def LoadData(file):
# Ty way. or the high way.
global counter
Stat = 1 if np.random.uniform() < Initial_Infection else O
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)
p_top = patch(Stat, counter)
node = G.add_node(p_top, time="1pm', name="N-DEX")
counter = counter + 1
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n_size.append(10000)

with open(file, newline=") as csvfile:
reader = csv.DictReader(csvfile)
state = ""
oldstate = ""
state_counter =0
county_counter =0
region_counter =0
local counter =0
region =""
oldregion =""
county ="
oldcounty ="
local ="
oldlocal =""
p_state ="

p_reg ="
p_count =""

for row in reader:
# Print the data (for debugging purposes - comment out.)
# print(row['state'], row['state_infection'], row['region], row['region_infection'],
row['county],
# row['county_infection'], row['local’], row['local_infection'])

# This is quick and dirty just to prove you can do it.
state = row['state’]
# state level.
# if its a new state make a new top node.
if state != oldstate:
# Stat = 1 if np.random.uniform() < state_infection else 0
Stat = 1 if np.random.uniform() < float(row|['state_infection']) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)
p_state = patch(Stat, Pos)
G.add_node(p_state, name=state)
G.add_edge(p_top, p_state, weight=.25)
state_counter = counter
counter = counter + 1
oldstate = state
n_size.append(int(row['state_node_size']))

region = row['region’]
if region != oldregion:
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# Stat = 1 if np.random.uniform() < region_infection else 0

Stat = 1 if np.random.uniform() < float(row['region_infection']) else O
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)
p_reg = patch(Stat, Pos)

G.add_node(p_reg, name=region)

G.add_edge(p_state, p_reg, weight=.25)

region_counter = counter

counter = counter + 1

oldregion = region

n_size.append(int(row['region_node_size))

county = row['county’]
if county != oldcounty:
# Stat = 1 if np.random.uniform() < county_infection else 0
Stat = 1 if np.random.uniform() < float(row['county_infection']) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)
p_count = patch(Stat, Pos)
G.add_node(p_count, name=county)
G.add_edge(p_reg, p_count, weight=.25)
county_counter = counter
counter = counter + 1
oldcounty = county
n_size.append(int(row['county_node_size))

local = row['local’]
if local != oldlocal:
Stat = 1 if np.random.uniform() < float(row['local_infection]) else 0
Pos = (np.random.uniform() * 10 - 5, np.random.uniform() * 10 - 5)
# local level
p_loc = patch(Stat, Pos)
G.add_node(p_loc, name=local)
G.add_edge(p_count, p_loc, weight=.25)
local_counter = counter
counter = counter + 1
n_size.append(int(row['local_node_size'))

def Status():
for n in G.nodes():
return n

def Simulate(Infection):
for timestep in range(500):
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Status()
## Check for infections
for n in G.nodes():
if n.status == 1 and np.random.uniform() < Infected:
n.status = 1
## Check for Agencies that are infected
for n in G.nodes():
if n.status == 0:
neighb = G[n] # That's it, a list of the neighbors
for nei in neighb:

if nei.status == 0:
if np.random.uniform() < Susceptible:
nei.status = 1
break

Time.append(timestep + 1)
Infection.append(np.sum([n.status for n in G]) / float(Agencies))

def main():
print("Loading Data from file.... ", mFileName)
LoadData(mFileName)
pos = {}
for n in G.nodes():
pos[n] = n.pos
occup = [n.status for nin G]

degree = nx.degree_centrality(G)

print(degree)

bw_centrality = nx.betweenness_centrality(G, weight=10)
print(bw_centrality)

plt.title('Initial Infection Status', fontsize=30)
nx.draw(G, center=1581, node_size=(n_size), node_color=occup, with_labels=False,
cmap=plt.cm.plasma,
vmin=0, vmax=1)

plt.savefig('beginning_infection/Florida_Law_Enforcement_network_start_infection_01[25_75].
png’)
plt.show()

Infection = [np.sum([n.status for n in G]) / float(Agencies)]
Simulate(Infection)

plt.figure(figsize=(20, 15))
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plt.title("Post Simulation Infection Status', fontsize=30)
nx.draw(G, center=1581, node_size=(n_size), node_color=[n.status for n in G],
with_labels=False,
cmap=plt.cm.plasma, vmin=0, vmax=1)

plt.savefig('end_infection/Florida_Law_Enforcement_network_end_infection_01[25_75].png’)
plt.show()

# line plot

plt.title('Node Infection over Time', fontsize=15)

plt.plot(Time, Infection)

plt.xlabel('TIME")

plt.ylabel('INFECTED")

# Customize the major grid

plt.grid(which="major’, linestyle="-", linewidth="0.5', color="red")
# Customize the minor grid

plt.grid(which="minor", linestyle="", linewidth="'0.5", color="black)
plt.savefig(‘'infection_timeplot/Florida_Law_Enforcement_network_plot_01[25_75].pdf")
plt.tight_layout()

plt.show()

data = [np.sum([n.status for n in G]) / float(Agencies)]
print(nx.info(G))
print(nx.degree_histogram(G))
density = nx.density(G)

el = sum(occup)

e2 = sum(data)

e3 = (e2 -el)/500

print("Network density:", density)
print(‘Initial Node Infection =', el)
print('Nodes Infected =", e2)
print('Infection Rate =", e3)
print(el)

print(e2)

print(e3)

#print(el, e2, e3, file=open("output_0001_0001_0001.txt", "a™))

if _name_ ==" main__ "
main()
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APPENDIX D. FLORIDA NETWORK DATA GRAPHS AND STATISTICS
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FL: Data Set 2 (IR) :u=0.190, 0=0.011
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Rate of Occurrence

FL: Data Set 3 (ll) :u=5.475, 0=2.291

Rate of Occurrence

21 A t | Mean 5475
1 1 I I I Standard Error 0.036222186!
1.0 1 : : : : : Median 5
1 1 I i I Mode 5
: : i : : : Standard Deviation 2200802194
0.8 4 i i i 1 1 Sample Vaniance 5.248187047
I I I I 1 Kurtosis 0.111559783
i i ' | ; Skewness 0.408359009)
0.6 : I : I : [Range 16
I i I : I P linimum 0
1 I 1 1 1 Maximum 16
0.4 : : : : : w+ 1o 7.7658021041
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FL: Data Set 3 (1@500) u=124.734, 0=6.949
: : | | Mean 124 7345
0.12 4 I ] 1 1 Standard Error 0.109883557
: : : Median 125
1 | 1 Mode 122
0101 : : | Standard Deviation 6.040646332
I I Sample Variance 48.20758415
0.08 4 : : [Kurtosis -0.179991383
i | Skewness -0.013009492
| | [Range 45
0.06 1 b | Minimum 101
I I Maximum 146
0.04 4 { | u+ 1o 131.6841463
I I - 1o 117.7848537
: ” H : u+20 138.6337927
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Rate of Occurrence

FL: Data Set 3 (IR): u=0.239, 0=0.014
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FL: Data Set 4 (Il): u=30.632, 0=5.121
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Miean 0.238519
Standard Error 0.000218634
Median 0.238
Mode 0.238
Standard Deviation 0.013828809
Sample Variance 0000191238
[Kurtosis -0.009398601
Skewness 0.025557976
[Range 0.098
MIinimum 0.188
Miaximum 0.286
n+ 1o 0.252347809
u-1lo 0.224690101
u+2o 0266176708
W -2g 0.210861202
Confidence Level(05.0%)] 0.000428684
I - can [ - - 1o
[C=PDF [N =-+/-2c
Mean 30.63175
Standard Error 0.080087064
Median 30
Mode 30
Standard Deviation 512212856
Sample Variance 26.23620000
Kurtosis 0.083277483
Skewness 0.170324184
Range 39
NMinimum 13
MMaximum 52
+1a 3575387856
-lg 2550062144
+2q 40.87600712
- 2o 20.38749288
Confidence Level(95.0%)| 0.158781549
I - can N - - 1o
[C=PDF [N = +- 20
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Rate of Occurrence

FL: Data Set 4 (I@500) : u=50.150, 0 =5.889
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FL: Data Set 4 (IR) : = 0.039, o =0.008
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Mean 5013
Standard Error 0.003123133
Median 50
Mode 40
Standard Deviation 5 88062409
Sample Variance 34.68767192
[Kurtosis -0.07526023
Skewness 0.005070314
[Range 40
Minimum 32
Maximum 72
-+ 1o 56.03962409
-1c 44 26037591
I+ 2 61.92924818
W -2c 38.37075182
Confidence Level(95.0%)| 0182573246
I - \eon [ - 1o
[C1=-FPDF N -+/-20
Mean 0.0390365
Standard Error 0.000121447
Median 0.038
Mode 0.036
Standard Deviation 0.007680978
Sample Variance 5. 80074E-05
Kurtosis -0.042690096
Skewness 0.12287905
Range 0.052
Minimum 0.014
Maximum 0.066
+1g 0.046717478
-lo 0031355522
+2a 0.054398455
- 20 0.023674545
Confidence Level(95.0%) | 0.000238104
I - can [ - - 1o
[C=PDF [N = +- 20



Rate of Occurrence

Rate of Occurrence

FL: Data Set 5 (Il) : u=30.043, 0=5.078

0.200 + : : I : : Mean 30.04275
! I I i Standard Error 0.08030313
0.175 1 I I i) ] Median 30
L P Mode 28
0.150 4 : I : ll Standard Deviation 5.078815908
| | 1 Sample Variance 25.79437103
0.125 4 1 I 1 Kurtosis 0.000304529
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0.100 A I I 1 Range 40
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0.075 [ a1 NMaximum 5]
: : u+ 1o 3512156501
0.050 4 | 1 I-1g 24 96303400
: “ , - w20 10.88511818
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"ﬂ ‘ H H‘ 1 \Confidence Level(95.0%) | 0.157438805
0.000 : mlllm | Jiriflan :
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Initial Nodes Infected [ 1=PDF I = +- 2
FL: Data Set 5 (I@500) :p=113.509, oc=6.163
o.16 4 : : : : Mean 113.500
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0144 : : 1 | Median 113
1 I I I Mode 113
012 | : ! ' | Standard Deviation 6.163474353
’ 1 1 1 | Sample Variance 37.9884161
1 I I | :
0.10 4 " | : ' Kurtosis 0018227192
1 1 1 1 Skewness 0.049000132
1 1 I
0.08 1 I ] Range A
1 M 1 Minimum o1
0.06 1 : : Maximum 135
" I W+ 1o 110 6724744
0.04 : : L-1g 107.3455256
1 \ | w+2c 125 8350487
0.02 { 'ﬂﬂ ”’l' u-2o 101.1820513
“ﬁ””” Hl ”" !_n - Confidence Level(95.0%) | 0.191062367
T Hfan - .
0.00 == T T
a0 100 110 120 130 B - Mican [ - - 1o
Nodes Infected @ TS 500 [C=PDF (N =+/- 20
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Rate of Occurrence

FL: Data Set 5 (IR) :u=0.167, 0=0.012

Rate of Occurrence

80 \ - tan - : Mean 0.1669325
[ I il [ Standard Error 0.00018595
70 - : : ! : Median 0.168
[ I ] I I Mode 0.17
60 1 " ' : : : Standard Deviation 0.011760528
| 1 I 1 Sample Variance 000013831
50 4 : : : : Kurtosis -0.037680305
1 1 1 1 Skewness 0.004155083
40 4 I | | I Range 0.084
I ! I I Minimum 0.126
30 I I I Maximum 021
{ ! ; : b+ 1o 0.178693028
20 4 I | - 1o 0.155171072
: || ! | ! b+ 20 0.190453556
10 I ” L-20 0143411444
i ”!‘I" || ! : || ||“ ﬂ“? n (Confidence Level(95.0%) | 0.000364566
Sl i
° 0.14 0.16 0.18 0.20 B - can N - - 1o
Infection Rate [ =PDF N =+- 20
FL: Data Set 6 (ll) : u=30.279, 0=5.067
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0.20 1 ] ] (] 1 -
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] i i i Mode 31
: I | : Standard Deviation 5.067365003
0.15 - i i i i Sample Variance 25 67818808
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i . I Skewness 0.134467935
: : Range 36
0.10 i 1 MMinimum 15
1 1 MMaximum 51
' ! < 1g 35.34661500
] | ‘1o 75 21188491
0.051 : ” i +g 40.41308019
1“ " | g 2014451981
[! | H || " ! Confidence Level(95 0%) | 0.157083929
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Rate of Occurrence
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FL: Data Set 6 (I@500) : u=137.501, 0=17.148
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Mean 137.50125
Standard Error 0.113032032
Mhedian 138
Mhode 138
Standard Deviation 7.148830314)
Sample Variance 5110577488
[Kurtosis -0.1950103 78]
Skewness -0.027567907
Range 44
Minimum 114
Maximum 160
L+ 1o 144 6500803
L-1g 130.3524107
L+ 2g 151.7980106
L - 2g 123.2035894
IConfidence Level(25.0%) | 0.221607549
I - an [ - - 1o
C=PDF [N =+-10
Mhean 0.214444
Standard Error 0.000224741
Mhedian 0.214]
Mode 0.216]
Standard Deviation 0.014213844
Sample Variance 0.000202033
[Kurtosis -0.114288784
Skewness 0.027828824
Range 0.004
Minimum 0.166]
Mhaximum 0.26
L+ 1o 0228657844
L-1g 0200230156
pL+2g 0.242871689
- 2g 0.186016311
(Confidence Level(05.0%) | 0.000440617
I - Mean (N = - 1o
[C=FDF [N =+/-20
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Rate of Occurrence

FL: Data Set 7 (ll) : u=85.231, 0=17.260
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FL: Data Set 7 (I@500) : 4 =99.963, 0=7.355
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120

Mean 85.2308077
Standard Error 0.114823819
Median 85
Mode 86
Standard Deviation 7261188164

Sample Variance

52.72485355

EKurtosis

-0.133584976

Skewness -0.041579774
Range 46
MMinimum 61
Maximum 107
+1c 02.40100587
-lg 77.96961954
+2c 00 75318403
- 20 70.7084314
Confidence Level(95.0%)| 0.158781540
I - Mean [ - - 1o
[C-FDF [N -+-2c
Mean 99,9627407
Standard Error 0.11631471
Median 100
Mode 58
Standard Deviation 7.35546828
Sample Variance 54.1029135
Kurtosis -0.05402422
Skewness -0.07202464]
Range 50)
Minimum 76
Maximum 126
W+ 1o 107.318209
M- 1o 92.60727243
I+ 20 114673677
- 20 8§5.2518041
Confidence Level{95.0%) 0.22804167
N - 1 can N - - 1o
- PDF N -+ 20



Rate of Occurrence

FL: Data Set 7 (IR) : u=0.029, 0=0.007

Rate of Occurrence

2501 1 1 1 1 1
i i : I i Mean 0.020463866
I 1 1 1 Standard Error 0.000107733
200 - : . . . Median 0.03
| 1 1 1 Mode 0.028
: . | : Standard Deviation 0.00681277
1 | 1 1 Sample Variance 4 .64138E-05
150 - : : : : Kurtosis 0.039423827
| 1 1 Skewness 0.230246942
: 1 | Range 0.048
100 4 1 ) 1 Minimum 0.008
: : : Maximum 0.056
1 1 1 -+ 1g 0.036276636
: : : L-1lc 0.022651096
50 | . H w+2g 0.043089407
i : u-2o 0.01583833
A E | g, , Confidence Level(95.0%)| 0.000211216
Y 0.02 0.03 0.04 0.05 B - ean (N - - 1o
Infection Rate [CC1=PDF D =+/-2c
FL: Data Set 8 (ll) :x=81.487, 0=6.805
012 ] : : 1 : : Mean 81.486903 5]
| I 1 1 Standard Error 0.107632026
: | " : Median 81
0.10 1 1 I 1 1 Mode 80
: : : : Standard Deviation 6.805544082
0.08 - | 1 1 Sample Variance 46.3154425
: ! : Kurtosis 0.020404428
1 1 Skewness 0.058834625
0.06 - : : Range 49
1 1 Minimum 58
1 1 Maximum 107
0.04 4 : : n+lo £8.20253848
: : n-lg 7468144852
0024 I ’”I 1 = 2g 05.00808346
! ﬂ -2g 6787590353
ﬂ”ﬂﬁ”” |” ““l“iﬂﬂ. " Confidence Level(95.0%)| 0.211018794
- gril Winias) -
000 60 70 80 90 100 B - Mean N = +- 1o
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Rate of Occurrence

FL: Data Set 8 (1@500) : u=147.771, 0=6.121

0.14 4

0.12 A

0.10

0.08 A

0.06 4

0.04

0.02 4

|
1
|
1
1
|
|
1
1
|

m

0.00

FL: Data Set 8 (IR):u=0.133, 0=0.011

140
Nodes Infected @ TS 500

150

160

170

80 4

60 4

20 4

e ————

0.10

0.12

0.14
Infection Rate

144

0.12

Mean 147.7713857
Standard Error 0.006824742
Mhedian 148
Mhode 149
Standard Deviation 6.122203252
Sample Variance 3748137266
Eurtosis -0.066551815
Skewness -0.024027825
Range 46
Mhinimum 126
haximum 172
n+ 1o 153.80358890
-1g 141.6491824
=+ 2o 160.0157922
I-2g 135.52607902
Confidence Level(95.0%) | 0.189830491
N - ican [ = +/- 1o
[ =PDF [N =+-2c
hean 0132568784
Standard Error 0.000176473
hedian 0.132
hode 0.13
Standard Deviation 0.011158361
Sample Variance 0.000124500
[Kurtosis -0.055860894
Skewness 0.022457114
[Range 0.082
Minimum 0.098
haximum 0.18
u+ 1o 0.143727146
u-1g 0.121410423
+2a 0.154885507
-2g 0.110252062
Confidence Level(95.0%)| 0.000345986
I - Mean [N - +- 1o
[CC=PDF [ =+/-20



FL: Data Set 9 (ll) : u=85.498, 0=6.598

Rate of Occurrence

Rate of Occurrence

0.14 1 | . | | Mean 85.40825
I I I Standard Error 0.104342446
0.12 | i i Median 83
| 1 1 Mode 84
010 : 1 : Standard Deviation 6.59919573
1 1 Sample Variance 4354038428
: ] [Kurtosis -0.101922181
0.08 1 Skewness 0.101564721
: [Range 45
0.06 4 1 1 Minimum 65
: Maximum 110
I W+ 1o 0200744573
: u-1g 78.80005427
1 W+ 2 08.69664146
I “ w-2g 7220085854
'lﬁﬂﬁ”‘”” m ||||ﬂll]| H-.. o Confidence Level(95.0%)| 0204569353
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FL: Data Set 9 (I@500) : u=170.554, 0=5.822

0.16
: | o i Mean 170.5535
014 | | I 1 i Standard Error 0.002068744
| : ! : Median 171
0.12 4 1 1 | 1 Mode 172
| : : : Standard Deviation 5.82203864
1 1 1 Sample Variance 330066144
0-101 { : Kurtosis 0.152432074
I 1 Skewness -0.093429005
0.08 1 : ! Range 45
| i MMinimum 146
0.06 1 I 1 Maximum 191
I ' b+ 1o 1763764386
> : : - 1o 164.7305614
| . b+ 20 182.1993773
0.02 -2 158.0076227
o r ﬁnﬂ!lli |”H EHHF N Confidence Level(95.0%)| 0.180506055
' 150 160 170 190 B - ieon [ - - Lo
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Rate of Occurrence

FL:Data Set 9 (IR) :u=0.170, 0=0.012

Rate of Occurrence

a0
| : H : : Mean 01701105
80 I I 1 I 1 Standard Error 0.000191876
| | : : Median 0.17
70 1 | 1 I 1 Mode 0.166
! : : : Standard Deviation 0.012135304
60 1 I i I I Sample Variance 0.000147266
! ! I ! Kurtosis 0.134434342
201 - ' ' : Skewness -0.004471842
I ! Range 0.082
401 ' . Minim 0.13
| | 01m
30 - : : Maximum 0212
, | u+ 1o 0.182245804
20 4 : N HH . -1l 0.157975196
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Nl ”E” H" H‘ ““ TP Confidence Level(95.0%)] 0.000376184
208 Diri-nll n
° 0.14 0.16 0.18 0.20 B - \ean N - - 1o
Infection Rate [ =PDF R =+-2c
FL: Data Set 10 (Il):u =0.283, 0=0.470
=1 \ | : : Mean 0.2833
) I I I I Standard Error 0.0074277
o : : | : : Median 0
| | I | I Mode 0
: : | : ! Standard Deviation 0.469769008
1 I ] I I Sample Variance 0.220682921
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I [ 1 | 1 Skewness 1.226641539
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of bbb - 0
Maximum 3
| | I : : b+ 1o 0.753269008
: : } : : - 1o -0.18626901
3710 | | | | i+ 20 1.223038016
: : : : : -2 -0.63603802
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Rate of Occurrence

FL: Data Set 10 (I@500) :u = 23.433, 0=4.217
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FL: Data Set 10 (IR):u =0.046, o =0.008
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0.08

Mean 23.4325
Standard Error 0.066679
hedian 23
Mode 23
Standard Deviation 4 217154
Sample Variance 17.78430
[Kurtosis 0004856
Skewness 0.136778
[Range 31
Minimum 10
Maximum 41
n+ 1o 27.64965
u-1lo 19.21535
u+2g 31.86681
u-2g 14 99810
Confidence Level(95.0%) 0.130728
B - Mean [ - - 1o
[=FDF [ -+-2c
Mean 0046298
Standard Error 0.000133
Median 0.046
Mode 0.044
Standard Deviation 0.008384
Sample Variance T.03E-05
[Kurtosis -0.0142
Skewness 0.126819
[Range 0.06
MMinimum 0.02
Maximum 0.08§
+ 1o 0.054682
w-lo 0.037914
w+ 2o 0.063066
u-2g 0.02953
Confidence Level(95.0%) 0.00026
B - Mcan I - - 1o
[C=PDF [ -+-2c
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Rate of Occurrence

PA:Data Set 1 (ll):u=5.732, 0=2.369

1.2 4 : | | : " Mean 5.73175
I I I ] 1 Standard Error 0.037463968
W AT O et s
| | I | 1 Mhode 3
| : | | : Standard Deviation 2.369420350)
0.8 I I I ] 1 Sample Variance 5614105486
: | : : : Kurtosis -0.102226633
| I I | 1 Skewness 0290408057
oo {441 Ranse I
1 I | 1 ] Iinimum 0
! ! ! | ! Maximum 14
0.4 - I | | 1 |
| I I | 1 b+ 1o 8.101179350
: | | : " -1 3.362320641
0.2 I I I | 1 W+ 26 10.47060872
| } H : " W - 26 0.992891282
| ! : ! | Confidence Level(95.0%) | 0.073450258
%03 2 3 6 8 10 12 14 - e I - - 1o
Initial Nodes Infected [ 1=PDF [ =+/-2c
PA: Data Set 1 (I@500) :p=46.817, 0=5.323
: : : : " Mean 4681675
] I ] I 1 Standard Error 0.084169849
0.20 4 I : : : : Median 47
: I I I 1 Mode 46
: | : : i Standard Deviation 5.32336867
0.15 - ! I | I 1 Sample Variance 28 338254
: : : : i Kurtosis 0.05336164
1 1 I i 1 Skewness 0.084067324
AN AT Ranse T
0.10 1 I 1 I 1 I Minimum 30
TR . s i
) 1 | I 1 +1g 52 14011867
0.05 - : : : ! " -1o 41.40338133
1 1 | [ 1 +2g 5746348734
| | : ! : -20 36.17001266
) ! ! ' : Confidence Level(95.0%) | 0.165019819
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Rate of Occurrence

PA: Data Set 1 (IR) :u=0.082, 0=0.010
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PA:Data Set 2 (Il) : y=5.679, 0=2.346
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hean 0.08217
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Mode 0.082
Standard Deviation 0.010028771
Sample Variance 0.000100576
[Kurtosis 0.127199006
Skewness 0.064456834
[R.ange 0.074
IVinimum 0.048
Maximum 0.122
u+lg 0.092198771
u-lc 0.072141229
u+2g 0.102227542
I-20 0062112458
Confidence Level(95.0%) | 0.000310883
B - Meon I - - 1o
[C1-PDF [ = +-20
Mean 367875
Standard Error 0037099275
Median &
Mode &
Standard Deviation 2.346364165
Sample Variance 5.505424794
[Eurtosis 0.029719505
Skewness 0.355160698
[Range 15
Minimum 0
NMaximum 15
u+lo 8.025114165
L-1lg 3.332385835
L+ 2g 1037147833
u-2g 0.98602167
(Confidence Level(95.0%) | 0.072735257
B - Vcan I - - 1o
[C=PDF [ =+-20



Rate of Occurrence

Rate of Occurrence

PA : Data Set 2 (1@500) : uy=120.626, 0=6.920
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o . s
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PA: Data Set 2 (IR): u=0.230, 0=0.014
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0.20
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0.24
Infection Rate
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0.28

Mean 120.62575
Standard Error 0.109420816
MNedian 121
MNMode 118
Standard Deviation 6.920380037
Sample Variance 47.89165985
[Kurtosis -0.067200374
Skewness 0.072891148
[Range S04
Minimum 95
Maximum 145
L+ lo 127 54613
L-1o 113 70537
L+ 2g 134.4665101
- 2c 106.7849800
IConfidence Level(95.0%) | 0.214525788
I - Miean [ - - 1o
[C1=PDF I =+/-2c
Mean 0.229894
Standard Error 0.000216972
Median 0.23)
Mode 0.23)
Standard Deviation 0.01372253
Sample Varance 0000188308
Kurtosis -0.054154276
Skewness 0.100692407
[Range 0.006
Minimum 0.138
MMaximum 0.234
+1g 0.24361653
-1o 0.21617147
uw+ 2o 0.2573392061
-2c 0202448939
Confidence Level(95.0%) | 0.000425387
B - Mcan [ - - Lo
C=PDF [ =+/-20



Rate of Occurrence

Rate of Occurrence

PA:Data Set 3 (Il):u=5.707, 0=2.346
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PA: Data Set 3 (I@500) : u=127.380, 0=7.488

0.12 4

0.10 4

0.08 4

0.06 4

0.04

0.02 4

1
1
1
1
|
1
1
|
|
1
|
|
1
|
1
|
1
|
|
1
1
1
1

0.00

110

1

] . . -

=

0 130

140
odes Infected @ TS 500

152

150

Mean 5.7075
Standard Error 0.037097237
Median 6
Mode 5
Standard Deviation 2.346235273
Sample Variance 5504819055
[Kurtosis 0.201728967
Skewness 0.434000082
[Range 17]
Minimum 0
MMaximum 17
u+lo 8053735273
L-1c 3361264727
u+2c 1039907055
u-2c 1.015029455
(Confidence Level(95.0%) | 0.072731262
B - Mvican [ - - 1o
[C-PDF [ -+ 20
Mean 127.3805
Standard Error 0118414781
Nedian 127
Node 127
Standard Deviation 7.4809208357
Sample Variance 56.08824181
Kurtosis -0.048351309
Skewness -0.015325647
Fange 52
MMinimum 104
Maximum 156
n+lo 134.8697084
- 1a 1198912916
u+ 2g 142.3580167
u-2g 1124020833
Confidence Level(95.0%) [ 0232158073
B - Miean (I - +- 1o
[CT=PDF N =+-20



PA: Data Set 3 (IR): u=0.243, 0=0.015

Rate of Occurrence

Rate of Occurrence

153

| i i i | Mean 0.243346
1 1 I 1 I Standard Error 0.000233735
: ! ¥ I : Median 0.244
1 1 I 1 I Mode 0.244
' ! : ! ! Standard Deviation 0.014782724
40 7 I [ | [ I Sample Variance 0.000218529
" , : I | Kurtosis 0.042782949
1 I 1 1 I Skewness -0.010312707
A [T o
1 ] I | I Minimum 0.19
20 - : : l : : : bliirs =
1 ) I ] I w+lg 0.258128724
: : : ‘: : u-1c 0.228563276
[ ) 1 ! 1 w+2g 0.272911447
: : : : I w-2c 0.213780553
) i: : : | ‘ W, Confidence Level(95.0%) | 0.000458252
° 0.20 0.22 0.24 0.26 0.28 030 - Mean [N -+ 1o
Infection Rate [ 1=PDF R = +- 2o
PA: Data Set 4 (ll):u=28.686, o=4.980
: : : : : Mean 28.6865
I I 1 I I Standard Error 0.078755032
! ! : : | Median 29
: I I I I Mode 28
: ! : : ! Standard Deviation 4.080905551
I I | | I Sample Variance 24 80042011
: ! : : | Kurtosis 0.067758453
I I I I I Skewness 0.084301623
R N Range 38
| | 1 | | Ninimum 11
! ! : : : Maximum 49
: : I I I w+1g 3366740555
| p . | | u-lg 23.70559445
I I I I I w+ 2o 386483111
: : : : : b-20 18.7246889
) ! : | g | iConfidence Level(95.0%) | 0.154403758
25 30 35 40 a5 N - Veon I -+- 1o
Initial Nodes Infected [ 1=PDF [N =+/-2c



PA: Data Set 4 (1@500) : u=64.496, 0 =6.116

Rate of Occurrence

Rate of Occurrence

0.16 : : : : : Mean 64 40625
1 I ] I I Standard Error 0.09671458
A | hedan o
1 I 1 | I Node 65
0.12 1 ' : : : : Standard Deviation 6.116767091
| I | 1 | Sample Variance 3741483065
0.10 1 | . : | : Kurtosis 0.13833655
I i I 1 I Skewness 0.061613344
R = s
1 1 1 1 I Minimum 42
At e Maximon e
I 1 ] I I w+ 1o 70.61301709
0.04 : ! : ' : u-lg 58.37048201
I I ] I I w+2g 76.72078418
0.02 4 : : : : : w-2g 5226271582
! ' ! ! ! Confidence Level(95.0%) | 0.180614483
0.00 46 EE'J ﬁrU -;E] 3|{;| N - ican N = +/- 1o
Modes Infected @ TS 500 [C=PDF [N =+/-2c
PA: Data Set 4 (IR) : u=0.072, 0=0.010
140 1 | : i : : Mean 0.0716195
i 1 1 I I Standard Error 0.000154276
120 4 : ! : : : Median 0.072
I 1 1 I I Mode 0.072
100 i ' l | | Standard Deviation 0.009757255
I 1 i I I Sample Variance 9.5204E-05
o0 | | ' ' ! : Kurtosis -0.035380118
I I 1 I I Skewness 0.080886248
! y - : ! Range 0.064
60 - I i ] i ] Minimum 0.042
! : ! : ! Maximum 0.106
404 ! ! : : : L+ 1o 0.081376755
| : - | | - 1o 0.061862245
I | [ i ] L+ 20 0.00113401
201 : : : : | - 20 0.05210499
} | : : : Confidence Level(05.0%) | 0.000302466
002 005 006 007 008  0.09 0.10 I - Mean N - +- 1o

Infection Rate [C———=PFDF D = +- 2o
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Rate of Occurrence

Rate of Occurrence

PA:Data Set 5 (ll) : y=28.783, 0=4.970
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PA : Data Set 5 (1@500) : y=131.072, 0=6.966
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150

Mean 28.78275
Standard Error 0.078596644
MMedian 20
Mode 28
Standard Deviation 4070888238
Sample Variance 24 70072087
[Kurtosis -0.08205837
Skewness 0.17538321
[Range 35
Minimum 12
Maximum 47
L+ 1o 33.75363824
L-1g 23.81186176
L+ 2o 38.72452648
L - 2o 18.84007352
IConfidence Level(95.0%) 0.15409323
B - on [ - - 1o
[C=PDF [ =+-20
Mean 131.072
Standard Error 0110155515
Median 131
Mode 131
Standard Deviation 6.966846506
Sample Variance 48 536095024
[Kurtosis -0.11353088
Skewness 0.05531368
[Fange 48
Minimum 108
MMaximum 156
w+ 1o 138.0388465
- 1G 124.1051535
I+ 2a 145 005693
- 2G 117.138307,
IConfidence Level(95 0%) | 0.215966208
I - ican [ - - 1o
[C-PDF [ - -2



Rate of Occurrence

Rate of Occurrence

PA: Data Set 5 (IR) : u=0.205, 0=0.014

50 . ! | . | Mean 02045785
1 I I 1 I Standard Exror 0.000224343
' ! {1/ P ! Median 0.204
0 1 I I 1 I Mode 0.208
' ! - . ! Standard Deviation 0.014188681
1 1 1 | | Sample Variance 0.000201319
: : - ! | Kurtosis -0.03763166
30 -
1 | i 1 1 Skewness 0.054403167
: : SIS | Range 0.116
1 I I I I Minimum 0.152
204 : { : ' : : Maximum 0.268
1 | I | I w+ 1o 0218767181
: : - - | p-1o 0.190389819
10 4 1 I B{(FH T [ ] L+ 2o 0.232055862
! : VRIS u-20 0.176201138
i : ) : “ Confidence Level(95.0%) | 0.000430837
o T T T T Il T ,
0.16 0.18 0.20 0.22 0.24 0.26 I - Mean N -+ 1o
Infection Rate [ 1=PDF D = +- 2o
PA: Data Set 6 (1) : = 28.613, 0=4.987
0.25 i : : : : Mean 2861275
1 I I | I Standard Error 0.078856683
1 I 1 1 I -
I I 1 I I IMedian 29
i 1 I | | I Mode 29
0.20 I I | I I —
i I | I i Standard Deviation 4 08733454
1 I | | I Sample Variance 24 87350581
1 I I 1 I -
015 | : | : ' ' Kurtosis -0.090600366]
1 I | | I Skewness 0.121518704
1 I 1 1 I
1 I 1 i i [Range 34
1 I 1 I I Minimum 13
0.10 1 ! ! ! ! ! Maximum 47
1 I I I
1 I 1 I I b+ 1o 3360008454
: : : : : - 1o 23 62541546
0.05 7 1 [ 1 I 1 w+ 20 38.58741008|
' : : : ! u-2c 18.63808092
: : ! : : Confidence Level(95.0%) | 0.154603052
Uroo T T T T L T T .
15 20 25 30 35 40 45 B - Mean (N = - 1o
Initial Nodes Infected [ 1=PDF I = +- 2o
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Rate of Occurrence

Rate of Occurrence

PA: Data Set 6 (1@500) : u=137.607, 0=7.550

: : { : : Mean 137.6065
0.10 - I I I I I Standard Error 0.119388454
: : : ! | Median 138
| 1 | 1 1 Mode 140
0.08 4 ! ! it : ! Standard Deviation 7.55078879
I I I il I Sample Variance 57.01441135
! : : ! ! Kurtosis 0.010806846
0.06 1 1 1 1 1 Skewness -0.002526572
A Rans 5
I I I 1 I Minimum 110
0.04 - ! : : - ! Maximum 163
I ] I 1 I w+ 1o 145.1572888
: : : : : L-1g 130.0557112
0.02 I ] I 1 T W+ 2 152.7080776
: : : : : i L-2g 122.5040224
M ! ! : i Confidence Level(95.0%) | 0.234067013
000 1o 120 130 140 150 160 B - Mean NN - +/- 1o
Nodes Infected @ TS 500 [CC=PDF [ =+/- 20
PA: Data Set 6 (IR) : u=0.218, 0=0.015
50 : : : : : Mean 0.2179875
I 1 ] ] ] Standard Error 0.000242204
. ' } ' : Median 0.218
40 4 1 1 I | I Mode 0.216
' | I | | Standard Deviation 0.015324010
1 1 | | I Sample Variance 0.000234826
10 ' ' } : ! Kurtosis 0.074887323
1 1 | I | Skewness 0.051465366
' ) : : ! Range 0.108
I i ] I ] Minimum 0.164
201 ! : } : ! haxinwan 0272
I { ] ) I W+ 1o 0.233311519
. | : : ! - 1o 0202663481
101 I i | | | I L+ 2g 0248635537
ik | : : - - 20 0.187330463
A : | | | il Confidence Level(95.0%) | 0.000475031
%016 0.18 0.20 0.22 0.24 0.26 B - Mean N - +- 1o
Infection Rate [ =FDF R = +-2c

157



Rate of Occurrence

Rate of Occurrence

PA: Data Set 7 (Il) : 4 =90.240, 0=6.741

: : : : : Mean 00.2305
0.12 - .
I 1 1 1 I Standard Error 0.106592685
1 ] 1 ] ] :
N I \ I | Median 00
0.10 4 1 ] 1 ] 1 MMode 20
! ' . | ' Standard Deviation 6741513313
I 1 I 1 1 Sample Variance 45 44800175
0.08 - : | : : : Kurtosis 0.026575671
I 1 1 : 1 Skewness 0007326389
I i 1 1
0.06 1 ] 1 i ] ST 51
I I 1 1 1 MIinimum 67
! - : : ! Maximum 118
] I
0.04 1 i 1 i 1 b+ 1o 06.08101331
: : : : : - 1o 83 40708669
0.02 - I ] 1 I 1 b+ 20 103.7225266
) : : : : : - 2o 7675647337
: : : : : Confidence Level(95.0%) | 0.208081074)
0.00 ? ] | . ! ,
70 90 100 110 120 - )Mean I =+/-1c
Initial Nodes Infected [C———1=PDF R = +-2c
PA : Data Set 7 (1@500) :u=117.131, 0=06.858
: : j : : Mean 117.13125
0.12 4 I | 1 I 1 Standard Error 0108442708
I 1 ] I 1 -
I | I I I Median 117
1 | 1 I ] Mode 115
0101 : : ! : ! Standard Deviation 6858519028
I 1 1 I 1 Sample Variance 47.039283261
0.08 { - : ! ! - Kurtosis -0.11034924)
I 1 : I ] Skewness -0.04752838
| | 1 ]
0.06 1 I | | 1 | Rmﬂ_ _E 45
I | 1 1 1 IMinimum a5
' : ! - ! Maximum 140
I 1 1
0.04 I | ] [ 1 w+ 1g 123.080760)
: : : : : u-1c 110.272731
I | ] 1 1 w+2g 1308482881
0.02 4 I | 1 I 1
| . ! - | u-2c 103.4142119
r | : ! | Confidence Level(05.0%) | 0.21260815
0—00 T T T T T .
100 110 120 130 140 B - Mean [ - /- 1o
Nodes Infected @ TS 500 [ =PDF [N = +/- 2o
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Rate of Occurrence

PA: Data Set 7 (IR) : u=0.054, o=0.009

Rate of Occurrence

160 | : : : : Mean 0.0537835
I ] 1 I I Standard Error 0.00013717
140 1 | | : | | Median 0.054
I I 1 I I Mode 0.052)
120 1 ! ' : ! ! Standard Deviation 0.008675422
I 1 1 I I Sample Variance 7.52629E-05
100 1 \ - : } | Kurtosis -0.10909087
I i I | I Skewness 0.139859708
80 1 ! : : } ! Range 0.036,
I ] 1 | I Minimum 0.026
60 : : : } ! Maximum 0.082
I ] I | I L+ 1 0.062458922)
40 : : : } : - 1g 0.045108078)
I } I i I W+ 2g 0.071134344
20 : : : } : - 26 0.036432656]
! ! : : | Confidence Level(95.0%) | 0.000268931
° 0.03 0.04 0.05 0.06 0.07 0.08 B - Mean N - +/- 1o
Infection Rate [C=PDF DN =+/- 2o
PA : Data Set 8 (II) ' =90.473, 0=6.925
: : : : : Mean 00 47275
0.10 1 I I ] I Standard Error 0.100513413
Cn e hicaan o)
1 ] 1 1 | MMode QD
0.08 1 ! ' : ! : Standard Deviation 6026236307
1 1 1 I I Sample Variance 47.07275063
: : : : : Kurtosis -0.074884829
0.06 1 1 i I | I Skewness 0.015703051
A1 Ranse n
1 i 1 I I DMinimum 61
0.04 4 : ! ! : ! Maximum 115
I | i ] I L+ 10 07 3080864
: : : : : - 1o £3.5465136
0.02 - I i i I \ ) L+ 2 1043252228
: : : : : - 20 76.62027721
i : : : i Confidence Level(95.0%) | 021470733
000 o 70 80 90 100 110 B - Mo N - - 1o
Initial Nodes Infected [CC=PDF [ =+/-2c
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Rate of Occurrence

PA: Data Set 8 (1@500) : u=172.591, 0=6.117

Rate of Occurrence

0.16 : : ' : : Mean 172.59125
I ] I ] I Standard Error 0.006731627
0.14 - : | : ' i Median 173
1 | 1 | 1 Mhode 173
012 1 : | - | : Standard Deviation 6.117845245
I I 1 I I Sample Variance 37.42803045
0.10 4 : : - ' . Kurtosis -0.050482354
I I 1 I I Skewness -0.027483005
0.08 - TR R Range 45
I ] I I I Minimum 148
0.06 : : . : ] Maximum 103
I I 1 I I L+ 1o 178.7000052
0.04 - : : - : : - 1o 1664734048
I | i I I L+ 2 184.8260405
0.02 - : : : : } -2 160.3555505
: | ! | | Confidence Level(95.0%) | 0.189647904
00 e 160 170 180 190 I - Mean N - +- 1o
Nodes Infected @ TS 500 [C=PDF N =+/- 20
PA:Data Set 8 (IR):u=0.164, 0=0.012
: : | . : Mean 0.164237
I I ] I I Standard Error 0.000189918
801 ] . ] . : Median 0.164
I I ] I I Mode 0.166
: . : | : Standard Deviation 0.01201149
504 i 1 I 1 I Sample Variance 0.000144276
: : : ! : Kurtosis -0.001258254
I I I 1 I Skewness 0.040994073
I fane
40 1 I I I I I Minimum 0.124
: ! : : ! Maximum 0.204
I | I I I L+ 1o 0.17624849
20 - : : : : ! L- 1o 0.15222551
I I I i I W+ 25 0.188250081
} : | i | L - 20 0.140214019
! : : : ! Confidence Level(95.0%) | 0.000372346
®12 013 014 015 016 017 018 013 020 B - ean [N - +- 1o

Infection Rate [ 1=prDF D =+/-20

160



Rate of Occurrence

Rate of Occurrence

PA: Data Set 9 (ll) : p=90.423, 0=6.933
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0.10 4

0.08 4
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PA: Data Set 9 (1@500) : u=179.102, 0=6.193

0.175

0.150

0.125 A

0.100 4

0.075

0.050 -

0.025 A

o s i —— ———— —— —— ——————— -

b ————— — —— —— ——————— -

0.000

160

170 180

Modes Infected @ TS 500

190

161

200

Mean 00.423
Standard Error 0.109630162
Median 01
Mode 92
Standard Deviation 693362025
Sample Variance 48.07508077
[Kurtosis -0.042631008
Skewness -0.068477299
[Range 51
Vinimum 65
Maximum 116
u+lo 07.35662025
u-1g 83.48037075
u+2c 104.2002405
u- 2o 76.5557505
Confidence Level(95.0%) [ 0.214036223
N - Ve [ - - 1o
[CT=PDF [N -+/-1c
Mean 17910225
Standard Error 0.007930952
Median 179
Mode 178
Standard Deviation 6.193607233
Sample Variance 38.36188541
[Kurtosis -0.011544259)
Skewness -0.044752837
[Range 41
Iinimum 158
Maximum 199
L+ lo 185.2050472
L-lc 172.0085528
L+ 2 101.4896445
L - 20 166.7148355
Confidence Level(95.0%) | 0.10100925
I - Mcan [ - - 1o
[C1=PDF [ - +/- 20



Rate of Occurrence

Rate of Occurrence

PA:Data Set 9 (IR):u=0.177, 0=0.012

| 1
80 +

70 1

60 1

30 4

30 4

20 A

10 4

o
[

0.18 0.20

Infection Rate

0.14 0.16

0.22

PA: Data Set 10 (ll): 4 =0.245, 0=0.442

254

20 1

15 4

10 4

o -
N T T T T T T
e -
o o -

0 T T T
-0.5 0.0 0.5

T T
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Initial Nodes Infected
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2.5

3.0

Mean 0.1773585
Standard Error 0.000195365
Median 0.178]
MMode 0.18]
Standard Deviation 0.012355056
Sample Variance 0.00015267
[Kurtosis -0.010422463
Skewness 0.128140995
[Range 0.082
IMinimum 0.14
Maximum 0.222]
n+ 1o 0.189714456
u-1c 0.165002544
n+ 2o 0.202070412
w-2c 0.152646588
Confidence Level(95.0%) [ 0.000383024
I - Mcan [ - - 1o
[C1=FDF [N =+/-20
Mean 0.245
Standard Error 0.006991493
Median 0)
Mode 0)
Standard Deviation 0.442180824
Sample Variance 0.195523881
Kurtosis 0.568401774
Skewness 1384614788
[Range 3
Minimum 0)
Maximum 3
w+ 1o 0687180824
- 1o -0.197180824)
W+ 2 1.129361648
- 2o -0.630361648
Confidence Level(95.0%) | 0.013707223
I - Mcan I - - 1o
[C=PDF [ =+/- 20



Rate of Occurrence

Rate of Occurrence

PA: Data Set 10 (I@500): u = 42.298, 0=5.027

: : : : : Mean 42 20825
I I 1 I I Standard Error 0.079488388
1 | [N Medan o
| I 1 I 1 MMode 42
| ' ! | ' Standard Deviation 5.027287076
015 4 : : : : : Sample Variance 2527361534
| | ! | | [Kurtosis 0.06160112
| 1 1 | 1 Skewness 0.017050757
. Rause s
0.10 1 1 I 1 I 1 Minimum 24
: : : : : Maximum 62
I I ] | 1 L+ 1o 47.32553708
0.05 - : ! ! : . - 1o 37.27096292
I i ] ) i W+ 20 5235282415
: { : : : W-2g 3224367585
: | : : : Confidence Level(95.0%) | 0.155841546
e e B - Mean N - - 1o
Nodes Infected @ TS 500 [ ]=PDF N =+/-20
PA: Data Set 10 (IR):u=0.084, 0=0.010
: : : : : NMean 0.0841065
i I 1 1 I Standard Error 0.000158996
1001 : : : [ ! Median 0.084
i | 1 I I Mode 0.084
80 | : | : | i Standard Deviation 0.010055791
0 1 I ] I Sample Variance 0.000101119
: | : : : [Kurtosis 0.047081966
60 - : : : : : Skewness 0017807234
i | 1 i I [Range 0.076
i I 1 | I Minimum 0.048
a0 : : : : i Maximum 0.124
1 I 1 i I i+ 1o 0.004162201
: : : : : - 1o 0.074050709
20 4 1 | 1 | 1 i+ 20 0.104218082
: : : : ! - 20 0.063994918
i : : ! 1 Confidence Level(05.0%) | 0.000311721
° 005 006 007 008 009 010 011 012 I - can [ - - 1o
Infection Rate [ 1=PDF N = - 2o
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APPENDIX F. FEDERAL LEVEL NETWORK DATA GRAPHS AND STATISTICS
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Rate of Occurrence

Rate of Occurrence

FEDERAL : Data Set 1 (ll): 4 =61.858, 0=7.169

' : - | | Mean 61.858
1 ] I I Standard Error 0.113370178
0.10 4 ] 1 ] 1 Median 62
i I T Mode 63
1 I I 1 Standard Deviation 7.170159608
0.08 7 i : 1 | Sample Variance 514111888
: : : [Kurtosis 0.012943875
0.06 4 1 | Skewness 0.110794228
’ 1 | Range 53
I . : DMinimum 37
0.04 - . | aximum 20
I H w+ g 60.02815061
: : L-1c 54 68784039
0.02 1 1 +2a 76.19831922
- 2o 47.51768078
IConfidence Level(95.0%) | 0.222268738
0.00 60 2 80 oo NN -\ ([N --- 1o
Initial Nodes Infected [ 1=PDF DN =-+-2c
FEDERAL : Data Set 1 (I@500):u=101.829, 0=8.294
\ - " : " Mean 101.8205
0.10 A
I I ] 1 Standard Error 0.131153184
: : : : Median 102
] ] | ] Mode 104
0.08 - : ! : : Standard Deviation 8.204855689
| 1 1 Sample Variance 68.80463001
: ! : [Kurtosis -0.113908154
0.06 1 1 i Skewness 0009045224
: : Range 55
I I Minimum 74
0.04 : : Maximum 129
| I b+ 1o 110.1243557
: i : -1 03.53464431
0.02 4 i i + 20 118.4192114
! b - 20 85.23078862
Confidence Level(95.0%) | 0.257133343
0:00 80 a0 100 110 120 130 - Mean [N =+-1c
Nodes Infected @ TS 500 [C=PDF [N =+/-20
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Rate of Occurrence

FEDERAL: Data Set 1 (IR):u=0.080, 0=0.011

80+

60 4

2014

0.04

S e e

=

0.06

0.08 0.10

Infection Rate

FEDERAL : Data Set 2 (ll):y =61.798, 0=7.151

0.12 4

0.10 A

0.08 A

0.06 -

0.04 4

0.02 1

0.00 -

50

60 70
Initial Nodes Infected

—— ——————— ———————— ————
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hean 0.079943
Standard Error 0000174685
Median 0.08
Mode 0.08
Standard Deviation 0.011048044
Sample Variance 0000122059
[Kurtosis 0064760638
Skewness 0028879377
[Range 0.084]
Minimum 0.042]
aximum 0126
u+ 1o 0000901044
n-1c 0068894956
+ g 0102039087
n-2c 0057846913
IConfidence Level(95.0%) | 0.00034248
B - )can [N = - 1o
[C-PDF [N -+-2c
Mean 6179825
Standard Error 0.11308828
MMedian 62
Mode 62
Standard Deviation 7.152330802
Sample Variance 51.1558359
[Kurtosis -0.067147726
Skewness 0.112522614
[Range 51
Minimum 35
Maximum &7
u+lo 680505808
- 1c 54 6459192
-+ 20 76.1020116
-2 474035884
IConfidence Level(95.0%) | 0.221716061
B - Meon [ - - 1o
[CCT-FDF [ -+ 20



Rate of Occurrence

Rate of Occurrence

FEDERAL : Data Set 2 (1@500): u = 234.081, 0=8.678

. ! - Mean 234081
0.07 1 I Standard Error 0.137227704
: Median 234
0.06 - 1 Mode 231
: Standard Deviation 8 670042023
0.05 1 i Sample Variance 75.32577044
: Kurtosis -0.047226592
0.04 1 Skewness 0.051077844
: Range 64
0.03 4 1 Minimum 203
: DMaximum 267
H i+ 1o 242 760042
0.02 1 ! 16 225 401058
L+ 20 251 439084
0.01 1 - 26 216.722916
Confidence Level(95.0%) | 0.269042786|
00000 210 220 230 240 250 260 270 I -Mexn N -=+-10
MNodes Infected @ TS 500 C1=PDF [N =+/-20
FEDERAL : Data Set 2 (IR):u=0.345, 0 =0.016
50 1 | | ! | ! Pean 03445655
I 1 1 I Standard Error 0.000258838
! ! | ! Median 0.344
] 1 1 I
40 - I 1 1 I [Mode 0.346
: : } : Standard Deviation 0.016370345
i 1 1 | Sample Variance 0.000267988
30 4 : : ! : Kurtosis 0.003226998
I I I Skewness 0.003774274)
: : Range 0.116!
1 | [Minim 0.202
201 : ! b st 0.408
1 i L+ 1 0360035845
: : L-lg 0.328195155
101 I L+ 20 0.377306191
! -2 0311824809
Confidence Level(95.0%) | 0.000507467
° 0.30 0.32 0.34 0.36 0.38 0.40 B - Viean [ - +- 1o
Infection Rate [ 1=PDF I -2
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Rate of Occurrence

FEDERAL : Data Set 3 (Il): u =62.110, 0=7.161
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50 60 70
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FEDERAL : Data Set 3 (1@500) : u = 279.406, 0=10.225

0.06 4

0.05

0.04 1

0.03

0.02 4

0.01 -

250

260

270 280 290
Nodes Infected @ TS 500

300

168

310

Mean 6211025
Standard Frror 0.113234179)
Median 62
Mode 63
Standard Deviation 7.161558274)
Sample Variance 5128791692
Kurtosis 0.168485217
Skewness 0.030318487
Range 59
Minimum 28
Maximum 87
b+ 10 6927180827
- 10 5404860173
[+ 20 76.43336655
[ - 26 47 78713345
[Confidence Level(05.0%) | 0.222002104

o0 NN - Mean [ ---1c

C=PDF N =20
Mean 279 4065
Standard Error 0.161687121
Median 280
Mode 282
Standard Deviation 10.22599142
[Sample Variance 104.5709005
Kurtosis -0.206408409
Skewness 0.012645766
Range 69
Minimum 245
NMaximum 314
b+ 10 2806324014
[ii- 10 2691805086
o+ 20 2998584828
[ - 25 258.9545172
[Confidence Level(95.0%) | 0.316906878

I - ean [ - - 1o

[C=FDF [N =+/-1c



Rate of Occurrence

Rate of Occurrence

FEDERAL : Data Set 3 (IR):u=0.435, ¢=0.020

b
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FEDERAL : Data Set 4 (ll): y =61.354, 0=7.143
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60 70

Initial Nodes Infected
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80

NMean 0.4345025
Standard Error 0000319484
Median 0434
Mode 0.43
Standard Deviation 0.02020594
Sample Variance 0.00040828
Kurtosis -0.005884831
Skewness 0.015310703
Range 0.142)
Minimum 0.356
Maximum 0408
=16 0.45470844
fo-10 0.41438656
[+ 20 0.47500438
[ - 26 0.39418062
Iconfidence Level(95.0%) | 0.000626367
I - )ean [N = /- 1o
[C0-POF [ -+-2o
Mean 61.35408852
Standard Error 0.112966179
Median 61
Mode 60
Standard Deviation 714371535
ISample Variance 51.032669
Kurtosis -0.020300072
Skewness 0.103078377
Range 47
Minimum 39
Maximum 86
o+ 10 68.40780387
-1 5421037317
[+ 20 7564151922
fu - 26 47 06665782
[Confidence Level(95.0%) | 0.221476692
B - can (N - /- 1o
[C1=PDF N =+/- 20



FEDERAL : Data Set 4 (I@500): u=101.308, 0=28.303

Rate of Occurrence

Rate of Occurrence

0.08 1 ! : : : ! Miean 1013075
| 1 1 I I Standard Error 0.131291833
0.07 1 ] ] M 1 I Median 101
: : : : Mode 103
0.06 1 : : : : Standard Deviation 8303624588
I 1 I I Sample Variance 68.0501813
0.05 1 : ! ! : [Kurtosis 0.036904042
1 1 Skewness -0.005236287
0.04 4 I I [Range 66
: : Minimum 64
0.03 1 1 Maximum 130
| ﬂ : -+ 1o 100 6111246
0.02 - : Iﬂ : - 1o 9300387541
H] | w20 117.9147492
0.01 - - -2g 84.70025082
Ll ||| Confidence Level(95.0%) | 0.257405171
0.00 70 80 %0 100 110 120 130 - Mean N =+-1c
Nodes Infected @ TS 500 [C=PDF [N = +/- 2G
FEDERAL : Data Set 4 (IR):u=0.105, c=1.611
1.0 : ” NMean 0.1054055
i Standard Frror 0.025480615
: : : Median 0.08
0.8 1N Mode 0.076
: ‘: : Standard Deviation 1611535619
1 Sample Variance 2.507047051
0.6 {11 Kuriosis 3990.624082
i Skewness 63 24110713
: ‘: : Range 101.96
0.4 i MNinimum 0.04
S Maximum 102
: ‘H e 1716941119
: ” u-lg -1.506130119
021 111 w+2g 3.328476738
: H -2 -3.117665738
I ul Confidence Level(95.0%) | 0.040956200
00° 0 50 B - Mean [ - - 1o
Infection Rate [C=PDF DN =+-20



Rate of Occurrence

FEDERAL : Data Set 5 (ll): p = 61.287, 0=7.304

Rate of Occurrence

: : : : : NMean 61.28682171
0.10 1 I 1 I 1 Standard Frror 0.115513557
] I ] I 1 Nedian a1
i I I i Mode 0
0.08 - " t : . Standard Deviation 7.304805539
1 | | 1 Sample Variance 5336018307
: : : Kuriosis 0.012706338
0.06 | 1 Skewness 010704665
: ! : Range 54
1 | 1 Ninimum 35
0.04 - : : Maximum 89
1 1 w+ 1o 68.59162724
: ! : -1g 53.98201617
0.02 4 i 1 w+ 2o 75.80643278
. u-2c 4667721063
Confidence Level(95.0%) | 0226470073
000 40 50 60 70 80 go - Mean [N -=+-1c
Initial Nodes Infected [ 1=PDF [ =+-2c
FEDERAL : Data Set 5 (I@500) : u=232.791, 0=9.101
Mean 232.7905
Standard Frror 0.143909972
Median 233
0.04 1 ode 232
Standard Deviation 0 101665772
Sample Variance 82 84031083
0.03 - Kurtosis 32.07224497
Skewness -1.676838052
Range 203
0024 Minimum 60
Maximum 263
w+ 1o 241.8921658
u-1c 223 6888342
0.01 4 b+ 2 250.0938315
_2g 214 5871685
Confidence Level(95.0%) | 0.282143757
0 7 10 135 10 15 B - Miean N = +- Lo
Nodes Infected @ TS 500 [C1=PDF [N =+/- 2o
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Rate of Occurrence

FEDERAL : Data Set 5 (IR):u=0.402, 0 =3.694

Rate of Occurrence

::‘” Mean 0.401508
0.40 4 1111 Standard Error 0.058414839
H + Median 0.344)
0.35 - Mode 0.346
Standard Deviation 3.604478819
0.30 1 Sample Variance 13.64017375
Kurtosis 3999 832076
0.25 1 Skewness 63.24356236
Range 233.722
0.20 A Minimum 0278
015 4 Maximum 234
W+ 1o 4095986819
0.10 4 - 1g -3.202070819
W+ 2g 7.790465639
0.05 -2o -6.087449639
Confidence Level(95.0%) | 0.114525644
000 50 100 150 200 I - ean [ - - 1o
Infection Rate [ =PDF D = +- 2o
FEDERAL : Data Set 6 (ll):u =61.340, 0=7.189
0.12 - : : : : Mean 61.33075
I I I I Standard Frror 0.113676891
: : : : Median 61
0.10 1 I I | | Mode 61
: : | : Standard Deviation 7.18955787
0.08 - | | | 1 Sample Variance 51.68074237
: : I : Kurtosis -0.03800399
1 | 1 Skewness 0.072691799
0.06 : : Range 50
1 | Minimum 38
I I Maximum 28
0.04 1 | : W+ 1o 68.52030787
: : w-lo 5415019213
0.02 I ““ H | W+ 2o 75.71886574
! “ " - 20 46.06063426
_ .m.nﬁiiI\H H| “HHH g, . |Confidence Level(95.0%) | 0222870068
0.00 40 50 60 70 80 g0 HEEEEE-)ecan [N --- 1o
Initial Nodes Infected [ 1=PDF R = +- 2o
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Rate of Occurrence

Rate of Occurrence

FEDERAL : Data Set 6 (I@500):u=277.633, 0=10.337

0.05 -+

0.04 4

0.03 4

0.02 +

0.01

240 250

FEDERAL : Data Set 6 (IR):u=0.433, 0=0.021

270 280
Nodes Infected @ TS 500

290 300

0.42 0.44
Infection Rate

0.46 0.48
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Mean 277633
Standard Error 0.163458351
Median 278
Mode 277
Standard Deviation 10.33801381
Sample Variance 106.8745206
Kurtosis 006262187
Skewness _0.033252027
Range 73
Minimum 230
Maximum 312)
[+ 10 2879710138
|- 10 267 2940862
[+ 20 2083000276
[y - 26 256.9560724)
[Confidence Level(95.0%) | 0.320469475

I - Mvcan N - /- 1o
[C=PDF N =+/-21c

Mean 04325865
Standard Error 0.000324236
Median 0.432)
Mode 0.44
Standard Deviation 0.02050649
Sample Variance 0.000420516
Kurtosis -0.010893429)
Skewness 0.016184036
Range 0.138]
Minimum 0.364
Maximum 0.502)

o+ 10 045300200

- 10 041208001

[+ 25 0.473599481

[ - 26 0.301573519

[Confidence Level(95.0%) | 0.000635683

I - Miean N - +- 1o
[C0-PDF [ -2



Rate of Occurrence

FEDERAL :Data Set 7 (II): 4 =170.211, 0=9.472

Rate of Occurrence

0071 i : ! : ! Mean 170.21125
1 I I I I Standard Error 0.140781139
0.06 - 1 1 1 I NMedian 170
P i | Mode 169
0.05 - : : : : Standard Deviation 0 472090965
1 1 I 1 ISample Variance 80 73755783
1 1 1 | Kurtosis -0.021497821
0.04 4 1 I 1 1
1 i i Skewness 0.014545208
: 1 : Range 71
0.03 1 1 1 Minimum 135
: : Maximum 206
0.02 - 1 1 fu+1c 179.684241
! ! |- 16 160.738259)
I fu+20 180.1572319
0.011 fu- 20 151.2652681
[Confidence Level(95.0%) | 0.293654516
140 150 160 170 180 190 200 . - ean [ - - 1o
Initial Nodes Infected [C1=PDF [N =-+/-2c
FEDERAL : Data Set 7 (1@500) : p = 200.730, 0=9.885
1 ! Mean 200.72975
Standard Frror 0.156320305
0.05 - Median 201
Mode 201
Standard Deviation 0886564164
0.04 1 Sample Variance 07.74415008
Kurtosis 0.043483506
0.03 1 Skewness 01.036101685
: Range 81
Minimum 162
0,02 4 Maximum 243
+1g 210.6163142
_1g 100.8431858
0.01 - +2g 220.5028783
-2g 180.0566217
Confidence Level(95.0%) | 0.306474927
00060 170 180 190 200 210 220 230 240 B - iean N = +- 1o
Nodes Infected @ TS 500 [ =PDF [N =+/-20
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Rate of Occurrence

FEDERAL : Data Set 7 (IR): u=0.061, 0 =0.010
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FEDERAL : Data Set 8 (Il): 4 =170.004, 0=9.419

0.06

0.05

0.04

0.03 A

0.02 1

0.01 A

140

150

160
Initial Nodes Infected

170

180

190

175

Mean 0.061037
Standard Error 0000157499
Median 0.06
Mode 0.062]
Standard Deviation 0000061004
Sample Variance 0 02234E-05
Kurtosis 0.086127597
Skewness 0105032838
Fange 0.072
Minimum 0.028]
Maximum 0.1
+ 1o 0070998004
-lo 0051075004
+2g 0.080959192
-2a 0041114808
Confidence Level(95.0%) | 0.000308785
I - vcan N - +- 1o
[C1-PDF I -=+-20
Mean 170.0035
Standard Frror 0.148942667
Median 170
Mode 171
Standard Deviation 9 410961341
Sample Variance 88.73567167|
Kurtosis 0057607035
Skewness -0.013870525]
Range 72
Minimum 133
MMaximum 205
+ 1o 179 4234613
-lo 160.5835387
+2g 188.8434227,
-2g 151.1635773
Confidence Level(95.0%) | 0.202010644)
I - Mean [ - - 1o
[C-PDF [ - +-20
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Rate of Occurrence

FEDERAL : Data Set 8 (I@500): u = 305.073, o= 8.687

: : : : : Mean 305.07275
0.07 - 1 1 1 I I Standard Error 0.137365686
: : 1 : : Median 305
0.06 1 1 1 1 Mode 307
: : : : Standard Deviation 8.687768803
0.05 - 1 1 1 1 Sample Variance 7547732677
: : Kurtosis 0.051266805]
0.04 - 1 1 Skewness -0.05901894
’ : : Range 65
1 | Minimum 270
0.03 1 1 1 Maximum 335
: I +1g 313.7605188
0.02 1 : } -1g 2063840812
I I +20 322 4482876
0.01 - -2g 287.6972124
Confidence Level(95.0%) | 0.269313309
270 280 290 300 310 320 330 B - Mean N = +- 1o
Nodes Infected @ TS 500 [C1=PDF [N =+-2c
FEDERAL : Data Set 8 (IR):u=0.270, 0 =0.016
50
: } : : : Mean 0.2701385
I I I I ) Standard Error 0.000250754
! 1 ! ! Median 0.27
40 - ] ] I 1
1 1 1 1 MMode 0268
: : : : Standard Deviation 0.015859080
1 1 I 1 Sample Variance 0000251511
30 4 : : ! : Kurtosis -0.06894645
1 1 Skewness -0.024541802
: : Range 0.11
20 - 1 I Minimum 0.214
: | { : Maximum 0.324
I \ 1 +1g 0.285907580
: : -1o 0.254279411
101 1 99 0.301856677
-2o 0.238420323
Confidence Level(95.0%) | 0.000491618
° 0.22 0.24 0.26 0.28 0.30 0.32 B - can N -+ 1o
Infection Rate [ 1=PDF R = +- 2o
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FEDERAL : Data Set 9 (I1): ¢ = 169.930, 0=9.523

0.06 - " : : ' [Mean 169.0305
I I 1 i Standard Error 0.15058415
: : : : Median 170
0.05 i i I i Mode 169)
: : : : Standard Deviation 0523777802
0.04 4 i | 1 1 Sample Variance 00.70234534)
: : ! : Kurtosis 0.050302392
I 1 Skewness 0.004353717
0.03 - : : Range 73
I 1 Minimum 137
| " Maximum 210
0.021 i i e 170.4542779)
| i Lo 1o 160.4067221
0.01 - I I L+ 20 188.0780558
L - 2o 150.8820442
Confidence Level(95.0%) | 0.295228867
10 150 160 170 180 190 200 210 - Mean [N --+-lo
Initial Nodes Infected [ 1=PDF D =+/- 2o
FEDERAL : Data Set 9 (I@500): u = 346.779, 0= 8.580
: 1 : 1 : Mean 346.7785
i 1 Standard Error 0.13568654
0.08 A 1 1 Median 347
: : MNode 346
: : Standard Deviation 8.581570287
0.06 - I 1 Sample Variance 73.64334850
: : Kurtosis -0.121221617
1 1 Skewness -0.112865674
: : : Range 54
0.04 1 I ) I Minimum 317
: : Maximum 371
I 1 +1g 3553600703
0.02 4 i . -1o 338.1060207
1 1 +3g 363.0416406
i . 2o 3206153504
Confidence Level(95.0%) | 0.266021247
000 320 330 340 350 360 370 - e I - - 1o
MNodes Infected @ TS 500 C1=PDF [N =+/-20
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FEDERAL : Data Set 9 (IR):u=0.354, ¢ =0.017

40 1 : 1 } Mean 0.353696

h | Standard Error 0.000274201

: Median 0.354

I Made 035

: Standard Deviation 0.017341994

1 Sample Variance 0.000300745

: Kurtosis -0.167204729

1 Skewness 0.037936648

: Range 0.116

1 Minimum 0.296

: Maximum 0.412

[ L+ 1c 0.371037994

. u- 1o 0336354006

1 L+ 26 0388379989

L-2o 0.310012011

Confidence Level(95.0%) | 0.000537587
0.30 0.32 0.34 0.36 0.38 0.40 B - Mean [ = +/- 1o
Infection Rate [ 1=PDF D = +- 2o

FEDERAL : Data Set 10 (ll): u=0.308, 0=0.497

17.5 - : : : : : Mean 0.307576894

I I | | I Standard Error 0.007867747

I 1 1 I 1 Median 0

e : | : Mode 0

! 1 | I 1 Standard Deviation 0.497537815

12.5 4 : : : : : Sample Variance 0.247543877

: : : : : Kurtosis 1.12493221

1004 1 1 1 I 1 [Skewness 1.309307055

ool Range 4

7.5 - 1 ] 1 ] ] MMinitum 0

N b :

I I [ I I +1g 0.805114709

501 [ 1 I I

| i H 1 i -1g -0.18996092

- : : : : : +2¢ 1.302652523

| 1 1 1 1 -2 -0.68749873

0o : : r-:—i_{_‘ H_l_ . . | Confidence Level(95.0%) | 0.015425171
0 1 2 3 4 _ = Mean _ =+/-1g
Initial Nodes Infected [CC=PDF [N =+'-2c
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FEDERAL : Data Set 10 (1@500):

47.528, 0=5.987

U

: : 1 : : Mean 47.5275

0.10 4 I I I i Standard Error 0.004681319

: : : : Nedian 47

| 1 | 1 MNode 48|

0.08 - : : I : : Standard Deviation 5.088172367

1 1 I 1 Sample Variance 35 8582083

: '+ : : Kurtosis 0.9352059646

0.06 4 1 i Skewness 0.012163225

: : Range 67

1 | Minimum 0l

0.04 - : I : Maximum 67

| P ‘ I + 1o 53.51567237

| | -1o 4153032763

0.02 - | IF ”q I +2 59.50384473

IL -3g 35.55115527

0,00 - rﬂil" | ‘| ‘ ||| Fﬂ... ;|[Confidence Level(95.0%) | 0.185628157
' 0 10 20 30 40 50 60 7o M -Mean [ --- 1o
Nodes Infected @ TS 500 [CC=PDF [N = +/-20

FEDERAL : Data Set 10 (IR): u=0.109, 0=0.947

MMean 010044

Standard Frror 0.014977557

Median 0.004

Mode 0.096]

Standard Deviation 0.947263897

[Sample Variance 0.80730889

Kurtosis 3008745024

Skewness 63.23068509)

Fange 50946

Minimum 0.054

Maximum 60

+ 1o 1.056703897

-1o -0.8378239)

+2g 2.003967793

-3c -1.78508779

Confidence Level(25.0%) | 0.02936436
10 20 30 40 50 60 NN -)can [ ---lo
Infection Rate [ |=FDF [ =-+'-2c
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APPENDIX G. FEDERAL LEVEL WEB-BASED NETWORK DATA GRAPHS AND
STATISTICS
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FEDERALWeb — Based : Data Set 1 (Il): y=10.213, 0=3.156
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FEDERALWeb — Based : Data Set 1 (I@500):u =14.284, 0=3.77
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Mean 102125
Standard Error 0.040890483
IMedian 104
Mode o
Standard Deviation 3155020422
Sample Variance 9 950833708
[Kurtosis -0.011880738
Skewness 0.289379043
[Range 20
Iinimum 2
IMaximum 22
u+ 1o 13 36842042
u-lc 7.056579578
u+2a 16.52434084
w-2c 3.900659156)
Confidence Level(95.0%) 0.0073308
I - Mcan (N - - 1o
[C=PDF [ =+-20
Mean 14.2835]
Standard Error 0.059700072
Median 14
Mode 13
Standard Deviation 3776333264

lSample Variance

14.26069292

Kurtosis 0.380847678
Skewness 0.455970540
Range 28
Minimum 4
Maximum 32
+ 1o 1805983326
-1o 1050716674
g 2183616653
-2g 6.730833471
Confidence Level(95.0%) | 0.117063061
I - can N - - 1o
CC=PDF [N =+/-20



FEDERALWeb — Based : Data Set 1 (IR):u = 0.008, 0=0.004

800
: 1 : : : Mean 0.008142
00 | I 1 ] Standard Error 0.00006486!
: : | : Median 0.008
I I 1 I Mode 0.006
6004 ] I i e
I | - Standard Deviation 0.0041022
g so0] | 1 1 Sample Variance 1 6828E-05
o : ] | : Kurtosis 3.231163308
g 1 1 1 Skewness 1.492023178
s 40! 2 Range 0.032
o 1 1 [ Minimum 0.002
23004 1 1 1 I -
5 | I MMaximum 0.034
I 1 W+ 1o 0.0122442
20011 ] ! u-1lo 0.0040398
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FEDERALWeb — Based : Data Set 2 (1@500):u =14.398, 0=3.64
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FEDERALWeb — Based : Data Set 2 (IR): 4= 0.008, c=0.004

Rate of Occurrence
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FEDERALWeb — Based : Data Set 3 (Il): u=10.396, 0= 3.164
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FEDERALWeb — Based : Data Set 3 (I@500):u =14.377, 0=3.25!
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Rate of Occurrence

Rate of Occurrence

FEDERALWeb — Based: Data Set 3 (IR):u = 0.008, o=0.002
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FEDERALWeb — Based : Data Set 4 (ll): y=51.304, 0=6.541
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FEDERALWeb — Based : Data Set 4 (I@500):u =55.242, 0=6.85!

Rate of Occurrence
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FEDERALWeb — Based : Data Set 5 (ll): y=51.189, 0=6.573
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FEDERALWeb — Based : Data Set 5 (1@500) : u = 55.207, 0=6.82
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Range 45
Minimum 20
Maximum 74
o+ 1c 57.76316032
ju-1o 44.61483068
lws2g 64.33732064
lu-20 38.04067936
[Confidence Level(25 0%) | 0.203793277
I - ean [ - - 1o
[C—J-°PDF I --+-20
Mean 55.20725
Standard Frror 0.107921203]
Median 55
Mode 55
Standard Deviation 6.8255362
Sample Variance 4658704442
Kurtosis 0.013252427
Skewness 0.145035858
[Range 47
Minimum 34
Maximum 81
w+ 1 62.0327862)
[u-16 48 3817138
[n+2c 68.8583224
- 20 415561776
lconfidence Level(os.0%) | 0.211585711
B - can N = +- 1o
[CJ-PDF [ -+-2o



Rate of Occurrence

Rate of Occurrence

FEDERALWeb — Based : Data Set 5 (IR): u = 0.008, oc=0.004
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FEDERALWeb — Based: Data Set 6 (ll): u=51.276, 0=6.537
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FEDERALWeb — Based : Data Set 6 (I@500):u =55.246, 0= 6.58!

Rate of Occurrence
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FEDERALWeb — Based: Data Set 7 (ll): u=147.755, 0 =8.745
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FEDERALWeb — Based : Data Set 7 (1@500) : 4 =151.780, 0=8.9C
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Standard Error 0.138286476
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Rate of Occurrence

Rate of Occurrence

FEDERALWeb — Based : Data Set 7 (IR) : u = 0.008, 0=0.004

700 1 popre e Mean 0.0080495
I 1 I I Standard Frror 0.00006341
600 - : : : : Median 0.008
I I I Mode 0.004
s00{ 1 i Standard Deviation 0.004010557
1 1 1 Sample Variance 1.60846E-05
w00 - : : | Kurtosis 3.262593982
1 1 1 Skewness 1.473197738
: 1} | Range 0.036
3001 | I I Minimum 0.002
: | | Maximum 0.038
5004 1 I w+1g 0.012060057
: | u-la 0.004038943
I I w+2g 0.016070615
e L % ' W-2o 0.000028385
I -7 JI 1 Confidence Level(05.0%) | 0.000124324
o— r h CF W P : r
0.000 0005 0010 0015 0020 0025 0030 0.035 B - Viean N - +- 1o
Infection Rate [ 1=PDF [N =+/-2c
FEDERALWeb — Based : Data Set 8 (Il): y=147.531, 0 =8.443
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FEDERALWeb — Based : Data Set 8 (1@500): 1 =151.549, o= 8.65
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0.07 4

0.06 4

0.05 A

0.04 4

0.03 A

Rate of Occurrence

0.02 1

0.01 4

0.00 -

120

130

140
Nodes Infected @ TS 500

150

160

170

180

FEDERALWeb — Based : Data Set 8 (IR) : u=0.008, 0=0.004
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Kurtosis 0.101485536
Skewness 0049731476
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FEDERALWeb — Based : Data Set 9 (Il): y=147.572, 0 =8.522
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FEDERALWeb — Based : Data Set 9 (I@500): 4 =151.558, o= 8.5¢9
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FEDERALWeb — Based: Data Set 9 (IR):u= 0.008, 0=0.002
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FEDERALWeb — Based : Data Set 10 (ll) : u=0.294, 0=0.481
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FEDERALWeb — Based :

Rate of Occurrence

Data Set 10 (I@500): u=4.342, 0=2.06
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